EDI Exchange Manual

© 2016 HIPAA Suite



HIPAAsuite EDI Exchange Manual

Complete EDI file pre-processor

by HIPAA Suite

EDI Processor is a module that is an option the HIPAAsuite
software products for the different EDI transaction sets.



Contents 3

Table of Contents

Part |

Partll

O G A WON -

Part lll

A ODN -

Part IV

A Hh WON -

PartV

A ODN -

Part Vi
1

Foreword

Getting Started S
About EDI EXChaN@e.........ccuiiiiiiiiiiiiiiiir e e e e 5
Requesting EDI EXChange LiCeNSe.......ccoieiiiieiiiriri s s s s s s s s s s s s s s s nanen 7
Registering EDI EXChaNQe.......ccocuiiieiiiiiiici s s s srss s s s s s s s sna s rna s sns s rnssranseansnnnsnnssnssnnnsen 9
Configuring EDI Exchange (Obligatory

Settings) 12
1 Setting up Database CoNNECHION........c...civeiiii e e e e e s e e e een 12
2 Creating Database Tables.........cccoiiiiuiiiiiiini 12
2b Creating 999 File Tables........cccceiiiiiiiiiiirii i e 18
3 Defining Auto-Processing OptioNns........cccccoiveiieiiieiiiisiicr s s s s s s e e s e s e re e enns 24
4 Defining Communications DireCtory.........cocuoiiiiiiiiiie e s e s e s e s rn e na s emrennes 26
5 Initializing EDI EXChaNQe........coiieuiiiiiiiiiiiir e rr s s s e 28
Configuring EDI Exchange (Optional

Settings) 34
Setting up Email Notifications........ccooeeuiiiiiiiiin 34
Setting up Incoming and Outgoing Files Options...........cccceoiiiiiiiiicicc e e e e 40
Running the Application via Scheduler............cooeiii i e 42
Using the Command Line Arguments (CLI).........ocouiiiieiiiiiiimiir e e e 44
Working with Trading Partners 44
Setting up Trading Partners........ccocu i s s e s s e e s ra e e e ranre s enns 44
Custom File Naming ConVeNtioNS..........ccoiiiiieiiieiiriirsrser s ses s s s s ra e rn s emsra s srarranre s enns 58
Using BuUilt-in FTP Client.........cooiuiiiii e e s e e 62
Creating a Trading Partner Automatically..........cccceoiiiiiiiiiiiii e, 66
Certificate based authentication in SFTP ... 67
Using Encryption 70
ADOUL ENCIYHION .....iieiiiii i e e e e nn 70
RST=X 1 1T I T o 30 = T 1Y o £ o o 70
USING PGP DeSKEOP.....uiiuiiiiiiiii s s s rrrreesses s s s s s s e s na s rma s em s srnssransenssnnsrnsssnnsenssenssnnnren 74
L= T T T | 75
Using EDI Exchange Features 77
Accessing INDOX Manager......ccuiiiiiiiiiiiiri s s s s s s s s s s s s s s sassassassassnnnnns 77

© 2016 HIPAA Suite



EDI Exchange Manual

N OO a0~ ODN

Checking EDI FIleS... ..o s s e rrasr s es s e s sn s s s s s e s na s na s emn s ennsennsennsennrnns 78
Downloading EDI Files From FTP Se@rVer........ccciiuiiiiiiiiiiiarscessms s ssassssssssssssnsssnsssnssennees 80
Processing EDI Files.......ocuiiiiiiiiiiii i e e 82
Accessing EDI ReCeIVE LOG.......ciiiuiiiuiiiiiiiniiiii i ire s s s e s e 83
Accessing EDI SeNA LOQ.....cciiuiiuiiiiiiiiiiiiiiiiesra st s snsrm s srassra s ssassnassnsssnsssnnsnnnsnnssnnssnnsennns 86
I g T ST = 1 oSN 88
Index 0

© 2016 HIPAA Suite



Getting Started 5

1 Getting Started

1.1 About EDI Exchange

EDI Exchange is a module available in most HIPAAsuite EDI applications. It is an option
that you can purchase for an additional cost. Some of our products, such as HIPAA Claim
Master, process EDI files but do not receive or send EDI files to and from your trading
partners. EDI Exchange is created to do that. EDI Exchange is designed for those
organizations that have a large volume of EDI files, need more order and automation and
adhere to tougher compliance rules. The EDI Exchange is an EDI pre-processor that
handles FTP transport, encryption, HIPAA compliance check, trading partner
management, etc. Outgoing EDI files can be checked for compliance; individual records
that do not pass the check can be withheld.

HIPAAsuite products with EDI Exchange module have a main menu item called "EDI
Exchange” with sub-menus to call the module’s functions.

,

File  View Database CodeSets Image Setup Log IEDIE:cchangeIHeIp

N - i =y Check EDI File
— - -
> | (LS

Trading Partners

O_dm Mode Inbox Manager

© Sereen FTP Client

T SEF Files

L STEL EDI Exchange Setup

(©) ASCII File Encryption Setup

() Image File Create EDI Exchange Tables
Create 999 Files Tables

[ Data Export Autoprocess Setup

Counter | Automatic Scheduler

Files |:| N EDI Receive Log

Request EDI Exchange License
" " EDI Exchange License Information

The "EDI &chahée" menu in HIPAA Enrollment Master
EDI Exchange performs the following functions:

e Trading Partners Management — The following Trading Partner's parameters can
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be stored and transparently managed with the help of EDI Exchange: name,
address, EDI identifiers, delivery methods, encryption parameters, FTP servers,
CORE-Compliant server addresses and credentials, communication numbers and
folders to keep files separated, special requirements specific to this trading
partner. Read more in Setting up Trading Partners.

¢ File Transport — EDI Exchange has a built-in FTP client that can securely connect to
your trading partner's FTP servers. If you employ your own FTP server, you can
utilize the folder structure that EDI Exchange uses to manage incoming files, users,
home directories and permissions so that your Trading Partners can drop off and
pick up EDI files. Supported are:

e Simple FTP
e FTP Secure
e Implicit FTPS
e Explicit FTPS
¢ Secure Shell FTP or sFTP

Read more in Using FTP Client.

e Encryption — Many healthcare-related companies use encryption to cloak the
content of their EDI files. The prevalent method of encryption is PKI (Private Key
Infrastructure) that uses the product of two incredibly large prime numbers as
cipher. EDI Exchange supports PGP (Pretty Good Privacy), the leader in PKI products
as well as the open source GPG project with its Windows sub project PGP4Win. Both
are implementations of the same encryption mechanism. Read more in Using
Encryption.

¢ File Management — EDI Exchange uses a clear directory structure to store EDI files.
The structure is based on root directories for incoming files, outgoing files,
processed files and suspended files. Below these root directories, there are
subdirectories for each trading partner and then each transaction set. Read more
in Defining Root Directory and Initializing EDI Exchange.

e EDI Compliance Check — EDI standards are strict and precise; adherence to the
standards is very important so that any organization can work with them regardless
of their backend system software. EDI Exchange has a built-in compliance engine
that checks incoming files for compliance. The engine also generates a report listing
each problem with the exact location. Outgoing EDI files can also be checked and
you have an option to withhold individual records that violate the rules. Read more
in Checking EDI Files.
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e EDI Control for Transactions — The EDI protocols have a few supporting transaction
sets that are useful to the smooth functioning of EDI exchanges. They provide the
sender with an instant feedback on receipt. The following transaction sets are
available:

e TA1 Acknowledgment
® 997/999 Functional Acknowledgment
e 277U/277CA Unsolicited Claim Status Response (in case of Claims)

e Logging — EDI Exchange has several logs that are instrumental to keep processing in
order and allows to forensically investigate mishaps. There are three logs in EDI
Exchange:

¢ Incoming file log — See Accessing EDI Receive Log.

e Outgoing file log — See Accessing EDI Send Log.

e Daily transaction log

1.2 Requesting EDI Exchange License

If your trial has expired, you can request an extension to the trial.

If you purchased the product and need a final license key, you should request an EDI
Exchange license.

Follow the instructions below to request a trial or final license key.

1. Select "Request EDI Exchange license” under the "EDI Exchange” menu item.
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File  View Database CodeSets Image

1 @ Check EDI File
E — Esmr ]

o

Trading Partners
Tm Mode Inbox Manager
® Sorcen FTP Client
R SEF Files
Ll ErEaralEs EDI Exchange Setup
() ASCIl File Encryption Setup
(Z) Image File Create EDI Exchange Tables

Create 999 Files Tables
[[] Data Export Autoprocess Setup
Counter \ Automnatic Scheduler

s [ ] 8 . EDI Receive Log
Records [ | Bl EDISendlog

Request EDI Exchange License
Run .' | ' a EDI Exchange License Information

Run with

A menu item to request a license key

2. Once you have clicked this menu item, your default email application appears. In our
case, it is Microsoft Outlook. All information necessary to produce the key is
automatically filled out.

From ~ Martin.Scholl@HIPAALuite.com

= ;‘l [
Send L
Ct...

Bic... !

Subject: | [EDI Exchange) 75 DCFEEF]: Request for License

Request for License

Product: EDI Exchange
Veolume ID: JEDCFBBF

Current Key:

KE"'I': - NP - e e

Email message created by EDI Exchange

3.You can add a trial extension or a final key after purchasing or relocating the
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software.

Once you receive the response with the key for EDI Exchange, you can bring the
"Registration Form" screen up again and click on "Register”. Enter the key to unlock EDI
Exchange. In the Result area, you will see that EDI Exchange has been registered.

1 Registration Form I,&J

a

License Registration Form
EDI Exchange

License Key

Reqister ] | Close

Result

Thank you for evaluating ED| Exchange!
EDN BExchange is fully functional with certain trial limitations.
This evaluation version expires in 14 days

L
Entering the license key

1.3 Registering EDI Exchange

EDI Exchange is licensed separately from the host application, HIPAA Claim Master, for
example. The reason is that EDI Exchange will work on all HIPAAsuite Products that are
installed on your particular computer. For example, if you have HIPAA Claim Master and
HIPAA Enrollment Master licensed, only one license of EDI Exchange is needed and the
module will work across two products.

When you first install a HIPAAsuite product of your choice, a 15-day EDI Exchange trial is
included. Once the trial expires, EDI Exchange loses its functionality. The menu items
under "EDI Exchange” become disabled except the last ones that allow you to license and
enable the product.
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A HIPAA Claim Master - 32bi
EDI Exchange | Help

File  Forms  View  Search  Claim Entry/Edit

Data Base

Code Sets

Logs

Image

Setup

Output Mode
) Printer

@ Screen

) Image Fle

Data Import
Claim Type

() Professional
) Institutional
() Dental

(©) Reporting
Counter

Total Amourt

The "EDI Exchange” menu with menu items disabled

Check EDI File

Trading Partners
Inbox Manager
FTP Client

SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup
Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDI Exchange License

EDI Exchange License Information

You can register the product by clicking on the "EDI Exchange License Information” option

under the "EDI Exchange"” menu.

setup | EDIExchange | Help
Check EDI File
—_— Trading Partners
I’i‘l Inbox Manager
FTP Client
SEF Files
EDI Exchange Setup
— Encryption Setup
g; Create EDI Exchange Tables
-
B Create 999 Files Tables
..':_E;Ein Autoprocess Setup
=$F Automatic Scheduler
B8 EDI Receive Log
== EDI Send Log
R
= Request EDI Exchange License
: EDI Exchange License Information
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"EDI Exchange License Information” option under the "EDI Exchange”

Then the license screen appears. In the lower left corner you can find the unique
registration number needed to create either trial extensions or final licensing.

R )

EDI Exchange

1.0
Day(s) remaining for trial 8

This software is for evaluation purposes only and has limited
functionality

You will have to purchase this software if you want to continue using it
after a free evaluation has expired.

Registration Mumber:
3E76196D [

Ty || Orer || Regater |

The license information screen

Once you click on "Register," you can enter the license key that you have previously

received via email from us (see Requesting EDI Exchange License.) Click on "Register" and
you will see the registration message in the "Result” area.

T . ==

License Registration Form

EDI Exchange

License Key

[ Regigter ][ Close

Result

Thank you for evaluating EDI Exchange!
ED| BExchange is fully functional with certain trial limitations.
This evaluation version expires in 14 days
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2.1

2.2

Extending the trial by entering a license key

Close the "Registration Form" and continue using the EDI Exchange.

Configuring EDI Exchange (Obligatory Settings)

1 Setting up Database Connection

EDI Exchange work is based on the database connection that you define under Database »
Connection and Data Fields in the main menu of the HIPAA host application. Make sure
the connection has already been set up and tested before proceeding with EDI Exchange.

Then proceed to the next step: Creating Database Tables.

2 Creating Database Tables

Once you have configured the database connection (Setting up Database Connection),
follow the instructions below.

1. Select EDI Exchange » Create EDI Exchange Tables in the main menu.
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EDI Exchange

&

Check EDT File

Trading Partners
Inbox Manager
FTP Client

SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables

The menu item to create the necessary tables.

2. The "Create Tables for EDI_Exchange" screen will appear. Table creation and/or

Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDI Exchange License

EDI Exchange License Information

modification for your database is handled here.

13
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F ™

Database
@ Microsoft SQAL Server ) MySQL/Generic

Trading Partner | TRANS_LOG | TRANS_LOG_ERRORS | SEND_LOG | comPany_seTup|

TradingPartner Table script:

1 CREATE TABLE [dba].[TradingPartner]( .
[TradingPartnerlD] [varchar](15) NOT NULL,
[TradingPartnerlD_QUAL] [char](2) NULL.
[ETINNo] [varchar]{15) NULL,
[NAME] [varchar]{40) NULL,
[Contact] [varchar]{100) NULL,
[Phone] [varchar](15) NULL.
|[Extension] [varchar](10) NULL,
[Email] [varchar]{75) NULL,
10 [Fax] [varchar](15) MULL,
11 [LocalFtpUser] [varchar](20) NULL,
12 [LocalFtpPassword] [varchar](20) NULL.
13 [Address1] [varchar](100) NULL,
4 [Address2] [varchar]{100) NULL.,
15 [City] [varchar](30) NULL,
16 [State] [char](2) NULL,
7 [Zip] [varchar](10) NULL,
18 [FtpAddress] [varchar](50) MULL.,
19 [PutDirectory] [varchar](50) MULL.
20 [GetDirectory] [varchar](50) NULL.
21 [FtpArchive] [varchar](20) MULL.,
22 [FtpUserName] [varchar](40) NULL.
23 [FtpPassword] [varchar](40) NULL.
24 [FTPPort] [varchar](12) NULL.

LD 00 s O 0N fe LIPS

25 [Outbox] [varchar](50) NULL, M
’ Compare Script with existing Table ] Save l [ Execute Script l

The screen to create the tables

3. Select the database type you use for your host HIPAA application.
e Database
e Microsoft SQL Server (SQL Server 2008 and above)
e MySQL

Note: In case your database is not listed, modify the scripts or ask your database administrator to
make the necessary modifications.

4. The following tables are part of EDI Exchange:

e TradingPartner — SQL statements to create the "TradingPartner” table in your
database. This table contains information about trading partners.

e Trans_Log — SQL statements to create the "TRANS_LOG" table in your database.
This table contains incoming file information, keeps track of all EDI files that you
receive and the compliance check report.

e Trans_Log_Errors — SQL statements to create the "TRANS_LOG_ERRORS" table in
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your database. This table collects the results of the compliance check and keeps
track of all sent files.

e Send_Log — SQL statements to create the "SEND_LOG" table in your database.
The table contains information about EDI files created and sent to trading
partners.

e Company_Setup — SQL statements to create the "COMPANY_SETUP" table in your
database. This table collects information about you, the sender of EDI
information.

5. You can modify the scripts so that they run on your specific database. Once you have
you modified the script, click "Save."

Tip: Every database system has their own little syntax idiosyncrasies and the scripts might require
tweaking. You can edit the table scripts in this screen and save your modified scripts. One example
are 'date’ and 'time’ or ‘'money' data types that do not exist in SQL Server 2005. You can just rename
those types to 'datetime’ and save you script and it will run fine.

F B

Database
@ Microsoft SQL Server ) MySQL/Generic

Trading Partner | TRANS_LOG | TRANS_LOG_ERRORS | SEND_LOG | COMPANY_SETUP|

TransLog Table script:

T CREATE TABLE [dbo] [TRANS_LOG]( R
2 [ID] [varchar](200) NOT NULL, B
[PayloadID] [varchar](200) NULL,
[TRADING_PARTNER] [varchar](15) NULL
[TRANSACTION_TYPE] [char](3) NULL.
[ORIG_TRANSACTION_TYPE] [char](3) NULL.
[PROCESS_DATE] [date] NULL,
[PROCESS_TIME] [time](0) NULL.
[OPERATOR] [varchar](20) NULL.
[RECORD_IDS] [varchar](2000) NULL.
[RECORD_COUNT] |bigint] I\{ULL.

WD 0O ~J M L B

prg—
J—

m

4 [CHECK_MESSAGES] [bigint] NULL,

15 [ResponseFile] [varchar] (300) NULL,

16 [AcknowledgementFile] [varchar] (300) NULL,

7 [ExitCode] [smallini] NULL.

18 CONSTRAINT [PK_TRANS_LOG] PRIMARY KEY CLUSTERED

20 - [ID]ASC

)
22 ) ON [PRIMARY]
23 =

-

[ Compare Script with existing Table ” Drop TRANS LOG schema [ Save ” Execute Script ]

The "Save" button

6. For each script on every tab, click "Execute Script” to create the corresponding table
in the database.
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F R

Database
@ Microsoft SQL Server ) MySQL/Generic

Trading Partner | TRANS_LOG | TRANS_LOG_ERRORS | SEND_LOG | COMPANY_SETUP |

TradingPartner Table script:

1 CREATE TABLE [dbo] [TradingPartner]( -
[TradingPartnerlD] [varchar](15) NOT NULL,
[TradingPartnerlD_QUAL] [char](2) NULL,
[ETINMo] [varchar]{15) MULL,

[NAME] [warchar](40) NULL.

[Contact] [varchar](100) NULL,

[Phene] [varchar](15) NULL.

[Extension] [varchar](10) NULL,

[Email] [varchar](75) NULL.

[Fax] [varchar](15) MULL, =m
[LocalFtpUser] [varchar](20) MULL.,

[LocalFtpPassword] [varchar](20) NULL,

[Address1] [varchar](100) NULL,

[Address2] [varchar](100) NULL,

[City] [varchar](30) NULL,

[State] [char](2) NULL,

[£ip] [wvarchar](10) NULL,

[FtpAddress] [varchar](50) NULL,

[PutDirectory] [varchar]|(50} MULL.

[GetDirectory] [varchar](50) MULL,

[FtpArchive] [varchar](20) NULL,

22 [FtpUserMame] [varchar](40) NULL.

23 [FtpPassword] [varchar](40) NULL.

24 [FTPPor] [wvarchar](12) NULL,

m

S — Y —————
L0 00 =] N N e L) RO — W0 00 ] O T e Ld P

Fa Pl
—1

25 [Qutbox] [varcharl(50) MULL. T
l Compare Script with existing Table ] Save l[ Execute Script ]

The "Execute Script” button

Notice: Creating tables means clicking the "Execute Script” button in all five tabs of the "Create Tables
for EDI_Exchange” window. Then close this window.

7.0nce the table has been created successfully, you will see the following notification:

R

Table 'TradingPartner' successfully created

The Create Table script success message

Warning: Double-execution of a script wipes out the previous table you have created. A prompt will
warn you before deleting an existing table. To Add/Remove fields use the "Compare Script..."
button. Remove the script files once you have created the tables so nobody can destroy the tables
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by accident.
. =

:] This action will wipe cut all your data in TradingPartner table, Proceed?

L¥s JL M |

. B 1
The double-execution warning message.

Make sure there are no error messages and the table creation has been completed
successfully.

Compare Script with existing Table

HIPAAsuite products go through continual development and improvements. Often these
changes lead to new fields in the database. While it is easy to drop a table and
regenerate it with the new fields, you will loose all the data in the table. To avoid this
trouble there is the button "Compare Script with existing Table". | you click this, the
table structure in your database will be compared with the script. There are two possible
outcomes. Your table is up to date

- ==

You have all the fields in your table.,
There is nothing to do

| |

Table is up to date

or if your table is missing recently added fields, you will see a window pop up that shows
an 'Alter Table' script with which you can add those fields to the table without interfering
with existing data.

© 2016 HIPAA Suite
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2.3

n'J Changes to your tab_ll LI_Ig

1 Alter Table TradingPartner

Add
[SourceEntitylD] [char](2) NULL.
[SourcelDQualifier] [char](2) NULL,
[SourceMame] [varchar]{50) NULL.
[SourcelD] [varchar](50) MULL

N LT ek L P

-

Execute Script ]

The 'Alter Table' script that shows as a result of missing fields

You can now click the "Execute Script” button and the field will be added and a message
will confirm your changes

. =)

Table successfully altered

| |

Alter Table statement successfully executed.

Once you have created the tables, you can start setting up the other application options.
See the next step: Defining Auto-Processing Options.

2b Creating 999 File Tables

Once you have configured the database connection (Setting up Database Connection),
follow the instructions below.

1. Select EDI Exchange » Create 999 Files Tables in the main menu.

© 2016 HIPAA Suite
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EDI Exchange | Help

Check EDI File

— Trading Partners -
é Inbox Manager
FTP Client
SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables

Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDI Exchange License

EDI Exchange License Information
g [ - — L | Smm—————

The menu item to create the necessary tables

2. The "Create Tables for 999 Files" screen will appear. Table creation and/or
modification for your database is handled here.

19
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F ™

Database
@ Microsoft SQL Server ) Oracle O MySQL/Generic

ImplementationAck |Transac1.ionF{espcmse | SegmentErrors | Elemenﬂ'\lutes|

ImplementationAck Table script:

1 CREATE TABLE ImplementationAck( -
[ID]int IDENTITY NOT NULL.
[FileName] varchar{100) NULL.
[SenderlD] varchar(15) MULL,
[SendTime] datetime NULL.
[GroupControlNo] varchar(9) NULL,
[TransactionControlNo] varchar(9) NULL,
[FuncitionallD] char(2) NULL,
[OnginalGroupControlMa] varchar(9) NULL,
10 [Version] varchar{12) NULL.
1 [AckCode] char(1) NULL,

[IncludedTS] int NULL.
13 [ReceivedTS] int NULL,

[AcceptedTS] int MULL.

LD 00 s O 0N fe LIPS

[ErrorCode1] char{3) MULL.

[ErrorCode?] char({3) NULL,
7 [ErrorCode3] char{3) MULL.

[ErrorCode4] char{3) NULL.
19 [ErrorCode5] char{3) NULL,
20 PRIMARY KEY ([1D])

’ Compare Script with existing Table Save l [ Execute Script l

The screen to create the tables
3.Select the database type you use for your host HIPAA application.
e Database
e Microsoft SQL Server (SQL Server 2008 and above)
e Oracle
e MySQL

Note: In case your database is not listed, modify the scripts or ask your database administrator to
make the necessary modifications.

1. The following tables are part of EDI Exchange:

¢ ImplementationAck — SQL statements to create the "ImplementationAck” table in
your database. This table contains information about Acknowledgments.

¢ TransactionResponse — SQL statements to create the "TransactionResponse” table
in your database. This table contains individual transactions contained in 999 files.
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e SegmentErrors — SQL statements to create the "SegmentErrors” table in your
database. This table contains individual segments in error contained in 999
transactions.

e ElementNotes — SQL statements to create the "ElementNotes" table in your
database. The table contains the elements in error in a specific segment.

5. You can modify the scripts so that they run on your specific database. Once you have
you modified the script, click "Save."

Tip: Every database system has their own little syntax idiosyncrasies and the scripts might require
tweaking. You can edit the table scripts in this screen and save your modified scripts. One example
are 'date’ and 'time’ or ‘'money' data types that do not exist in SQL Server 2005. You can just rename
those types to 'datetime’ and save you script and it will run fine.

F B

Database
@ Microsoft SQL Server ) Oracle @ MySQL/Generic

ImplementationAck |Transac1ionF{esponse | SegmentErrors | EIementhrtes|

ImplementationAck Table script:

1 CREATE TABLE ImplementationAck( »
[1D] int IDENTITY NOT NULL.
[FileName] varchar(100) NULL
[SenderlD] varchar(15) MULL.
[SendTime] 5 NULL.
[GroupContralMNo] varchar(9) NULL,
| TransactionCaontrolMo] varchar(9) NULL,
[FuncitionallD] char(2) NULL,
[CnginalGroupControlMNa] varchar(9) NULL,
10 [Version] varchar(12) NULL.
1 [AckCode] char{1) NULL,
12 [IncludedTS] int NULL.
13 [ReceivedTS] int MULL,
B lAcceptedTS] int MULL.
15 [ErrorCode1] char{3) NULL,
16 [ErrarCade2] char{3) NULL,
7 [ErrorCode3] char{3) NULL,
)
)

[Telye-TL ey A g RN - SN LN

18 [ErrarCade4] char{3) NULL,
19 [ErrorCodeb] char{3) NULL.
20 PRIMARY KEY ([ID])

21 :]j
[ Compare Script with existing Table Save ] [ Execute Script ]

The "Save" button

6. For each script on every tab, click "Execute Script” to create the corresponding table
in the database.
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F ™

Database
@ Microsoft SQL Server ) Oracle O MySQL/Generic
| Implementationfck | TransactionResponse |SegmentError3| Elemenﬂ\lntes|
SegmentErrors Table script:
1 CREATE TAELE SegmentErmors( -
2 [ID]int IDENTITY NOT NULL,
3 [TS_ID] int NOT NULL,
- [Ack_ID] int NOT NULL,
5 [SegmentlDCode] char(3) NULL.
6 [SegmentPosition] int NULL.
7 [LooplD] varchar{4) NULL.
3 [ErrorCode] varchar(9) NULL.
9
10 [FCTX
11 [CTX1_ContextName] varchar{35) NULL.
12 [CTX1_ContextReference] varchar(35) NULL,
13 [CTX1_SegmentlD] char(3) NULL,
14 [CTX1_LooplD] varchar(4) NULL,
15 [CTX1_SegmentPosition] int MULL,
16 [CTX1_ElementPosition] int NULL.
17 |[CTX1_ComponentDataElementPos] int NULL.
18 [CTX1_RepeatingDataElementPos] int MULL.
19 [CTX1_ElementReferencel] varchar(4) NULL,
20 [CTX1_ElementReference?2] varchar(4) NULL,
21
22 [CTX2_ContextName] varchar(35) NULL,
23 |[CTX2_ContextReference] varchar(35) NULL,
24 [CTX2_SegmentlD] char(3) NULL,
25 [CT*2_LooplD] varchar(4) NULL, -
[Compare Script with existing Table ] Save ] [ Execute Script ]

The "Execute Script” button

Notice: Creating tables means clicking the "Execute Script” button in all four tabs of the "Create
Tables for 999 Files" window. Then close this window.

7.0nce the table has been created successfully, you will see the following notification:

=

Success

)

Table 'ElernentMotes’ successfully created

Ok

The Create Table script success message

Warning: Double-execution of a script wipes out the previous table you have created. A prompt will
warn you before deleting an existing table. To Add/Remove fields use the "Compare Script..."
button. Remove the script files once you have created the tables so nobody can destroy the tables
by accident.
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# ™
I -

:] This action will wipe out all your data in ElementMotes table, Proceed?

The double-execution warning message.

Make sure there are no error messages and the table creation has been completed
successfully.

Compare Script with existing Table

HIPAAsuite products go through continual development and improvements. Often these
changes lead to new fields in the database. While it is easy to drop a table and
regenerate it with the new fields, you will loose all the data in the table. To avoid this
trouble there is the button "Compare Script with existing Table". | you click this, the
table structure in your database will be compared with the script. There are two possible
outcomes. Your table is up to date

. )

You have all the fields in your table,
There is nothing to do

1 |

Table is up to date

or if your table is missing recently added fields, you will see a window pop up that shows
an ‘Alter Table' script with which you can add those fields to the table without interfering
with existing data. In the latter case, you can click the "Execute Script” button and the
field will be added and a message will confirm your changes
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- =

Table successfully altered

| |

Alter Table statement successfully executed.

3 Defining Auto-Processing Options

In the "Auto-Process Setup” you can instruct the program on what to do after analyzing
and decrypting the received files in the Inbox Manager. The auto processing enables you
to combine and run multiple fulfilment steps together (for example, export, saving,
printing.) These options are important for the hand-over from EDI Exchange to the other
HIPAAsuite program that hosts EDI Exchange.

Follow the instructions below to specify the Auto Process Options.

1. Select EDI Exchange » Autoprocess Setup in the main menu.

Check EDI File

Trading Partners
Inbox Manager
FTP Client

SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables

Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDI Exchange License

EDI Exchange License Information
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The "Autoprocess Setup” menu item

2. The following screen will appear if the host HIPAA application is Enrollment Master.

Automatic Processing Cptions ‘ l"':' (515

Get Fles from Trading Partners
[[] Check FTP servers for new files and place them into Inbox

Default Automatic Processing Options
[] Export in Database

[”] Print i

Saveto: [|Image [ Excel [C1 ASCII

Sawve Cancel
| Save |
é — A

Defining the Auto Processing Options

3. The following options can be specified:

Check Path Options

* Check FTP servers for new files — If checked, EDI Exchange automatically looks for
new files for all trading partners that have FTP connection set up. Then the program
gets all the waiting files and puts them into the Inbox. In the second step, it goes
through every file.

Default Automatic Processing Options
e Export in Database — If selected, the module exports new files to the database.
e Print — If selected, the module prints files using the selected printer.

e Create Auto-Response — If selected, the module creates an auto-response to the
received files.

e Save to — If selected, the system automatically saves files as:
¢ Image
e Excel
e ASCII

4. Click "Save."”
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2.5

-

Automatic Processing Options l = | (5] |_ih]

Get Fles from Trading Partners
J| Check FTP servers for new files and place them into Inbox
Default Automatic Processing Options
¥| Export in Database

J| Print Use printer: Fax -
Save to: ¥ Image ¥ Excel < ASCI
Save | Cancel |

The "Save" button

Once you have saved the auto-processing options, the files will not only be analyzed but
also processed according to the defined settings. Proceed to the next step: Defining
Communications Directory.

4 Defining Communications Directory

EDI file directory is an obligatory setting you need to set up before starting using the EDI
Exchange. In order to keep track of the thousands of EDI files that accumulate over
time, EDI Exchange uses a folder structure which we call the "HIPAAsuite Communications
Directory” or "HIPAAsuiteCommDir" in short. In it, you will find all your EDI files sorted
into several categories:

¢ Inbox

e Outbox

¢ ProcessedFiles

e EncryptedFiles
e SuspendedFiles

Within these directories, there will be folders for each Trading Partner and type of
transaction. The location and names of the sub-folders are handled in the "Trading
Partner Setup.” See Setting up Trading Partners.

Follow the instructions below to specify EDI communications root directory.

1. Select "EDI Exchange Setup” under the "EDI Exchange” menu item.
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EDCI Exchange
Check EDI File

Trading Partners

,% Inbox Manager
FTP Client
SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables

Autoprocess Setup

Automatic Scheduler

EDI Receive Log
ECI Send Leg

Request EDI Exchange License

EDI Exchange License Information

‘The "EDI Exchange Setup” menu item

2. The following window will appear.

EDI Exchange Directory Setup

Root Directory Path Browse

Email Server Information Email Notification

SMTP Server Sender's email address [C] Send email notice of newly arrived Files?
Add

User Name Password

Recipients
[C] SMTP server requires Logon ERiEn

[[] Connectto the SMTP server via the S5L protocol Use Port
Qutgoeing Fles Other options

[] Validate outgoing files [[] RejectIncoming Files with more errors than
. . (set Count below)
Haltrecords if EDI compliance

warnings are found

EDI Fles with Other Type in Inbox

@ Leave file for other program

[ se= ] B

The "EDI Exchange Setup” window

® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ]

Note: The icon in the lower left corner indicates that EDI Exchange has not been initialized yet.
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3. Under "EDI Exchange Directory Setup” specify the following setting:

¢ Root Directory Path — Define the root path in the "Root Directory Path" text field.
The root path is the folder where all your EDI files reside. EDI Exchange will later
create sub-directories required to operate.

EDI Exchange Directory Setup

Root Directory Path Browse

:Fhe root communications directory setup

4. Click "Save."”

EDI Exchange Directory Setup

Root Directory Path  pAEDI, Browse

Email Server Information Email Notification

SMTP Server Sender's email address [7] Send email notice of newly arrived Files?
User Name Password Recipients

[7] SMTP server requires Logon B

[7] Connectto the SMTP server via the SSL protocol Use Port

Outgoing Files Other options

[[] Validate outgoing files [[] Reject Incoming Files with more errors than

. . (set Count below)
Haltrecords if EDI compliance

warnings are found

EDI Fles with Other Type in Inbox
@ Leave file for other program

©) Auto process if other program is available
]

® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ]

The "Save" button

After setting the root directory, you can click the "Initialize EDI Exchange" button. Read
more in Initializing EDI Exchange.

2.6 5 Initializing EDI Exchange

Before you can use EDI Exchange, and after you have configured the obligatory settings,
you have to perform the initialization. Follow the instructions below.

1. Select "EDI Exchange Setup” under the "EDI Exchange” menu item.
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EDI Exchange
Check EDI File

Trading Partners
& Inbox Manager

FTP Client

SEF Files

EDI Exchange Setup

Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDI Exchange License

EDI Exchange License Information

The "EDI Exchange Setup” menu item

2. The following window will appear.

EDI Exchange Directory Setup
Root Directory Path Browse

Email Server Information Email Notification
SMTP Server Sender's email address [] Send email notice of newly arrived Files?

UserName Password Recipients
[C] SMTP server requires Logon P

[] Connectto the SMTP server via the SSL protocol Use Port
Outgoing Files Other options

[] Validate outgoing files [[] RejectIncoming Files with more errors than
. . (set Count below)
Halt records if EDI compliance

warnings are found

EDI Fles with Other Type in Inbox

® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ]

@ Leave file for other program

) Auto process if other program is available

The "EDI Exchange Setup” window

Note: The icon in the lower left corner, indicating that EDI Exchange has not been initialized yet.

3. After setting the root directory (see the previous step Defining Communications
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Directory), you can initialize EDI Exchange module. Click the "Initialize EDI Exchange”
button to accomplish the process.

-
EDI Exchange Directory Setup
Root Directory Path  pEDI, Browse
Email Server Information Email Notification
SMTP Server Sender's email address [C] Send email notice of newly arrived Files?
Add
User Name Password Recipients
[C] SMTP server requires Logon
[[] Connectto the SMTP server via the S5L protocol Use Port
QOutgeing Files Other options
[] Validate outgoing files [[] RejectIncoming Files with more errors than

. . (set Count below)
Haltrecords if EDI compliance
warnings are found

EDI Fles with Other Type in Inbox

( 9 EDI Exchi is NOT initialized! Initialize EDI Exchange _
aness yet initia [ ] @ Leave file for other program

[ se= ] B

The "Initialize EDI Exchange" button

Once the "Initialize EDI Exchange” button is clicked, the system checks if all settings have
been configured correctly.

1. The first thing the initialization process checks is the connection to the database and
the presence of the necessary tables. EDI Exchange relies on the database connection
that is part of the HIPAAsuite application that you are using. EDI Exchange needs
Database Connectivity licensed and enabled. If this part is not yet set up, then you will
get an error like this:

Processing Results M=1E3
EDI Exchange intialization started

Checking SOL settings and tables:
Could not establish connection

EDI Exchange encountared the above arrors
EDI Exchange is not operational until everything checks out

Initialization failed because of SQL connection problems

Read more in Setting up Database Connection.

2. Once the connection is established, the program checks if the correct tables exist in
the database. See Creating Database Tables. Once the SQL part checks out, you will
see the following message.
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Checking SQL settings and tables:
Connection settings are checked. Trading Partners table is checked.
TRANS_LOG table is checked.
TRANS_LOG_ERRORS table is checked.
SEND LOG table is checked.

3. The next step of the initialization processes — the program checks and, if necessary,
creates the root directory and five sub-directories. Within these root directories, there
will be folders for each Trading Partner and type of transactions. The location and
names of the sub-folders are handled in the "Trading Partner” setup. The root folder is
specified via the "EDI Exchange Setup” screen. Read more in Defining Root Directory.

The sub-directories that EDI Exchange creates are as follows:

<@ + Computer = WS2008 (C:) ~ 3 -

Organize * Indudeinlirary +  Sharewith +  New folder

- Favorites =1 Mame - Date modified Type
Encryptedtles 1/31,/2013 5:55 PM Fle folder
y Libraries Inbeox 1/31/20135:56 PM  File folder
Outhox 1."3!]"2!] 13 5: 56 PM Fle folder
':fcu‘;:‘;; - ProcessecSies 1312013 5:56PM  File folder
_— ’ SuspendedFiles 1/31,/2013 5:55 PM File folder
g Data (D:)

The directory structure of EDI Exchange

4. The next step of the initialization — the program checks if the HIPAA EDI compliance
engine is properly installed.

5. The last thing checked by the system is if the Automatic File Processing options have
been set up. Read more in Defining Auto-Processing Options. The options are
important for the hand over from EDI Exchange to the other HIPAAsuite program that
hosts EDI Exchange.

Once all verifications have been completed successfully, you will see the following
message:
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Processing Results

EDI Exchange inibalization started

Checking SQL setings and tables:
Conneclion sellings are checked
Trading Parners table is checked.
TRAMNS_LOG table is checked.
TRANS_LOG_ERRORS table is checked.
SEND_LOG table is checked.
COMPANY_SETUP table is checked.
COMPANY _SETUFP data is validated.

Checking for Required Directories:
Inbox Directory is checked.
Outbox Directory is checked.
Processed Directory 15 checked.
Crypt Directory is checked,
Suspense Directory is checked.

Checking for EDIDev:
EdiDev is found.

EDI Exchange has been successfully iniialized and is ready for use.

Successful initialization of EDI Exchange

After that your EDI Exchange is initialized.

EDI Exchange Directory Setup

RootDirectory Path  p1EDI, Browse

Email Server Information Email Notification

SMTP Server Sender's email address [] Send email notice of newly arrived Files?
Add

UserName Password Recipients

[[] SMTP server requires Logon
[[] Connectto the SMTP server via the SSL protocol Use Port
Outgoing Fles Other options

[] Walidate outgoing files [ RejectIncoming Files with more errors than
. . (set Count below)
Haltrecords if EDI compliance

warnings are found

EDI Fles with Other Type in Inbox

J EDI Exchange is successfully initialized. Initialize EDI Exchange ]

@ Leave file for other program
Save () Auto process if other program is available

The "EDI Exchange is successfully initialized" message on the bottom of the "EDI Exchange Setup” window

Troubleshooting Initialization
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When you are going through the Initialization process of the EDI Exchange, you can
encounter the following message in the "Processing Results” window:

Checking for EDIDev:

EDIDev is not installed!

Processing Results !EIE |

EDI Exchange inifialization started

Checking SOL setings and tables:
Conneclion setings are checked
Trading Farners table is chacked
TRAMS_LOG table is checked.
TRANS_LOG_ERRORS table is checked
SEMD_LOG table is checked.
COMPANY_SETUPR table is checked
COMPANY_SETUF data is vaelidated.

Checking for Reguired Directones:
Inbox Directory is checked.
Digthoee Directony is checked
Processed Directary is checked.
Crypt Directory is checked,
Suspense Directory is checked.

Checking for EDIDesw
|E|:IiDews not installed! |

EDI Exchange encountered the abowve errors
EDN Exchange is not operational until everything checks out,

The EdiDev component is not installed
To resolve this issue, do the following.

1. Go to the http://www.edidev.com/ediregis.htm site.

2. Some systems may require Microsoft Redistributable Package to be installed first. In
this case, download one of the following components according to your OS' bit depth.
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The recommendad minimum system requirement for Framework EDI:
s 256 MB RAM
s 1GB available disk space
» Windows 2000/2003/2008/XP/Vista'7
L] Prefequisit&s: Some Tystems may mquise Micmecd Redistribotabls Peckage 1o be installed fins o suppoet
O Prmnework EDIMNET (31 -bdt) - dowalead Microsodt Viegal €+ 200 Radisuitucsble Paclags (x88)
O Franework ED NET4 (32-bit) - deownlosd hlicmsal Visual C+— 2010 Eadiseributabls Packaps (xB8)
O Famswork EDINET ($4-bif) - downlead hitrosofl Vissal C+ 2005 Badistitutable Packaze (x64)
0 Foenework EDNETH (§4-bit) - download hliooecd Vissal C<= 2010 Redistributsbls Packaee (x6d)
3. Download one of the following components you need according to your OS' bit depth:
e Framework EDI Enterprise evaluation 32-bit
e Framework EDI Professional evaluation 64-bit
4. Install downloaded components and start again the EDI Exchange initialization
procedure.
3 Configuring EDI Exchange (Optional Settings)
3.1  Setting up Email Notifications

EDI Exchange can send emails to operators and trading partners to notify them about files
and processing results. This functionality of EDI Exchange lies beyond the most basic
setup that the initialization checks for. For this feature to work properly, you need to set up
an email server which EDI Exchange communicates with. You can do this in the "Email
Server Information" frame of the setup screen. Follow the instructions below.

1. Select "EDI Exchange Setup” under the "EDI Exchange” menu item.
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EDI Exchange
Check EDI File

Trading Partners
& Inbox Manager

FTP Client

SEF Files

EDI Exchange Setup

Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDI Exchange License

EDI Exchange License Information

The "EDI Exchange Setup” menu item

2. The following window will appear.

EDI Exchange Directory Setup

Root Directory Path Browse

Email Server Information Email Notification

SMTP Server Sender's email address [7] Send email notice of newly arrived Files?
Add

UserName Password

Recipients
[C] SMTP server requires Logon ecipien

[] Connectto the SMTP server via the SSL protocol Use Port
Outgoing Files Other options

[] Validate outgoing files [[] RejectIncoming Files with more errors than
. . (set Count below)
Halt records if EDI compliance
warnings are found

EDI Fles with Other Type in Inbox

® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ]

@ Leave file for other program

) Auto process if other program is available

The "EDI Exchange Setup” window

3. Specify the following email options:
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Email Server Information
e SMTP server
¢ Sender's email address
e SMTP server requires logon
e Username
¢ Password
e Connect to the SMTP server via the SSL protocol

e Use port

EDI Exchange Directory Setup
Root Directory Path  D:\EDIy

Email Server Information Email Notification

SMTP Server Sender's email address [7] Send email notice of newly arrived Files?

smtp.gmail.com example@gmail.com Add
User Name Password

SMTP server requires Logon  yser R

Recipients

[] Connectto the SMTP server via the SSL protocol Use Port

Outgoing Fles Other options

[] Validate outgaing files [] RejectIncoming Files with more errors than
) ) (set Count below)
Halt records if EDI compliance
warnings are found

EDI Files with Other Type in Inbox

® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ]

@ Leave file for other program

) Auto process if other program is available

Setting up the email server

Note: If you do not have this information, please ask your administrator to set this portion up for you.

4. To configure email notifications, specify the following options:

Email Notification

¢ Send email notice of newly arrived files? — Use this checkbox to define if you want
to send email notice once new files have arrived.

¢ Recipients — You can add your staff's email(s) and the processing messages will be
sent to these emails.

Enter an email address and click "Add."
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. e
Browse

Email Notification
[] Send email notice of newly arrived Files?

example@email.com Add

Recipients

EDI Files with Other Type in Inbox
@ Leave file for other program

) Auto process if other program is available

Setting up the email recipients

The email address will appear in the list.

37
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T -
Browse
Email Notification
Send email notice of newly arrived Files?

Add

Recipients

example@email.com

EDI Rles with Other Type in Inbox
@ Leave file for other program

) Auto process if other program is available

e
Added email recipient

5. Click on the "Test" button to verify your settings.

6. Click on the "Save" button.

EDI Exchange Directory Setup
RootDirectory Path  p1gDI, Browse

Email Server Information Email Notification
SMTP Server Sender's email address Send email notice of newly arrived Files?
smtp.gmail.com example@gmail.com Add

User Name Password
SMTP server requires Logon  yser i

Recipients

example@email.com
Connectto the SMTP server via the SSL protocol Use Port

Outgoing Files Other options

Validate outgoing files Reject Incoming Files with more errors than
. . (set Count below)
Haltrecords if EDI compliance =

warnings are found U

EDI Fles with Other Type in Inbox
® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ]

@ Leave file for other program
) Auto process if other program is available

he "Save" button
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Troubleshooting Email Settings

If you have problems with setting up the email server, please contact your administrator. He/
She should know values to specify and how to test the settings.

Below is an example of what happens when the email server does not respond.

[ 2]

Failure!

After a time out, you get a failure notice

After acknowledging the failure, you get a more detailed error message in the process
result screen.

,
ECER . e

Percent Done: |

Sending email to
There was a problem with the email. See the log below.

220 smtp .gmail.com ESMTP p190sm 14579205ywp .56 - gsmip
EHLO 2h0-smtp gmail com at your service,
280-51ZE 35882577
250-8BITMIME
280-5TARTTLS
250-ENHANCEDSTATUSCODES
280-PIPELINING
250-CHUMKING
250 SMTPUTF2
AUTH LOGIN<CRLF= 530 5.7.0 Must issue a STARTTLS command first. p150s
MAIL FROM:<e@mple@gmail com=<CRLF= RCPT TO:zexample @email com:=<C
530 5.7.0 Must issue a STARTTLS command first. p150sm14575805ywp 56 - gsmtp
530 5.7.0 Must issue a STARTTLS command first. p190sm14573805%wp 56 - gsmtp
RSET=CRLF= 250 2.1.5 Aushed p150sm 14575805wp .56 - gsmtp

The process result screen with a detailed error message
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3.2

Setting up Incoming and Outgoing Files Options

To check if your files are HIPAA-compliant, EDI Exchange can run a compliance check on
outgoing EDI files. For incoming files, you can specify an acceptable error level. These
settings are especially important with new trading partner relationships or with new
processes since it always takes a while until an EDI process runs without issues and
problems.

Follow the instructions below.

1. Select "EDI Exchange Setup” under the "EDI Exchange” menu item.

Check EDI File

Trading Partners
Inbox Manager
FTP Client

SEF Files

EDI Exchange Setup

Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDI Exchange License

EDI Exchange License Information

:I'he "EDI Exchange Setup” menu item

2. The following window will appear.
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EDI Exchange Directory Setup
Root Directory Path Browse

Email Server Information Email Notification
SMTP Server Sender's email address [] Send email notice of newly arrived Files?

UserName Password

Recipients
[C] SMTP server requires Logon ecipien

[] Connectto the SMTP server via the SSL protocol Use Port
Outgoing Files Other options

[] Validate outgoing files [[] RejectIncoming Files with more errors than
. . (set Count below)
Halt records if EDI compliance
warnings are found

EDI Fles with Other Type in Inbox
® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ] P e T

) Auto process if other program is available

The "EDI Exchange Setup” window

3. Specify the following outgoing files options:
Outgoing Files

¢ Validate outgoing files — Select this checkbox to validate if the outgoing files are
HIPAA-compliant.

¢ Halt records if EDI compliance warnings are found — Select this checkbox to
suppress the sending of files with warnings or errors.

EDI Exchange Directory Setup
Root Directory Path  DAEDI Browse

Email Server Information Email Notification

SMTP Server Sender's email address [7] Send email notice of newly arrived Files?

smtp.gmail.com example@gmail.com m
User Name Password

Recipients
SMTP server requires Logon  yser P

example@email.com

[] Connectto the SMTP server via the SSL protocol Use Port

Outgoing Fles Other options

Validate outgoing files [] RejectIncoming Files with more errors than

set Count below

[T] Haltrecords if EDI compliance ¢ d
warnings are found

EDI Files with Other Type in Inbox

® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ]
() Auto process if other programis available

Validating outgoing files

@ Leave file for other program

4. Specify the following incoming files options:

Other Options
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¢ Reject incoming files with more errors than (set count below) — If checked, the
incoming files with more errors than defined will not be placed into the "Inbox"

folder.

EDI Exchange Directory Setup

Root Directory Path  pAEDI
Email Server Information

SMTP Server
smtp.gmail.com

SMTP server requires Logon

Sender's email address
example@gmail.com
UserName Password

R

user

[] Connectto the SMTP server via the SSL protocol Use Port

Outgoing Files

Validate outgoing files

[T Halt records if EDI compliance
warnings are found

Other options

Reject Incoming Files with more errors than
(set Count below)

® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ]

The "Reject incoming files with more errors than" option

5. Click on "Save."

Browse

Email Notification
[C] Send email natice of newly arrived Files?

Recipients
example@email.com

EDI Fles with Other Type in Inbox
@ Leave file for other program

) Auto process if other program is available

EDI Exchange Directory Setup

Root Directory Path  pAEDI
Email Server Information

SMTP Server
smtp.gmail.com

SMTP server requires Logon

Sender's email address
example@gmail.com
UserName Password

R

user

[] Connectto the SMTP server via the SSL protocol Use Port

Outgoing Files

Validate outgoing files

[T Halt records if EDI compliance
warnings are found

Other options

Reject Incoming Files with more errors than
(set Count below)

® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ]

3.3 Running the Application via Scheduler

Browse
Email Notification
[C] Send email natice of newly arrived Files?

Add
Recipients
example@email.com

EDI Fles with Other Type in Inbox
@ Leave file for other program

) Auto process if other program is available

EDI Exchange integrates with the Windows Scheduler to allow the automation of the EDI
file exchange process. You can set up EDI Exchange to go out to the trading partner’s
FTP server, download files, decrypt and compliance check them and further process them
with the appropriate HIPAAsuite application, for example load claims into a SQL
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database.
Follow the instructions below to schedule the EDI files exchange process.

1. Select "Automatic Scheduler” under the "EDI Exchange” menu.

EDI Exchange
Check EDI File

Trading Partners
Inbox Manager
FTP Client

SEF Files

EDI Exchange Setup

Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Autormatic Scheduler

EDI Receive Log
EDI Send Leg

Regquest EDT Exchange License

EDI Exchange License Information

The “Aufomatic Scheduler” menu item

2. In the opened window, right click and choose the "Scheduled Task” menu item.

, ,

File Action View Help
e=|xEH
@ T_E;k Scheduler (Local) Name Status Triggers MNextRun Time Last Run Time Last Run Result  Author Created Acticns
4 [ Task Scheduler Library LIPAASuite R
& [ Microsoft
b 1 MysQL g Create Basic Task...
| HIPAASuite " Create Task...
Import Task...
Create Basic Task... [5 Display All Running Tasks
Create New Task... ] Enable All Tasks History
Loz e e ] MewFolder...
Refresh X Delete Folder
View 4
4 1 r G Refresh
ﬂ Help

Task Scheduler in Windows Vista onwards.
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In Windows XP, the Scheduled tasks directory looks like this:

File Edit View Favorites Tools Advanced Help l.."

Bk - g - ? 7 Search Folders HH (v“} CHHEPORMBALHA NArKH
Address || 4] Schedued Tasks >l Eso

MName = | schedule | Next Run Time | Last Run Tive | stabus | Last Result | Cre
12| Add scheduled Task

Other Places 2 @jn’r: Every 2 howr(s) froes 12:00 M For ... S:00:00PM ... 2:00:00 &M 1f... Could nok start 00000142 Ad

@ Conkrol Panel

[ Wiew L3

L) My Documents -

[y Shared Documents HArrange lcons By ¢

Refresh

& My Network Flaces

Details ¥

i _r|

The "Scheduled Task” menu item in Windows XP.

See "Running the Application via Scheduler” in the help of the host HIPAA application for
detailed instructions on how to schedule a task.

3.4 Using the Command Line Arguments (CLI)

4.1

The only EDI Exchange specific command line argument is "Auto”

The Auto processing options are defined in another screen and, with the command line
argument "Auto,” they will be exercised. Make sure that you have configured them
according to your needs.

Working with Trading Partners

Setting up Trading Partners

With EDI Exchange you can keep track of your trading partners. You can set up their
identifiers to send them EDI files or 999 acknowledgment, send email notifications and
compliance check results, encryption keys and file transport mechanisms.

Once you have created the trading partner table (see Creating Database Tables) and
initialized EDI Exchange (see Initializing EDI Exchange), you can set up the relationships
with your trading partner. Follow the instructions below.

1. Select "Trading Partners” under the "EDI Exchange” menu.
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EDI Exchange | Help

Check EDT File

Trading Partners

& Inbox Manager
FTP Client
SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDI Exchange License

EDI Exchange License Information

The "Trading Partners” menu item

2. The following screen will appear.

45
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- B
Trading Partners lﬂlﬁlﬁ
Name and Type List of Trading Partner
DC EXCHANGE
CALHEERS
FEDERAL EXCHANGE ARKANSAS
| EDI Identifiers | Options ! Remote FTP Contact Encryption Folders
E0N Yersior
@ 4010 5010
i alif,
46
=
[ MNew | [ Cose |
h

The "Trading Partners” window

3. Click the "New" button to start entering the trading partner information.

4. Define the necessary options. They are described further.
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1SA Identifier and Qualifier (Record Key)
*
ETIN Number

and Qualifier Application Sender Code (G502)

46

Application Receiver Code (G503) Trading Paner Assigned ID

Working with Trading Partners 47
r B
Trading Partners lﬂlﬁlﬁ
Name and Type List of Trading Partner
Name o =
* (Required) CALHEERS
FEDERAL EXCHANGE ARKANSAS
Address
City State Zip
EDI File Exchange Method Status
*
- -
Email Addresses to send process results Type
-
EDI Identifiers | Options I Remote FTP Contact Encryption Folders
EDI Version
@ 4010 5010

*

%

5. Click on "Save."

L

The "Save" button

6. The newly added Trading Partner's name will appear in the right pane.

Trading Partner Options

The company information of a trading partner can be specified on the top of the form.
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Trading Partners

HName and Type
Name

Address

City

EDI File Exchange Method

Email Addresses to send process results

-

*

State

&

Top area of the "Trading Partners” window

Name and Type

e Name — Trading partner's company name. Required field.

e Address — Trading partner's company address.

e City
e State

e Zip

* (Required)

Zip

Status

Type

e Status — Trading partner’s status. Choose one of the available options:

¢ |[nactive — No upload into a database system through ODBC will be done.

e Test Only — All outgoing EDI messages will be stamped with "Test” (ISA_15).

Records will only be exported to the test environment.

e Approved — All outgoing EDI messages will be stamped with

"Production” (ISA_15). Records will be exported to the Live system with ODBC.

e Type — There are five types of trading partners, select the necessary one:

¢ Providers — Hospitals, doctors or other health care providers.

e VANs — Value Added Networks like clearing houses or EDI Networks.

e Service bureaus — Third party entities such as repricing organizations.

e Sponsors — Entities that sponsor the benefits of subscribers such as MedicAid,

government agencies or large employers.
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e Payers — Entities that pay for health care benefits such as health insurers.
The next block on the form lists the communication methods and preferences.

e EDI File Exchange Method — Obligatory setting. HIPAAsuite supports three
communication methods. Choose a preferred mode of sending EDI communications
to the trading partner:

e FTP — Allows you to transmit files actively to the Trading Partner or his
Clearinghouse.

e Outbox — All files for Trading Partner are stored locally. The Trading Partner is
responsible for picking up files in his special directory of the local FTP or HTTP
server.

e SOAP - Allows you to transmit files to the Trading Partner or his Clearinghouse
using SOAP 1.2 (CORE) by default.

o SOAP Version - Defaults to CAQH CORE "SOAP 1.2". "SOAP 1.1" is also provided
as a compatibility option for Trading Partners that are not yet CORE-Certified
but use SOAP services.

e MIME - Allows you to transmit files to the Trading Partner or his Clearinghouse
using MIME (CORE). This is one of two CORE options.

e Email Addresses — Enter the email address(es) into the text field.

EDI Identifiers Tab

This tab relates to the EDI identifiers and EDI Version.

EDI Identifiers | Options | Remote FTP| Contact |Encryption| Folders CORE
EDI Identifiers and Qualifier

" . EDI Version
154 Identifier and Qualifier (Record Key)
* 4010 @ 5010
900737353 77
ETIMN Mumber and Qualifier Application Sender Code (G502) to use
46 900737353
Application Receiver Code (G503) to use Trading Partner Assigned D
*
CCHMP

The "EDI Identifiers” tab

e EDI Version — There are two standards for HIPAA:

© 2016 HIPAA Suite



EDI Exchange Manual

¢ 4010 — This standard was introduced in the original transaction from 2003 to
2011.

® 5010 — From 2012 on all HIPAA transactions must be conducted in the 5010
version.

¢ EDI Identifiers and Qualifier

¢ ISA Identifier and Qualifier (Record Key) — The ISA Identifier and Qualifier are
the unique key to the trading partner database file. The ISA identifier can be up
to 15 bytes long, the qualifier has to be 2 bytes. Approved qualifiers are:

e 01 — Duns (Dun and Bradstreet)

® 14 — Duns Plus Suffix

e 20 — Health Industry Number (HIN)

e 27 — Carrier Identification Number as assigned by HCFA

e 28 — Fiscal Intermediary Identification Number as assigned by HCFA

e 29 — Medicare Provider and Supplier Identification Number as assigned by
HCFA

e 30 — U.S. Federal Tax Identification Number
¢ 33 — National Association of Insurance Commissioners Company Code (NAIC)

e 77 — Mutually Defined. Many organizations use the ZZ qualifier with their
name as the ID, for example ZZ and HIPAASUITE.

e ETIN number — The Electronic Transmitter Identification Number established by
a Trading Partner Agreement. This number occurs only in the 837 transactions.
Often, the ETIN is same as the ISA ID.

e Application Receiver Code (GS_02) — A code identifying a part that sends a
transmission or the specific application within the sender's organization. Codes
are agreed by Trading Partners. Again, usually this code is same as the ISA ID.
This code is placed in the GS_02 element in the Functional Group Header (GS).
Some Trading Partners want to send a specific code in GS_03, the application
receiver code. You can enter it into the corresponding field. Most of the time it
is not necessary.

e Assigned ID - Some trading partners, like health insurance exchanges will give a
plan an ID that is different from the ISA identifier defined in the Company Setup
screen of the application. Especially in the creation of filenames is this Assigned
ID important.
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Options Tab

EDI Identifiers, Options |Remote FTP| Contact | Encryption| Folders CORE

¥| Send EDI Acknowledgement (397 or 999)
Send e-mail with compliance check and process results
Send e-mail notification when receiving Files
Send e-mail notification when sending Files
Reject Files with Compliance Errors (EDI Exchange)
Create a 277CA for 837 Claims
Cne ST-SE loop per claim

The "Options” Tab
You can choose one of the following options:

e Send EDI Acknowledgment (997 or 999) — This check-box allows sending
Functional Acknowledgment transactions to the Trading Partner.

e Send e-mail with compliance check and process results — This option allows
sending the compliance check results back to your contact at the Trading Partner
via email. No PMI will be transmitted. Adding an email address is important, even
when the Communication method is not "Email.”

¢ Send e-mail notification when receiving files — This option allows sending an
acknowledgment email of EDI files. This option is not necessary when you choose
997 or 999 acknowledgments.

¢ Send e-mail notification when sending files — This option allows sending a file to
the Trading Partner notifying them that a file has been created for them.

¢ Reject Files with Compliance Errors - This option will reject files that have
compliance warnings and move them into the suspended files directory. It also
determines whether the TA1 and 999 indicate acceptance or the 999 lists all the
errors and warning.

e Create a 277CA for 837 claims — This option only applies to 837 Claims. Checking
this option will produce a 277CA Claims Acknowledgment report for received 837
Claim files.

e One ST-SE loop per claim - This option separates all claims into individual
transactions enclosed by their own ST and SE segments.

Remote FTP Tab
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If your trading partner has an FTP Server, then you can set up here the connection
information. Read more in Using Built-in FTP Client.

EDI Identifiers | Options | Remote FTP | Contact | Encryption | Folders CORE

@ FTP Remote Connection and Directories Different Download Server
Secure FTP FTP Address
_healinghospital.com
Explicit FTPS fip ghosp
User Name
Implicit FTPS user
SFTP Paszzword
|ser + password Auth
private Key Auth Port:
After Download 21 . )
. Put Directory Get Directory
@ Delete Files -
DropOff PickUp

Move to Folder |

| Test Upload Connection | Test Download Connection

The "Remote FTP" tab

The file transfer protocol (FTP) is one of the first internet protocols and goes back to
the 1960's. Transporting electronic files was one of the great achievements of the
internet. During the last 50 years a lot of improvements to this protocol have been
made, mainly to increase the security of the transfer.

e FTP — For security reasons, EDI Exchange supports secure FTP or FTPs.

e Explicit FTPS Connection — The explicit method is a legacy compatible
implementation where FTPS aware clients can invoke security with an FTPS
aware server without breaking overall FTP functionality with non-FTPS aware
clients. In explicit mode (also known as FTPS), an FTPS client must "explicitly
request” security from an FTPS server and then step-up to a mutually agreed
encryption method. If a client does not request security, the FTPS server can
either allow the client to continue insecure or refuse/limit the connection.

¢ Implicit FTPS Connection — The implicit method requires that all clients of
the FTPS server be aware that SSL is to be used on the session, and thus is
incompatible with non-FTPS-aware clients. Negotiation is not allowed with
implicit FTPS configurations. A client is immediately expected to challenge the
FTPS server with a TLS/SSL ClientHello message. If such a message is not
received by the FTPS server, the server should drop the connection. In order
to maintain compatibility with existing non-TLS/SSL aware FTP clients,
implicit FTPS was expected to listen on the IANA Well Known Port 990/TCP for
the FTPS control channel and 989/TCP for the FTPS data channel. This allowed
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administrators to retain legacy compatible services on the original 21/TCP FTP
control channel.

e SFTP — also known as FTP over SSH is deemed the most secure form of FTP and
uses encryption certificates. There are 3 different ways to authenticate a SFTP

connection,
= With user name and password, just like a regular FTP connection,
= User name and a certificate
= User name, certificate and password

Remote Connection and Directories

You need the FTP address, the user name and password to establish the connection
and the directory information where files are picked up and where dropped off. Fill in
the following fields:

e FTP Address - This is usually the IP address of the server

¢ User Name

e Password

e Put Directory - This is the directory where you drop off files

e Get Directory - This is the directory where you download files from

It is possible that a trading partner has two FTP servers, one for ‘put’ and another
one for ‘'get’. If so, check "Different Download Server" and additional fields will
become visible so you can specify the those connection parameters.

After Download: You have two choices. Files on the server will be either deleted or
moved to another folder of your choice

Contact Tab

The Contact Tab stores contact information for your selected Trading Partner.
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EDI Identfiers | Remote FTP ( Contact | Encryption | Foldes |

r Contact Information
Name Communication Numbers

Communication Type Number

I =

1234567
1111

[ A | Fax 9876543
~ Local Acces=s for FTP and HIPAAsuite Web
User Name merﬂd Users

Password

_ A |

The "Contact" tab
Contact Information

Enter the name and the number into the corresponding fields and select the
communication type from the drop-down list.

e Contact Name
e Communication Numbers — Valid Communication number qualifiers are:
e TE — Stands for Telephone.
e FX — Stands for Fax.
e EX — Stands for Extension.
e EM — Stands for email.

Click the "Add" button and the contact will appear in the "Communication
Numbers” table.

Note: The information that you fill in goes also into EDI files in the "PER" segment.

Local Access for FTP and HIPAAsuite Web

To register a user, enter the user name and the password into the corresponding fields
and click the "Add" button. The user will appear in the "Registered Users" table.

e User Name
¢ Password

¢ Registered Users
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Encryption Tab

EDI Exchange supports PKI encryption. Encryption keys are defined by the email address
of the owner. Both supported products, PGP and GnuGP use this logic. Read more in

Using Encryption.

You can set up the encryption parameters for a Trading Partner on the "Encryption” tab.

EDI Identifiers | Options | Remote FTP| Contact @ Encryption | Folders CORE

Encryption Setup
Asymetrical Encryption

Private Key Infrastructure (PGP)

ey (email address of key owner)

@ Mo Encryption

The "Encryption” tab

Encryption Setup
e Asymmetrical Encryption
¢ Private Key Infrastructure (PGP)

Key (email address of key owner)

¢ No Encryption

Folders Tab

Within the HIPAAsuite Communications Directory, each Trading Partner has his own
folder. This keeps files finely separated and in order. Here is where you can set this up.
Read more in Defining Communications Directory.
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 EDI Identifiers | Options | Remote FTP

Contact | Encryption| Folders CORE

Local Directory Settings
Cutgoing Files Root
DAEDNOutbox
Processed Files Root

DAEDNProcessedFiles

File Maming Convention

Trading Fartner's Qutbox
Y TXEBS

Trading Partner's Repository
Y\ TXEBS

Create Folders Using Trading Partner 1D I

CMS -

:I'he "Folders” tab

e Outgoing Files Root — This field has a pre-generated path. You can change this
path by changing the EDI Root Directory.

¢ Trading Partner's Outbox — Mandatory setting. Click on the three-dots button to
access the "Select Folder” window. There you choose an existing folder or create a
new one.

¢ Processed Files Root — This field has a pre-generated path. You can change this
path by changing the EDI Root Directory.

e Trading Partner's Repository — Mandatory setting. Click on the three-dots button
to access the "Select Folder” window. There you choose an existing folder or create
a new one.

Once you have specified the directory settings, click on the "Create Folders Using Trading
Partner ID."

 EDI Identifiers | Options | Remote FTP | Contact | Encryption| Folders | CORE
Local Directory Settings

Cutgoing Files Root
DAEDNOutbox
Processed Files Root

DAEDNProcessedFiles

File Maming Convention
CM5 -

Trading Fartner's Qutbox
Y TXEBS

Trading Partner's Repository
Y\ TXEBS

Create Folders Using Trading Partner 1D

:I'he "Create Folders Using Trading Partner ID" button

¢ File Naming Convention - Health Insurance Exchanges (HIX) demand that a carrier
adheres to more or less complex File naming conventions. Since these conventions
are often really complicated we decided to hard code several schemes. California,
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Maryland, DC and the CMS scheme are among those currently configured and we will
add other schemes if needed.

Rle Naming Convention

Filenaming dropdown menu options

The Custom File Naming Convention option requires some additional setup. This is

covered in Custom File Naming Conventions.

CORE Tab

This tab stores settings for the use of CORE-Compliant SOAP- and MIME-enveloped
transactions. When using a Requester or similar application, these settings apply to the
information source. When using a Responder or similar application, these settings apply
to the information requester/receiver. Soap 1.2 or 1.1 will use the same options.

| EDI Identifiers | Options | Remote FTP | Contact | Encryption| Folders

CORE [

CORE Settings
UzerMame

Password

S5L Certificate

Real Time
MIME Address

SOAP Address

Batch

MIME Submission Address

MIME Retrieval Address

SOAP Submission Address

SOAP Retrieval Address

-CO RE settings tab
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e UserName - UserName portion of the username authentication token. Used to verify a
Trading Partner's Username token's Username or in your own Username token
authenticate yourself to a Trading Partner's CORE-compliant servi e.

e Password - Password portion of the username authentication token. Used to verify a
Trading Partner's Username token's Password or in your own Username token to
authenticate yourself to a Trading Partner's CORE-compliant service.

e SSL Certificate - Instead of Username tokens, use an SSL certificate to verify a
Trading Partner’s identity or access a Trading Partner's CORE-compliant service. Not
currently implemented.

¢ RealTime
o MIME Address - Trading Partner's web address for MIME Real-Time transactions.
o SOAP Address - Trading Pertner's web address for SOAP Real-Time transactions.
e Batch

o MIME Submission Address - Trading Partner's web address for MIME Batch
transactions.

o MIME Retrieval Address - Some Trading Partners may use a different address to
submit or retrieve batch transactions. Use this field for a retrieval-specific address.

o SOAP Submission Address - Trading Partner's web address for SOAP Batch
transactions.

o SOAP Retrieval Address - Some Trading Partners may use a different address to
submit or retrieve batch transactions. Use this field for a retrieval-specific address.

Custom File Naming Conventions

Health Insurance Exchanges (HIX) demand that a carrier adheres to File naming
conventions. These file naming conventions enable a reader to quickly determine the
date, time, sender, recipient, etc. of a particular file among other files without the need
to open them individually. The custom File Naming Convention option enables you to
create a file naming convention scheme tailored to your (or your trading partner’s)
requirements.
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Rle Maming Convention

-_ m _—
CA
CMS
DC
MD
FHH
OR

Custom File Naming Convention option highlighted

Selecting the Custom option in the File Naming Convention dropdown menu option and
clicking the Custom File Naming button below it:

Rle Naming Convention

= 7]

| Custom File Maming |

Custom File Naming button enabled

will bring up the screen pictured below. This screen is used to create file naming
conventions for a particular trading partner. These examples will use the 835 file type as
an example, but all file types the HIPAASuite product represents (as well as TA1s and
999s) can have their own file naming convention applied to each trading partner. The

following picture shows the file name customization screen with the default building
blocks for an 835 EDI file.

gl Customize File Name

- o x
File Name for: [835 v]
Company Fie ID_|X | [ Datein YryymmpD' [ | [ Time in hhmmss' | || Fie Type ||| File Version [x ] | Trading Pattner ID x|
Available additional file name parts:
Yearin YYYY format | X | | Time in ‘hhmssf' [ | [ Company ID [ | [ Company EIN [ | Transaction ID ] | Transaction Type x|
Save file name Close

File Naming Customization screen with default custom file naming convention

Filetype
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Here we can create a custom file naming convention for a specific file type. The file
types available will depend on the HIPAASuite product used to create the file naming
convention. To change the file type, select it from the file type dropdown menu:

o5 Cuctomize File Mame

File Name for: |5 v Resh
]

Compary Fle ID ] 1539 L Tx E
TA1

Changing the filetype

Creating the file naming convention

A coherent file naming convention can be created by clicking and dragging elements into
order. Present elements can be reordered by clicking and dragging them into position:

g5 Customize File Mame

File Name for: |B35

Company File ID | X | | Datein Wﬁ;ﬁmmmss | x| | Fie Type |

Available additional file name parts:

[ Yearin vy fomat | x | | Tmein hhmmsst' | | | Company ID | x | | company EIN

Click-dragging an element into position

Existing elements can be removed by clicking the X to the right of the element:

o5l Custormize File Mame

File Name for: 835 | Restore default fi

Compariy File 10 |}( | | Time in ‘hhmmss’ | X - | File Type |}( | | File Version | X

Available additional file name parts:

Yearin YYYY fornat | | | Time in hhmmssi* | | | Company ID | x| | Comp
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Deleting an element

The greyed-out elements towards the bottom of the screen can be added to the custom
file naming convention by clicking and dragging them into place:

o5 Customize File Mame

File Name for: 835 v|

| Compary File |D |X| | Time in ‘hhmmss’ |)(| | File Type

Available additional file name paris:

| Timein ‘hhmmsst* | % | [ Company 1D | x | | Transactior

Adding a file name element

To discard the current changes and start over with the default file naming convention,
click the Restore default file name button.

o) Customize File Name

File Name for: |335 V| Restore default file name

Company Fie ID_[X | [ Date in "vyyYMMDD' [X ][ File Type [ [ File Version || | Trading Pariner D [ ]

Available additional file name parts:

Time in hmmssf’ | X | | Compary ID [ | | Transaction ID [X ] | Transaction Type || | Company EIN [ ] [ Yearin Y¥¥ fomat ] X | | Time in ‘hhamss' [

Save file name Close

Restore default file name button

Saving or discarding

Finally, the custom file naming convention can be saved by clicking Save file name or
discarded by clicking Close.
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gl Customize File Name — O %

File Name for: |335 v| Restore default file name

Company Fie ID_|X | [ Datein YryymmpD' [ x| [ Time in hhmmss' | || Fie Type | X || File Version [x] | Trading Pattner ID x|

Available additional file name parts:

I Save file name I Close

Save button on file name customization screen

4.3 Using Built-in FTP Client

EDI Exchange has a built-in FTP client. This utility allows you to drop-off and pick-up files
from a trading partner that you have defined in the "Trading Partners” menu (see Setting
up Trading Partners.)

Follow the instructions below to exchange EDI files with your Trading Partner.

1. To access the FTP client, select "FTP Client" under the "EDI Exchange"” menu item.

EDI Exchange
Check EDI File

Help

Trading Partners
Inbox Manager
FTP Client

SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Leg

Request EDI Exchange License

EDI Exchange License Information

The "FTP Client" menu item

© 2016 HIPAA Suite



Working with Trading Partners

2. The following window will appear.

63

i

T

FTP Server User Password Directory
@ FTP Secure FTP Port 21
I Connect To Trading Partner ” Connect ” Disconnect ) SFTP
Remote FTP Server: Local:
Decrypt | = My Computer
Files S
3 DA

Not Connected

The built-in FTP client

3. Click the "Connect to Trading Partner” button on the FTP client window.

o

The "Connect to Trading Partner” button

4. The following screen opens.

Trading Partner ‘.Inl_ﬁl

~ List of Trading Partner
Partner 1
Upload Download Close
|

Selecting a Trading Partner for FTP transfer
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5. Highlight the trading partner that you want to connect to.

6. Click on the "Upload” button to connect to the "Put” directory that you set up in the
trading partner screen.

~1o(x]
~ List of Trading Partner
Parner 1
Updoad | Download Close

.
B

The "Upload” button

Or click on the "Download” button to connect to the "Get" directory that you set up in
the trading partner screen.

_Ioix]
 List of Trading Partner
Partner 1

.
B

The "Download” button

5. Once you have chosen a trading partner, the following fields will contain values derived
from the trading partner's properties. You can change them manually if you need.

e FTP server — IP Address or URL of the FTP server.

e Username

¢ Password

e Directory — If you leave this value blank, the FTP root directory will be opened.

e Secure FTP — If you enable this option, then you can select between implicit
and explicit FTPs. See Setting up Trading Partners for an explanation of the two
secure methods:

e Explicit FTPS Connection

¢ Implicit FTPS Connection

Note: You can also fill in the connection information manually. In this case, the entered credentials
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will not be saved once you close the FTP client window. Click on the "Connect" button to establish
connection to the FTP server.

_=10] x|
FTP Server User Password: Directory
Flpffmuﬂe.om |example@gmail com |
! \ & FTP | SecureFTP
Connect To Trading Partner [ Connect [ Disconnect |  SFTP
Remote FTP Server: Local:
= ! Remote Directory / = Decrypt 3 My Comput
[ fpquota r Files G
B htaccess & o
[ emor_log —>Get—> | & EM
o [ 5N
[B) indexphp <—Put<—
[®) bcensepd
Q) pdf
=& put
[ 834_09ed
[ test_tested
[® readme himl
Connected

4. Once connected, the content of the folder on the server is displayed. On the right
side, you can browse your local PC.

5.To upload a file to the server, select the file on your local PC and click on the "Put”
button.

2ioi

FTP Server User Password: Directory
|tp-//example con |example @gmail com |

 FTP [ Secure FTP
|  SFTP

Connect To Trading Partner | Connect | Discomeat

Remote FTP Server: Local: DAEDINnbox

2T Remote Directory / Decrypt
[ foquota Files
[®) htaccess
B eror g —>Get—>
o -0 =
[B indexphp <—Put<—
[® hcensa e
O pdf
=& put
[5) 834 09edi
[2) test test e
[® readme himl

|+
=

: 834 edi
=26 0 834_09.edi

£ SRECYCLE BIN

B3 My Computer Thd
aca

The file will appear in the remote folder. You will receive the "File <filename>
successfully uploaded” message on the bottom status bar of the FTP client.

Ri FTP Server: Local: DAEDINnbox
= T Remote Directory / - Decrypt | ) My Computer
B fipquota r Files [} B34 edi
[ htaccess 263 DA _05edi
@ erorog —Get—> 3 SRECYCLEBIN test_test adk
g 3 dvd
. 22
[ bcensent € ErcryptedFies
0 pdf & Inbox
= put €3 Outbox
[6) 834ed (3 Processedfiles
[3) 834 _09edi €3 SuspendedFiles
[B) test_test ed ) 0 Gabery
Connected Fie 834.2d successfully Lploaded I
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6.

4.4

To download a file from the server, select a file in the left side, and then click on the
"Get" button.

=101 x|
FTP Server User Password: Directory
[ﬂp;ffmcm Il:xﬂ!q:ll:@gmil.ml |
& FIP | Secure FTP
Connect To Trading Parner | Connect | Disconnect |  SFTP |
Remote FTP Server: Local: DAEDNnbox
2T Remote Directory / ] Deceypt | &3 My Computer 1bd
[ fipaucta L & 834 edi
[B) htaccess a6 DA 834_09.edi
B emor_log —Get—> || () SRECYCLEBIN
oot 2 dva
B indexphe <Pute— =63 EDI
B 3 EncrptedFies
) pdf > Inbox
=26 put 3 Outbox
BE] 534 09ed 3 ProcessedFiles
[2) test_testedh 60 suspendedFies

The file will appear in the local folder. You will receive the "File <filename> successfully
downloaded" message on the bottom status bar of the FTP client.

Remote FTP Server: Local: DAEDNnbox
=- T Remote Directory / - Decrypt €3 My Computer Tt
@ fpquota | Files &ca B edi
[B) htaccess 218 DA £34 09ed
@ emorlog —>Get—> £ SRECYCLEBIN Jrysars
ot £ dvd
B ndexprp <Pule— =69 EDI
3 hicense bt €3 EncryptedFiles
(m = lnbax
EQ put £ Outbax
() 834_09edi € ProcessedFies
[2) test_tested 3 SuspendedFiles
£ Galery

Connected File test_test.edi successfully downloaded

Creating a Trading Partner Automatically

When you process a file with EDI Exchange the sender’s ID is compared to the trading
partners on file. If the trading partner does not exist you have the opportunity to create

a

rudimentary new trading partner record. Now you have the choice to either create this

new record, process the file without the trading partner record or to abort the

(o)

peration.

MNew Trading Partner

The sender of this file with the |D of 'MDSCRIPTS' is not setup as Trading
Partner. Do youwantto create a new record?

Yes ] Mo Abort Processing

b

The "New Trading Partner” dialog box
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If you abort the process, you still will get the EDI file analysis.

.
Inbox Manager = | B i

Loading EDI Files into Inbox Processing Inbox

Download from FTP Server | [ Process Inbox l

Allfiles in Inbox have been processed

Activity Log and Wamings

m

Filename: keyhealth. 837

SEF file "HIPAAClaimMaster. SEF_Files 837_X098A1_SemRef . SEF’ loaded for transaction set: "004010X098A1" |

The Transaction type is 837 . Version: 004010X098A1

The Trading Partner with the ID "MDSCRIFTS' is not set up.

The file's further processing is suspended

346 warming messages were given.

The following Wamings with the X12 implementation were found:
i n Line 2 — GS*HC*MDSCRIPTS*KEYHEALTH*20121012* 1607*00001*X*004010X098A1 at Position: 6: [DESCRIPTION:Lea
ng in Line 6 —> REF*ZZ*264101398: [DESCRIFTION:Unexpected data segment 'REF" encountered in transaction setimessage '
Waming in Line 11 —> NM1*85*2*KEY HEALTH DEMO****** at Position: 8: [DESCRIPTION:No data in mandatory data element "66" ir
Waming in Line 11 —> NM1*85*2*KEY HEALTH DEMO****** at Position: 9: [DESCRIPTION:No data in mandatory data element 67" ir
Waming in Line 14 —> REF* 1J* at Position: 2: [DESCRIPTION:No data in mandatory data element 127" in Data Segment "REF"_J[COL
Warning in Line 14 —> REF* 1J* at Position: 2: [DESCRIPTION:Conditional data element missing. Element="127", Position="2"][CODE:
Waming in Line 14 —> REF* 1J* at Position: 3: [DESCRIPTION:Conditional data element missing. Element="352", Position="3"][CODE:
Line 14 —> REF*1J*: [DESCRIPTION:The REQUIRED rule syntax for data segment REF has been violated. At least one of
ng in Line 14 — REF* 1J*: [DESCRIPTION:Conditional syntax check failed for segment "REF". Buffer="REF*1J**.][CODE:12459]
Wamlng in Line 15 —> PER*IC**TE* at Position: 2: [DESCRIPTION:No data in mandatory data element "93" in Data Segment "PER"_J[(
Waming in Line 15 —> PER*IC**TE* at Position: 4: [DESCRIPTION:No data in mandatory data element "364" in Data Segment 'PER".]
Wamning in Line 15 —> PER*IC**TE* at Position: 4: [DESCRIPTION:Conditional data element missing. Element="364", Position="4"][C({
Waming in Line 15 —> PER*IC**TE*: [DESCRIFPTION:The PAIRED rule syntax for data segment PER has been violated. All of the dat:z
Waming in Line 15 —> PER*IC**TE*: [DESCRIPTION:Conditional syntax check failed for segment 'PER’. Buffe="PER*IC**TE*"_]J[CODI
Warmn Line 24 —> NM1*QC* 1*"DEMO*JOHN***MI* 123456789 at Position: 8- [DESCRIPTION-Value 123456789 not found in Datz _

Warmin, ina 24 s NN 12NERMNE INHAEE M 17AERTRO ot Pacitinn- 2 IMESCRIDPTION-Mavimom lannth nf d=t= alamant ic .
4 1 +

1 Files processed

EDI compliance check results after further processing was aborted.

Files without a valid trading partner will be placed into the "suspended files” directory.
The final action taken after the analysis is recorded at the end of the results.

WaIMINgG In LINE 10/ — LIN N4~ 030,Y 1. £0UU3 8l FOSIIOoN: 12 [UEDLHIF HIUNIUEE SleMment 30U gesignaed Mol Used COon@Ein aaE
Waming in Line 167 —> LIN*N4**63629126003 at Position: 2: [DESCRIPTION:No data in mandatory data element "235" in Data Segm
Wamning in Line 168 —> SE*166*031111112 at Position: 2: [DESCRIPTION:Transaction set/Message header control number "0001" ds
Warmning in Line 169 —> GE*1*1 at Position: 2: [DESCRIPTION:Functional group header control number "00001" does not match traile

The file has 1 Interchanges. 1 Functional Groups and 1 Transaction Sets

The file contains 4 Claims

The file was mowved to: H:\HIPAAsuite\HIPAAsuiteCommDir\Suspense\83keyhealth 837
on 10/17/2012 at 9:50 AM

m

This file's processing was aborted. The file was moved to the suspended files folder

4.5 Certificate based authentication in SFTP
SFTP or FTP over secure shell as it is also known is deemed to be the most secure method
of file transport. There are 3 methods of authentication in Sftp.
1. with a user name and password
2. with a user name and a private key cryptographic certificate and

3. with a user name, a certificate and a password
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When you select SFTP as the FTP protocol, you will see two check boxes appear.

@ SFTP
|User + password Auth

private Key Auth

& Fy s 1 L

The sub choices when you select SFTP

Leaving both check boxes unchecked will result in the first option: Authentication with
user name and password. You can also check just the user name and password with the

same result.

In order to use the certificate based authentication you need to create and link to your
own certificate. The certification module that HIPAAsuite employs uses a so called private
key SSH2 certificate in pem format.

How do you create such a certificate? Here is one way:

The free secure shell program putty has the necessary tools. Download putty from
www. putty.org When you install the program you will see several program installed on

your computer.

Organize = Include in library =

. Meozilla Maintenance Service =
J MSBuild

; MSEML 4.0
 MyFree Codec

, MySQL

. Mitre

, Mitro PDF

. Motepad++

, Orca

, PGP

, PuTTY

. Qualcomm Atheros
; QuickTime

. Realtek

. Reference Assemblies

/ Samsung

Share with +

Mame

|| LICEMCE
'Q pageant.exe
‘@ plink.exe
@ pscp.exe
@ psftp.exe
|'_?Q putty.chm
|| putty.cnt
@' putty.exe
@ putty.hip
@ puttygen.exe
|| README txt
%an unins000.dat
ﬁ' unins000.exe
(2l website

The programs and files that come with putty

Burn

Date medified

/6/2013 6:12 PM
/6/2013 6:12 PM
/6/2013 6:12 PM
/6/2013 6:12 PM
/6/2013 6:12 PM
/6/2013 6:12 PM
/6/2013 6:12 PM
/6/2013 6:12 PM
/6/2013 6:12 PM
(2013 6:12 PM

oo 0o 0 00 O 00 08 00 O 0D

11/16/2004 11:14 ...

Type Size

File 2 KB
Application 144 KB
Application 304 KB
Application 316 KB
Application 328 KB
Compiled HTML ... 438 KB
CNT File 32 KB
Application 484 KB
Help file 644 KB
Application 180 KB
Text Document 2 KB
GOM Media file(.d... 4 KB
Application 705 KB
Internet Shortcut 1 KB

One of the programs is puttygen.exe. This program creates the necessary keys. When

you start it up, you can generate a key pair.
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.
E PuTTY Key Generator ? 2

File Key Conversions Help

Key
Public: key for pasting into Open55H authorzed_keys file:

zshsa -
AAAARINzaC lyc 2EAAAABJQAAAG EAGIBLNBRIKMOMOFP Sysh5CPhle TINENzo DHS |T:' |
" w3 TulScearsV =
+0rTr2Two3u5¥C In 8D Lpa Dor e Ald ULbedVCip TRXmnfg sV 3Basa Rgwf SRy TOm
OHm/ghulaGrMRVPjnZrkb SCFp0Ve PArWh RH Ta 26ub¥mXSEODHGgbuhikjOIkJJFHE -

Key fingerprint: sshsa 2048 69:2e:37:48:93:90:c2:33:39:2:0ab1:cc: 1 2:ed a3
Key comment: rsadeey-20131230
Key passphrase: Ty

Confimn passphrase: esssssssss

Actions

(Generate a public/private key pair [ Generate ]
Load an existing private key file [ Load ]
Save the generated key Save public key ] [ Save private key ]
Parameters

Type of key to generate:

(71 S5H-1 (R5A) i@ 55H-2 RSA (71 55H-2 DSA

Mumber of bits in a generated key: 2048

Creating a public/private key pair with puttygen

You can save the public and private keys separately as .ppk files but that is not what we
need. But puttygen has also tool to convert the keys to pem files. The top menu has a

g PuTTY Key Generator
File Key [ Conversions | Help
Ky Import key
Public e Exmort OenSSH k vz file:
ssh{sa port pen il
AAAABS Export ssh.com key N ]|
u3VTulA rvll
" . " +0rTr2 Twg3u5¥C Ind 80 Lpa Derl e Aled U dVCip TRXmnfg
tab "Conversions MHm b Na G RV PR Prkh GT FrW= P AR RH T 20 R

Converting the SSH key into a pem certificate

When we click on "Export OptnSSH key" we can then save the key with an .pem ending
and that is it.
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5.1

5.2

Using Encryption

About Encrytion

EDI Exchange supports the Private Key Infrastructure (PKI) encryption method. This
type of encryption is the most generally accepted method of protecting EDI Files from
being pried upon by unauthorized persons. Without going further into the details of PKI,
Public-key encryption is a cryptographic technique which enables users to securely
communicate on an insecure public network, and reliably verify the identity of a user via
digital signatures. Read more in Private Key Infrastructure.

A public-key infrastructure (PKI) is a system for the creation, storage, and distribution of
digital certificates which are used to verify that a particular public key belongs to a
certain entity. The PKI creates digital certificates which map public keys to entities,
securely stores these certificates in a central repository, and revokes them if needed.

A PKI consists of:
e A certificate authority (CA) that both issues and verifies the digital certificates.

¢ A registration authority which verifies the identity of users requesting information
from the CA.

e A central directory is a secure location to store and index keys.
e A certificate management system.

EDI Exchange relies on other software to establish the PKI. It only uses the capabilities of
these programs through their Application Programming Interface (API). You need to
separately install either PGP Desktop or the open source GPG4Win programs and set them
up with the public keys of your trading partners and your own private key.

Setting up Encryption
EDI Exchange allows you to set up the encryption for your EDI files. Follow the steps
below.

1. Access the "Encryption Setup” window by selecting "Encryption Setup” under the "EDI
Exchange” menu.
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&

EDI Exchange

Help

Check EDI File

Trading Partners
Inbox Manager
FTP Client

SEF Files

EDI Exchange Setup

Encryption Setup

The encryption setup menu

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
ECI Send Leg

Request EDI Exchange License

ECI Exchange License Information

2. The following window will appear.

71
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P ™

General Encryphion Options

Original Unencrypted Outbound Files Key Pair Information
Mame (e-mail) for Public Key

@ Keepacopyinan 'UnEnCrypted' Folder
) Delete the original File Pasz Phrase for Private Key

Crypto Program
@ GnuPG ) PGP Desktop
GnuPG

Path to gpg.exe E

The program didn't find GnuPG executable. Please specify path manually
or download GnuPG installation from hitp:"www.gnupg.org/

SFTP Client
Path to private key file

Pass Phrase for Private Key

The encryption setup screen

3. In this window define the following options:

General Encryption Options
¢ Original Unencrypted Outbound Files

e Keep a Copy in an 'Unencrypted’ Folder — When the HIPAAsuite program
creates an EDI file for a trading partner that has selected encryption, you can
keep an unencrypted copy in the "Outbox/[trading partner]/Unencrypted”
folder. This is useful when you need to go back to the file and check on
problems.

Note: Once you encrypt a file with the public key of your trading partner, you will not be able to
open it again. Only the owner of the private key can decrypt it and read it.

e Delete the Original File — If you do not want to keep the unencrypted copy,
select this option.

¢ Key Pair Information
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e Name (e-mail) for Public Key — Enter name or e-mail that will be used to
encrypt files for you by your trading partners.

e Pass Phrase for Private Key — Enter passphrase here to decrypt files encrypted
previously with the pass phrase.

Note: The keys are identified by the email address of their owner.

e Crypto Program

e GnuPG — Select this option if you have already installed the GnuPG software and
want to use it.

— Crypto Program
& |lGnuPG " PGP Deskiop

GnuPG
Path to gpg.exe | |C-\Program Files (x86)\GNU\GnuPG\gpg2.exe

_ save | _ Cancel | y

The configuration using GnuPG

Note: When you select GnuPG, the program checks if the executable gpg.exe/gpg2.exe is present
on your computer. If it is not found, you will have to specify the path manually or install the program

first.

e PGP Desktop — Select this option if you have already installed the PGP Desktop
program and want to use it. You will see a different lower half of the screen,
where you can indicate the location of the keys. PGP Desktop uses "key rings”
encrypted folders that contain all your keys. The location of these two files is
very important for PGP Desktop.

— Crypto Program -
C GnuPa [ /PGP Deskiop

Key Rings
Public | |
Private | |
Save Cancel
_ save | _ome |

The configuration using PGP Desktop

4. Once the settings are done, click the "Save" button.

-

( Save
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5.3

The "Save" button

5. The following notification will appear. Click the "OK" button.

Records Saved

Notification window

Using PGP Desktop

Pretty Good Privacy (PGP) is a data encryption and decryption computer program that
provides cryptographic privacy and authentication for data communication. PGP is often
used for signing, encrypting and decrypting texts, e-mails, files, directories and whole
disk partitions to increase the security of e-mail communications. PGP and similar
products follow the OpenPGP standard (RFC 4880) for encrypting and decrypting data.
For more information, see How PGP works.

EDI Exchange supports PGP encryption and works seamlessly with PGP Desktop and open
source Gpg4Win applications.

PGP Desktop (Symantec’s encryption solutions) is a comprehensive suite of encryption

applications which provides flexible, multi-layered encryption by bundling Drive Encryption
to secure the files stored on local hard drives, and Desktop Email Encryption to secure
confidential data in email. For more information, see PGP Desktop documentation.

PGP Desktop key features:

1. Hard drive encryption software locks down the entire contents of a laptop, desktop,
external drive, or USB flash drive, including boot sectors, system, and swap files.

2. Enables encrypted email and secure AIM® Instant Messages.

3. Creates storage-independent encrypted containers for transport and sharing of specific
files using included utilities; PGP Self-Decrypting Archive, PGP Virtual Disk, and PGP
Zip.

4. Includes PGP Shredder which can completely destroy unwanted disk-based files and
folders.

5. Drive Encryption can be centrally deployed and managed by Symantec Encryption
Management Server.
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PGP Desktop key benefits:

1. Secures email without burdening users, to improve compliance with policies and
regulations without hindering productivity.

2. Allows users to easily and transparently share encrypted files and folders, improving
data security without impacting user productivity.

3. Management by Encryption Management Server centralizes creation, deployment and
management of data security policies and reporting.

PGP Desktop bundles the following products:

1. Drive Encryption. See System Requirements.

2. Desktop Email Encryption. See System Requirements.

3. Encryption Management Server. See System Requirements.

54 Using GnuPG

GnuPG is an Open Source project for the implementation of the OpenPGP (Pretty Good
Privacy) protocols of encryption. GnuPG allows to encrypt and sign your data and
communication, features a versatile key management system as well as access modules
for all kinds of public key directories. GnuPG, also known as GPG, is a command line tool
with features for easy integration with other applications. Front-end applications and
libraries are also available. Version 2 of GnuPG also provides support for S/MIME.

GnuPG is a free software, so it can be freely used, modified and distributed under the
terms of the GNU General Public License.

We recommend Gpg4Win for encrypting of your files and emails. Gpg4Win supports both
relevant cryptography standards, OpenPGP and S/MIME (X.509), and is the official GhuPG
distribution for Windows. Gpg4Win contains Kleopatra as one of its Free Software
components. For more information, see Gpg4Win documentation available both in PDF
and HTML versions.
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[ ™ Kleopatra | =B &%
B = e W o)
Import Certificates  Export Certificates Redisplay Stop Operation Lookup Certificates on Server
Find: Wy Certificates - ]
My Certificates | Trusted Certificates | Other Certificates | E
Name E-Mail Valid From Valid Until Details Key-ID
Martin Sc... Martin.5chol... 2011-12-10 OpenPGP C1F4C4Cs

Kleopatra, a certificate manager for OpenPGP and X.509 (S/MIME) and common crypto dialogs

With Kleopatra, it is easy to manage your certificates and create your own ones. It
seamlessly integrates with GnuPG. You can manage the key that you receive from your
trading partners, because there is a screen to view the details of a key.

-

M Certificate Details ? P

Cwerview | User-IDs and Certifications | Technical Details | Chain | Dump|

This certificate is currently valid.
User-ID: Chiffaengine Co <chiffaengine@gmail com:=
Validity: from 2011-08-19 12:09 until forever
Certificate type: 2,045-bit RSA
Certificate usage: Signing EMails and Files, Encrypting EMails and Files, Certifying other Certificates
Key-ID: B399D4A0
Fingerprint: BC3FE3157D02D23E12DB8CADIABCBE922B399D4A0
Ownertrust:  unknown

Stored: on this computer
Photo Actions
At the moment, Kleopatra does not support photos Trust Certifications made by this Certificate. ..

in certificates. It has no support for adding, nor for
displaying them. This is for the following reasons:

* Photos give a false sense of security.
* Photos increase the size of certificates.

Close ] l Help

L A

Certificate details with Kleopatra
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6 Using EDI Exchange Features

6.1 Accessing Inbox Manager

Using the Inbox Manager you can access the most important functions of EDI Exchange.
Inbox Manager allows you to download EDI files into the "Inbox" folder and process these
files. This screen handles the post-processing of the EDI files, their compliance check and
auto-processing options.

1. To access the Inbox Manager, click the "Inbox Manager” under the "EDI Exchange”
menu.

EDI Exchange | Help

Check EDI File

— Trading Partners -
[% Inbox Manager
FTP Client
SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Leg

Request EDI Exchange License

EDI Exchange License Information

D] | R T

The "Inbox Manager” menu item

2. The following screen will come up.
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6.2

& Inbox Manager C=RAcY X

Check EDI File Loading EDI Files into Inbox Processing Inbox
| Selectand Check EDIFile | | Download from FTP Server | | Process Inbox |

Activity Log and Wamings

The "Inbox Manager” window
Read more in:

e Downloading EDI Files From FTP Server

¢ Processing EDI Files

e Selecting and Checking EDI Files
Checking EDI Files

EDI file analysis based on the HIPAA standards. Compliance with HIPAA EDI rules is an
essential part of the exchange of EDI documents. The standards are the only agreed upon
rules that sender and receiver use to exchange data from completely different backend
systems. Strict adherence is therefore necessary to guarantee frictionless operation.

Unfortunately, HIPAA compliance is difficult and the truth is that many HIPAA EDI files
are truly bad. Syntax errors, omitted loops, missing elements, wrongly formatted
elements — these are the most common EDI errors. Without a true analysis, it is difficult
to say what data ends up in your system.

EDI Exchange has a built-in compliance engine that analyzes each incoming and outgoing
EDI transaction. Line by line, element by element, error reporting provides a powerful
tool to determine the quality of the incoming and outgoing EDI files. All HIPAA file
versions are supported. The compliance check creates a detailed report that lists every
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compliance issue. Outgoing files can also be checked and individual transaction in
violation of HIPAA rules can be held back.

Note: You can enable automatic compliance check on outgoing and incoming EDI files. See Setting up
Incoming and Outgoing Files Options.

Follow the instructions below to check EDI files for compliance.
1. Select "Check EDI File" under the "EDI Exchange” menu item.

.
EDI Exchange | Help

Check EDI File

Trading Partners
é] Inbox Manager

FTP Client

SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDT Exchange License

EDI Exchange License Information

The "Check EDI File" menu item

Alternatively, you can click on the "Select and Check EDI File" button in the Inbox
Manager window. Read more in Accessing Inbox Manager.
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e T

Check EDI File Loading EDI Files into Inbox
| Selectand CheckEDIFile | Download from FTP Server

Activity Log and Wamings

Filename: 140123142208h.x12
SEF file "HIPAACIaimMaster. SEF_Files.837_005010X222A1 SemRef. SEF loaded for transaction set: "005010X222A1"
The Transaction type is 8§37 ., Version: 005010X222A1
Passed. No Errors. No Wamings
The file has 1 Interchanges. 1 Functional Groups and 1 Transaction Sets
The file contains 4 Claims

The "Select and Check EDI File" button
2. In the opened file selection dialog, select an EDI file and click "Open.”

3. In the Inbox Manager, you can see the result messages for the operation. The details
are displayed in the "Activity Log and Warnings" area.

Check EDI File Loading EDI Files into Inbox
_ Selectand Check EDIFile | Download from FTP Server

Activity Log and Wamings

Filename: 140123142208h.x12
SEF file "HIPAAClaimMaster SEF_Files 837_005010X222A1 SemRef SEF" loaded for transaction set: "005010X222A1"
The Transaction type is 837 . Version: 005010X222A1
Passed. No Errors. No Wamings
The file has 1 Interchanges. 1 Functional Groups and 1 Transaction Sets
The file contains 4 Claims

The "Activity Log and Warnings" area displaying log messages

6.3 Downloading EDI Files From FTP Server

EDI Exchange Inbox Manager allows you to load EDI files into the "Inbox" folder and
process these files. Be sure you have setup FTP settings in the "Remote FTP" tab of the
Trading Partner window (see Setting up Trading Partners).

Follow the instructions below to upload EDI files into the "Inbox" folder.
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1. Access the Inbox Manager by clicking the "Inbox Manager” under the "EDI Exchange”
menu.

EDI Exchange | Help

Check EDI File

- Trading Partners -
& Inbox Manager
FTP Client
SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDI Exchange License

EDI Exchange License Information

e — -
il - T ]

The "Inbox Manager” menu item

DAE®

2. Click the "Download from FTP Server” button.

Check EDI File ~ Loading EDI Files into Inbox — — Processing Inbox

[ Selectand Check EDIFile |  Download from FTP Server | Process Inbox |
| |

~ Activity Log and Wamings

The "Download from FTP Server” button
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3. When the process has been finished, the "Activity Log and Warnings" area displays the

report.
Inbox Manager M=
Check EDI File —— " [~ Loading EDI Filez into Inbox ~ Pro 1 Inbox
Select and Check EDI File | | Download from FTP Server | Process Inbox |

Activity Log and Wamings

Checking FPT servers at 3:40:15 PM
1 Trading Partners are sel up for FTP transfer
Checking for files at Trading Pariner PARTNER 1
Successfully connected to PARTHNER1s FTP directory
File: test_test edi deleted on server.
1 Files mowed from FTP Servers into Inbox

ChProgramData\HIPAAsuite\HIPAA Enrollment M 1 Files moved from FTP Servers into Inbox

Activity Log and Warnings information

6.4 Processing EDI Files

EDI Exchange Inbox Manager allows you to process EDI files downloaded to the "Inbox"
folder beforehand.

Note: Once you have saved the auto-processing options (see Defining Auto-Processing Options), the
files will not only be analyzed but also processed according to the defined settings. The auto
processing enables you to combine and run multiple fulfillment steps together (for example, export,
saving, printing.)

1. Once Downloading EDI Files From FTP Server is completed, and no errors are displayed,

click on the "Process Inbox" button. This will autoprocess all files present in the EDI
inbox directory.
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Inbox Manager HEE
CheckEDIFile — Loading EDI Files into Inbox ~ Pro ing Inbaox
Select and Check EDIFile | |  Download from FTP Server | < Process Inbox =)
Activity Log and Warmings
Checlkang FPT zservers at 3:40:15 PM
1 Trading Pariners are set up for FTP transfer
Checking for files at Trading Partner PARTNER1
Successfully connected to PARTNER 1 s FTP directory
File: test_test edi deleted on server.
1 Files moved from FTP Servers into Inbox
ChProgramData\HIPAAsuite\HIPAA Enroliment M 1 Files moved from FTP Servers into Inbox
The "Process Inbox" button
2. Once the processing is completed, review the Activity Log and Warnings information.
Inbox Manager M= E
Check EDI File — Loading EDI Files into Inbox ~ Pro ing Inbax
Select and Check EDIFile | Download from FTP Server | | Process Inbox |
Allfles in Inbox have been processed
Activity Log and Wamings

Filename: B34_09 edi
SEF file "HIPAAEnrolimentMaster SEF_Files 834_X095A1_SemRef SEF loaded for transaction set: "004010X095A1°

Filename: test_test edi

The file was not recognized as a valid EDI file.

Parser Error: Segment - ISA: Error - ISA segment has not enough elements.
It will not be processed

The file was moved to: CANSuspendedFiles\Othertest_test.edi

on 2/15/2013 at 3:58 PM

2 Files processed

Activity Log and Warnings information

6.5 Accessing EDI Receive Log

EDI Exchange has a file log. Each processed file creates an entry in the Trans_rog table.
You can access the "EDI Log" window to query this table and see what files came in and

how they were processed. You can access the EDI Receive Log once the application has
been initialized. Follow the instructions below.

1. To open the "EDI Log" window, select "EDI Receive Log" under the "EDI Exchange” menu
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item.

EDI Exchange | Help
Check EDI File

Trading Partners
é Inbox Manager

FTP Client

SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Autornatic Scheduler

EDI Receive Log
EDI Send Log

Request EDI Exchange License

EDI Exchange License Information

The menu for the EDI Receive Log
2. To display data, specify the time period and select trading partner.

e Time Period — Period of time when the file was processed. Choose one of the
available options:

e Receive Date
¢ Load Date

e Trading Partner Name — You can select your trading partner from the list. If
you select "---All---", all your trading partners will be included.

3. Click on the "Find Log Files" button to see the list of log files corresponding to your
query.
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— EDI Files

was processed

Specify the time period in which the file

=lolx|

- Time Period
From | 2/26/2013 ~

To |2f2€42013 'I

# Receive Date
" Lpad Date

~ Trading Partner Name =

Find Log Files |

Specifying the time period

4. The log will be displayed in form of a tree.

 EDI Rles:

8 Query

was processed

-~ Time Period
From | 2/26/2013 =~

Specify the time period in which the file

To |z.rzsm13 vI " Load Date

=lol x|

“ Receive Date

Displayed log

5. You can open the folder icons and see details related to each file.
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6.6

R1-TES
[0 Pl Specify the time peniod in which the file
-2 Quesy was processed
=0 1902950005  irst_claim_missing_DTP096.2d

Trans Type: 837 ~ Time Period
Trading Partner: ~PLEASE FILL THIS RECORD- 13 B )
Complance Check Diate: 04/27/2012 From | 2/26/20 Receive Date
Complance Check Tene: 1:30 PM To | 226/2013 =| C LoadDate

Result: Waming in Line 16 => : [DESCRIPTION:Missing mandatory segment in EDI file. Segment PAT is eopecte
Waming in Line 21 -» CLM"A37YH556°3025.0013:A:1 & Pesition: 6: [DESCRIPTION:Mo data in mand
Waming in Line 21 -> CLM™A3TYHS5673025.00™13:A:1 &t Postion: 8 [DESCRIPTION:No data inmand Find Log Files
Waming n Line 21 -> CLM'A37YH556"3025.0013:A1 at Postion: 9: [DESCRIPTIONNo datainmand | Jraing PartnerMame —
Waming in Line 21 -> CLM"A37YHS56"3025.0013:A:1 2 Pesttion: 18: [DESCRIPTION:He data in man
Waming in Line 25 -> HI"BK:T840°ZZ: at Posttion: 2 at SubBlement: 2 [DESCRIPTION:Mo data in mand:
Waming in Line 2B —> NMT71°17"0{" 1285740290 2t Pestion: 3: [DESCRIPTION: Mo data in mandatc
Waming in Line 25 ~> NM1-72*1=="5{"1285740230 at Postion: 3: [DESCRIPTION:No data in mandatc
Waming in Line 25 ~> NM1°72* 175" 1285740230 2t Postion: 4: [DESCRIPTION:No data in mandatc
Waming in Line 37 <> SBR"P™"Group Name™ 98910 at Posttion: 3: [DESCRIPTION Value "S8910" not f
Waming in Line 37 ~> SBR*F~"Group Name™ 38510 at Position: 3: [DESCRIPTION: Maximum length of
Waming in Line 41 > DMG"DE™19330706°F~RE:E2 &t Postion: 5: [DESCRIPTION: Non-compaste data
Warming in Line 41 > DMG"DE™19330706°F~RE5:E2 at Position: 5: [D

Load Date:

Load Time:

Operator:

[ 0 Records. from to
m-C 310747539 “TEST_EBMC_p_50101x
€3 411479417 Tep0302p

e

Details of the EDI Receive Log

If the records have been exported to the database, you can see the time, date and
record count.

Accessing EDI Send Log
This page contains instructions on how to access the "EDI Send Log" window. It becomes
available once EDI Exchange has been initialized.

1. Select "EDI Send Log" under the "EDI Exchange” menu.
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EDI Exchange | Help
Check EDI File

Trading Partners
é Inbox Manager

FTP Client

SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log I

Request EDI Exchange License

EDI Exchange License Information

The "EDI Send Log" menu

2. The following window will appear:

EDI Send Log o] o 3

Specify the time period in which the file
was processed

Time Period
From &/ 52015 ~

To 8/ /2015~

The "EDI Send Log" screen
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3. To display the log data, select the time period and a trading partner.

e Time Period — Period of time when the file was processed. Choose one of the
available options:

e Receive Date

¢ Load Date

e Trading Partner Name — Select a trading partner in the list. If you select "---
All---", all trading partners will be included.

4. Click on the "Find Log Files" button to display the list of log files corresponding to your
query.

6.7 Listing SEF Files

SEF (Standards Exchange Format) files are repositories of standards information that
define the format of EDI documents. SEF files are the basis for the compliance check
engine that EDI Exchange uses. These files contain all rules of the implementation guide
of a transaction. There is a SEF file for each transaction that EDI Exchange is licensed
for. For example, for 837 transactions we have SEF files for institutional, professional
and dental claims in 4010, 4010A1 and 5010A1 version and the 997 and 999 transactions.

1.To access the list of available SEF Files, select "SEF Files” under the "EDI Exchange”
menu.
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EDI Exchange
Check EDI File

Help

Trading Partners
,% Inbox Manager

FTP Client

SEF Files I

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Leg

Request EDI Exchange License

EDI Exchange License Information

The "SEF Files" menu item

2. The "SEF Files" window will appear.

P ™

Awailable Standard Exchange Format (SEF) Rles

834_005010X220A1 SemRef.SEF
834_X095.5EF
834_X095A1_SemRefSEF
997_4010.5EF
999_0050M10X231A1.5EF

A list of SEF files
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