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Introduction 1

1 Introduction

11 About the HIPAA Claim Status Checker

The HIPAA Claim Status Checker is a program to electronically inquire about the status of
health insurance claims and desighed to be used by providers of health care services.

Providers usually send either directly or through clearing houses the bills for services that
they rendered to the carrier of the insurance policy since the vast majority of their
patients are insured. Most states have prompt payment laws urging the carriers of payers
as they are called, to pay outstanding claims within 30 days. But often the payment is
delayed through incomplete or missing information or other circumstances that pend the
payment. Providers up to now had to use personnel who spend most of the day being on-
hold trying to talk to a customer service representative of the payer trying to find out
why a certain claim has not been paid. This time consuming and often frustrating task
leads often to unpaid bills and write-offs, severely cutting into the profit of providers
apart from paying the billing specialists on staff. A whole industry arose around unpaid
claims in that there are companies buying unpaid and outstanding claims at a discount to
pursue the payment and relieve the provider of the tedious task to collect the money.

The HIPAA act of 1996 was the first attempt to create nationwide rules to enact
administrative simplification and make the process of information exchange between
providers and payers more efficient by employing electronic data exchange (EDI). This
technology was already used in the banking and long distance phone call industry to
tremendous advantage. Whenever you go to an ATM machine to withdraw money there
will be electronic transactions from the machine to the owner of the machine and then
to the issuer of the card. Within a few seconds nowadays one get cash in practically any
place on earth. The government through its National Bureau of Standards is the guardian
of the rules and details of the different EDI transactions for each involved industry.

The original HIPAA act described the 276 as the transaction set for the claim status
request and the 277 for the claim status response. But it did not specify the necessary
infra structure such as transport protocols and even now, nearly 20 years after the HIPAA
act there is only spotty usage of these protocols. Things changed with the Affordable
Care Act (ACA or Obamacare) which adopted the rules developed by the Coalition for
Affordable Quality Healthcare (CAQH) which is a consortium of healthcare industry
providers and insurers. They devised and prescribed mechanisms to transfer claim status
information in real-time between two computers.These new CORE standards will greatly
enhance the efficiency of billing and getting paid once they are widely adopted.

The HIPAA Claim Status Checker allows to create electronic claim status requests, to send
them to the payer and to receive and interpret the response.
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What is EDI

Electronic Data Interchange (EDI) is standardized in the USA and behind much of the
economic success of this country. From ATM transactions over phone bills between
carriers to Wal-Mart’s supply chain, commerce relies on standardized electronic data
interchange. Its rules and standards are administered and maintained by the National
Bureau of Standards within the X12 working group.

The HIPAA act mandates eligibility transactions need to be transmitted in a standardized
way. The 270 and 271 transaction sets deal with the eligibility to medical insurance
benefits. Typically a provider would send out a 270 request for eligibility benefits and a
payer either directly or through a clearing house reads this request messages and sends
back a 271 eligibility response message listing all the available benefits or the specific
subset that what questioned. The Affordable Care Act (Obama Care) mandates that
payers provide real time responses to such requests.

What is an EDI file?

X12 is an ASCII standard. This means that all the content of a transmission consists of
ASCII characters. ASCII or text files can be viewed and edited with a regular text editor.
Below you see an EDI file opened with Notepad. It opens alright but since EDI does not
use line feeds and carriage returns to mark the end of a line, an EDI document is usually
very hard to view.
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L
A view of raw EDI data

Making sense of this data stream is quite difficult. Even if we display the data in a special
EDI Editor the untrained cannot make out what it means.
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EDI data displayed in the built-in EDI Editor

To fully explain the structure of EDI is not part of this introduction but we can point out
some of the features. Each line in this editor screen is called 'Segment’. Every EDI file
starts with the ISA segment. Each segment has multiple elements which are separated by
the element separator which in this case is the *'. Sometimes elements themselves are
subdivided into sub-elements, here it is the colon ":". Each segment is terminated by the
segment delimiter, in this case the tilde '~'. The rules of a particular transaction set are

determined in the so called implementation guide.

Payer Obligations

All providers of commercial health insurance benefits must comply with the CORE
operating rules. The Committee on Operating Rules for Information Exchange (CORE)
was proposed by CAQH(the Council for Affordable Quality Healthcare) as an initiative to
develop a solution that enables consistent provider access to healthcare administrative
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information before or at the time of service using their choice of electronic system. At
has become law with the introduction of the Affordable Care Act (Obama Care)

CORE Operating Rules

The Patient Protection and Affordable Care Act (ACA) defines operating rules as, “the
necessary business rules and guidelines for the electronic exchange of information that
are not defined by a standard or its implementation specifications."

ACA Section 1104 applies to HIPAA covered entities and business associates engaging in
HIPAA standard transactions on behalf of covered entities. The legislation requires that
the standards and associated operating rules adopted by the Secretary will:

e Enable the determination of an individual’s eligibility and financial responsibility for
specific services prior to or at the point of care;

e Be comprehensive, requiring minimal augmentation by paper or other communications;

¢ Provide for timely acknowledgement, response, and status reporting that supports a
transparent claims and denial management process (including adjudication and
appeals);

e Describe all data elements (including reason and remark codes) in unambiguous terms,
require that such data elements be required or conditioned upon set values in other
fields, and prohibit additional conditions (except where necessary to implement State
or Federal law, or to protect against fraud and abuse).

Section 1104 of the Patient Protection and Affordable Care Act (ACA) mandates a
certification process for health plans only.

Per the ACA, health plans must file a statement with HHS, in such form as the Secretary
may require, certifying that their data and information systems are in compliance with
any applicable transaction standards and associated operating rules; financial penalties
for health plans are significant.

The adoption deadline for Eligibility and Claim Status EDI transactions (included in Phase |
and Phase Il of the CORE Operating Rules) was 1/1/2013, so far the HHS has not
enforced this deadline with penalties and affected entities are still in the implementation
phase.

On December 31, 2013, HHS issued a Notice of Proposed Rulemaking (MPRM) on the
ACA-mandated health plan certification. The Department of Health and Human Services
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(HHS) accepted public comments on the NPRM through April 3, 2014 (previously March 3,
2014). The NPRM includes health plan certification requirements for the eligibility, claim
status, electronic funds transfers (EFT), and electronic remittance advice (ERA)
transactions.

Features and Licenses

The HIPAA Claim Status Checker comes with several features. The basic version is has no
database attached. It allows for

e Manual entry of claim status requests

e Import of 276 claim status request files that were created somewhere else and editing
the information

e Display and printing of claim status requests in humanly readable format with all the
cryptic codes translated.

e Creation of 276 EDI files

e Reading, displaying and printing the information of 277 claim status responses as well
as 277CA claim acknowledgments in humanly readable format with all the cryptic codes
translated.

The transport of the EDI files to the payer and receiving the responses are left to other
devices in the basic version.

Image file creation. This feature allows for the saving in TIFF or PDF format of the
display images from 276 and 277 files.

Database connectivity. By tying the HIPAA Claim Status Responder to a database the
product becomes vastly more powerful. Now we can save claim status request and
response records in the database and link the request with the response. In addition
there are tables for the company setup and requesters, subscribers and providers that
are used in the manual entry forms are remembered and make the data entry much
faster.

EDI Exchange. This module again expands the functionality of the software by adding all
that is necessary to transport the 276 request files to the payers and receive from them
the response. EDI Exchange handles the trading partners and their peculiarities,
encryption, FTP, SFTP, has logs for incoming and outgoing files, Checks in and out going
EDI files for HIPAA compliance and more.

RealTime Client. The HIPAAsuite RealTime client is an add-on to EDI Exchange and adds
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the capability to exchange requests
batch mode according to the CORE

Getting Started

21 Downloading the software

with payers and receive responses in real-time or
protocols MIME and SOAP.

The HIPAA Eligibility Checker can be downloaded from HIPAAsuite's website here

€ @ wwwhipaasuite.com/HIPAACIaimstatuschecker/DownloadTrial

7%
HIPAA Claim Status Checker

Download Trial

| HIPAA ClaimMaster

|| HIPAA Claim Status Responder

HIPAA Eligibility Checker

| HIPAAsuite

The questionnaire leading to the download

You will have to fill out a form and

tE s A AO B e

You can download & fully functional version of this HIPAAsuite software. Qur products aim to be easily understood and operated. Should

you encounter problems or difficulties, please don't hesitate to contact us.

Pricing information is here For license and further information please contact us

Before you can download, please fill out thisform

* First Name:
* Last Name:
* Company:
Job Title:
* Street Address:
* City:
State: -- Please Choose --
= Zip [ Postal Code
= Telephone ext

* Email Address
Quick Survey

* How did you hear about HIPAAsuite? -- Please Choose -- =

Security Measure
Please prove that you are human
and slide to unlock

) Locked Unlocked (5

Download

once you submit this, you have the choice between

the 32bit or the 64 bit version of the software

© 2014 HIPAASuite
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Products Resources Support Contact

Smart EDI ¢ Easyas Pie

The download page showing the 2 versions of the installer

&% Download

£&% Download

Download the 64 bit version only if you have a 64 bit version of the Windows operating

system.

You have chosen to open:
e HIPAACIaimStatusCheckerSetupb4.zip
which is: [ZArc ZIP Archive (30.7 MB)
from: http://www.hipaasuite.com

What should Firefox do with this file?

(7 Openwith |IZArc Archiver (default)

@ Save File

Do this automatically for files like this from now on.

| | Cancel

The downloaded zip file
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Once the download has completed you can install the software by unzipping the file and
running the Setup.exe program.

=

File Name File Type Modified Size

ﬁ!HIPAACIalmStamsChed:erSetJJp.msl Windows Installer P...
1) setup.exe

Ratio Packed CRC Attributes
11/11/2014 7:55:42 AM 32,569,344 2% 31,948,123 EBFCBFCF A
Application 11/11/2014 7:56:22 AM 470,528 58% 199,062 CF4FZAF> A

4

The content of the zp file

The Setup program ensures that all the Microsoft Windows components needed for the

program are installed on the computer. Running just the Microsoft Installer (.msi file)
might leave out critical dependencies.

2.2 Installation

i'él HIPAA Eligibility Checker M= B3 |
Welcome to the HIPAA Eligibility Checker Setup P
Wizard _ .

The inztaller will guide pou thraugh the steps required to install HIPAS, Elgibilite Checker an paur
conpuker.

WARMIMG: Thiz computer program iz protected by copyright law and international treaties.
IInautharized duplication or distribution of thiz program, or any portion of it, may result in zevere civil
or criminal penalties, and will be prozecuted ko the mazximum extent possible under the |am.

Cancel < Back et >

© 2014 HIPAASuite
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jii HIPAA Eligibility Checker

License Agreement [P

Fleaze take a moment to read the licenze agreement now. IF you accept the terms below, click "l
Aagree", then "Mext”. Othemwize click "'Cancel”.

HIPAAsuite Trial License —

IMF‘DRTANIT—PLE!E«SE READ CAREFULLY: This End-User License
Agreement is a legal agreement between you {either an individual
or a single entity} and Martin Scholl Consulting, Inc. dba
HIP&Asuite for the product identified in the installation

("SOFTWARE PRODUCT"). By installing, copying, or otherwise |
| Do Mot Agree i | Agree
Cancel < Back et >

Select an installation folder. The default value will be filled for you, but it can be

changed.
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jii HIPAA Eligibility Checker

Select Installation Folder

P& A
g

The inztaller will inztall HIFAS Eligibility Checker to the following folder.

Toingtall in thiz folder, click "Mest". Toinstall to a different folder, enter it below or click "Browse",

Folder:

C:AProgram Files [#86)\HIPAGzvuitelHIPAS, Eligibility Checkerh,

Inztall HIFAS Elgibility Checker for yourzelf, or far anyone whio wses thiz computer:

¥ Evenyone
 Just me

Browse. ..

Dvigk Cost. .

Cancel

¢ Back

| et >

{5 HIPAA Eligibility Checker

Confirm Installation

The inztaller iz ready o inztall HIP&A Eligibility Checker on vour computer.

Click "Mext" ta start the inztallation.

Cancel

< Back

| Mewut » I

11
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2.3

Software Trial

The HIPAA Eligibility Checker comes with a free trial of 14 days.

Should your trial time expire and you wish to continue your testing of the software,
please send an email to info@HIPAAsuite.com with the Registration number and we
will give you a trial extension.

If the product is not registered and you start it, you will see first the trial screen.

|'\

"_\1 License 3 .

HIPAA Claim Status Checker

1.0.3
Day{s) remaining for trial 15

This software is for evaluation purposes only and has limited
functionality

You will have to purchase this software if you want to continue using it
after a free evaluation has expired.

Registration Mumber:
78DCF8BF Ty || Oder |[ Register |

L e

The Trial Screen

You can see clearly the registration number in the lower left hand corner.

Registration Mumber:
JBDCFABF

The Registration number

This number is needed for the registration as well as trial extension. It is unique to your
computer and hardware. You can copy the registration number to the clip board, just
hover with the mouse over it, so that you can easily paste it into an email. This avoids

human error. (There are no 'O’, the letter in the number, only zeros!)

© 2014 HIPAASuite
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TOL Wl Nave 10 PUFChase This S0Maare IT Yo want
after a free evaluation haz expire

Registration Mumber;

FEFDEB3R T
Copy

Ak For krial extension

Copy the registration number to the Windows clip board by hovering over the it with the mouse

Once you have received the license key from us you click on the 'Register’ button and the
license registration from comes.

(@ Registration Form )
License Registration Form
HIPAA Claim Status Checker
Licensze Key "
Chmse ) o] |
Result

e

Entering the registration information

Enter the license key as supplied in our email. The best is to copy and paste the
information from our email. Once you entered the license key, you will see the results

© 2014 HIPAASuite
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24

Result

The Key is successfully registered.

Image Creation Component is registered.

Work with Database Component is registered.
Thank you for purchasing HIPAA Claim Status Checleer

The result of entering a license key

Once the product is registered with a permanent unlock code, future upgrades will find
this key and install without further action necessary.

Requesting a Trial Extension

The HIPAA Claim Master comes with a free trial of 15 days. Once your trial period has
expired, the application will stop working. There are limitations to the trial version, for
example, you can only export the first 50 records of EDI files, and only 5 files per
directory processing. We are sorry to have to limit the experience, but we had instances
where organizations used the software for production purposes without purchasing it.

We do not mind extending your trial if you need extra time to evaluate the software.
You will only need to send us the registration number and we will gladly give you another
15 day trial. If your trial time has expired and you wish to continue your testing of the
software, please send an email to info@HIPAAsuite.com with the Registration number
and we will give you a trial extension.

If you need to continue your trial of the product, follow the instructions below.
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'-ﬂ Licensze | 28

HIPAA Claim Status Checker

1.0.3
Day{s) remaining for trial 15

This software is for evaluation purposes only and has limited
functionality

You will have to purchase this software if you want to continue using it
after a free evaluation has expired.

Registration Mumber:
FfGDCF3BF

Ty || Oner || Register

L

1. Launch the application.

2. Click on the "Ask for Trial Extension” button on the displayed window.
TOW Wl nave 10 pPUrcChase 1nis S0midare IT ¥oU wWeant

after a free evaluation haz expire

Registration Mumber;

FEFDEB:ER

Ty
Copy

Ak For krial extension

The "Ask for Trial Extension" button

Tip: You can see the registration number in the lower left hand corner. This number is needed for the
registration as well as trial extension. It is unique to your computer and hardware. You can hover over the
registration number and copy it to the clipboard, so that you can easily paste it into the email. This avoids
human error. (The letter "O" is never used, only zeros.) Hovering over the number will give you the following
floating menu:

3. Clicking on the "Ask for Trial Extension” button will bring up the feature control
window.
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i~ E:g |"\

Features and Licenses |

HIPAA Claim Status Checker

’ Enter License Key ]

Product Features: ’ Request License ]

Addto License Request [7]

Image Creation

Work with Database Addto License Request [7]

EDI Exchange:
Key: UCPR1-10U00-ASGFE-586QX-141RP2 ’ Enter EDI Exchange Key ]

@ On O Off

Registration Number: 78DCF3BF

The "Features and Licenses” window

4, Select the features you need and click on "Request Trial license.”

5. An email to HIPAAsuite will be created. The message will contain the registration
number so they can then create the extension key. For example, this will open Outlook

with the following data inserted:

e To: info@HIPAAsuite.com

e Subject: [HIPAA Claim Status Checker][123456789]: Request for Trial License
Extension

* Message: Volume ID: 123456789
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From - Martin.5choll@HIPAAsuite.com
To.. info@HIPAAsuite. com
Send
Cc...
Bec...
Subject [HIPAA Claim Status Checker][JSDCFBEF]: Request for License

Request for License

Product: HIPAA Claim Status Checker
Volume 1D: 78DCF8BF

Required new features: No new features selected to request for license

Current Key:

The trial extension request email
6. The response from the support team includes an activation key.

7. 0nce you have the activation/unlock key, click "Register” on the program welcome
window.

The "Register” button

8. Paste the activation key into the field on the Registration Form and then click
"Register.”

Tip: The field is case-sensitive. The best thing to do is to copy and paste the License Key from our email.
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(@ [ =

"%} Registration Form . )

License Registration Form
HIPAA Claim Status Checker

License Key

Reqister ][ Close

Result

L.
The "Registration Form" window with entered license key and highlighted "Register” button

9. The success message will appear in the "Result” border. You will see what components
have been registered.

Result

Thank you for evaluating HIFAA Claim Status Checloer!
HIPAA Claim Status Checker is fully functional with certain trial limitations.
This evaluation version expires in 14 days

Image Creation Component is registered.

Work with Database Component is registered.

The trial license activation result

Click "Close."

10.0nce the license key has been entered, click "Try" on the welcome window to continue
using the program for another 15 days.

| To || oer || Regster ]‘

The "Try" button

Once the product is registered with a permanent unlock code, future upgrades will find
this key and install without further user action.
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2.5 Starting the Application

When you start the HIPAA Claim Status Checker you will see its main screen

) HIPAA Claim Status Checker - 64bit (== = ]

File View CodeSets ManualEntry Datsbase Image Setup EDIExchange Log Help

& . 070

Output Mode
() Prirter

@ Screen

©) Image Fle
7] Data import

Counter

| 2

No update available

The main screen of the HIPAA Eligibility Checker

You see the menu bar on top of the screen

‘:3 HIPAL Claim Status Checker - 64bit

File View CodeSets Manual Entry  Database Image  Setup EDIExchange Leg Help

The main menu

and the task bar buttons below.

BE > w2 Q@708

The task bar

On the left side is the Info bar that is important when you want to import EDI files.
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Output Mode
() Printer

@ Screen

() Image File

[] Data Import
Counter

-

The info bar on the left side of the main screen

Setup

We have three sub item under the main menu entry "Setup”
e Application Setup
e Company Setup

e Delimiter Setup
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3.1 Application Setup

When you click on 'Application Setup, the following screen comes up

Application Setup = | = 22

* Indicates Mandatony Fields
Processed Rles

@ |eave in Place

! Move to
! Delete
Log Update Document Color
[[] Keep a log of every file proceszed [ Never check for update On Screen On Faper
@ Red @ Red
*Processed and Response Files Folders _ Black _! Black

need to be setin ED| Exchange Setup
Save Help Cancel

The Application Setup screen

L

The first setting concerns the handling of EDI files after processing. In order to avoid the
duplicate processing of EDI files, we recommend that you move files after processing
into an archive folder so that they are not processed multiple times. If you work with a
copy of files, stored somewhere else you might also delete files after processing but
make sure that you have the original somewhere. EDI files are important business
documents and you want to make sure that you can access the information in them at a
later point in time for trouble shooting and other reasons.

Processed Rles
@ |Leave in Place
' Move to

_ Delete

Determining the handling of processed files

If you use EDI Exchange, the Processed File folder is given by the folder schema of EDI
Exchange where each trading partner has a place for their folders.

The next item is the log. The HIPAA Eligibility Checker keeps track of all the step of
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processing EDI files. When it is run through the command line, those messages will be
saved in the log.

Log

Keep a log of every file processed

The log setting determines whether process messages will be saved to the log file at all times

Checking the above check box ensures that all process messages are written to the log
file regardless whether the application is run through the command line or the user
interface.

The next item determines whether the application on start-up looks for the existence of
updates and newer version. Some companies have a strict policy that all updates have to
be thoroughly tested before they can be implemented and users should not be faced with
an option of update the application. For this case we have the below check mark

Update

Mever check for update

Set if you want to suppress update messages

The last thing on the setup screen determines whether the back ground and labels on the
printable eligibility form are in red to contrast them with the font color of black. When
printing the forms to paper on a color printer you can save money and resources by
choosing black. Otherwise it makes the forms much easier to read when you have
background and labels in red.

Document Color

On Screen On Paper
@ Red @ Red
Black Elack

Set the color of document background and labels.

Company Setup

Creating EDI files will include a lot of information on you and your trading partners. The
company setup screen is designed to enter all the necessary information for the EDI
creation.When you create EDI files there are a few elements needed to identify your
company as the sender, the producer of this EDI file. For this matter, use the company
setup screen. You can specify your company information and other setting related to
your company there.
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If you have the EDI Exchange component licensed then all this information is stored in the
data file "COMPANY_SETUP". If you don't have this component then this information is
stored in the Windows registry.

Note: You need to configure the database first. See Setting up Database Connection.

1. To configure the company, select Setup -->Company Setup in the main menu.

Log | Setup | EDIExchange Help
} w Application Setup
—- | Company Setup |

Delimiters Setup

The "Company Setup” menu

2. The following screen will appear.

Company Setup - . 4 u ; ==
Information * Indicates Mandatory Fields
Name HIPAASUITE : ISA Segment Sender Identifier HIPAASUITE :
Address1 18910 NEW HAMPSHIRE AVE Qualifier ZZ - Mutually Defined -
Address2 Application Sender's Code GS_2 HIPAASUITE *
City BRINKLOW - Tax ID 521685400 -
I State MD - Maryland - () Plan ID @ Payor ID 555555 *

Three letter identifier to prepend HPS

Zip 20862 Rli=ptg 3703 to all outgoing EDI files
Entity Type Code -
Contact Information ISA 14 and 15
Contact Person  MARTIN SCHOLL *  EDIFiles will be:
Telephone (301) 924-6637 = Fax  (301) 570-0139 s 2 P
E-Mail MARTIN.SCHOLL@HIPAASUITE.COM * [0 Acknowledgement (TAT) req.

Cancel

L

The "Company Setup” window

3. You can configure the following options:
e Company Information
e EDI Version
e Contact Information

¢ ISA 14 and 15
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Read the detailed descriptions further.

4. Once you have finished editing the options, click "Save."

Company Information
e Name — Company name. Obligatory option.
e Address 1
e Address 2
e City — Obligatory option.
e State — Obligatory option.
e ZIP
e Plus 4

¢ ISA Segment Sender Identification — It is the most important option to choose. It
identifies your organization for all EDI transactions. Most commonly the Qualifier
"ZZ" and a free form ID up to 15 character in length is chosen. Other options include

your tax ID and the Dun & Bradstreet ID.

e Qualifier — The ISA Identifier and qualifier are the unique key to the trading
partner database file. The ISA identifier can be up to 15 bytes long, the qualifier

has to be 2 bytes. Approved qualifiers are:
e 01 — Duns (Dun & Bradstreet)
¢ 14 — Duns Plus Suffix
e 20 — Health Industry Number (HIN)

e 27 — Carrier ID Number (Identification Number as assigned by HCFA)

e 28 — Fiscal Intermediary ID Number (ldentification Number as assigned by

HCFA)

® 29 — Medicare Provider and Supplier ID Number (ldentification Number as

assigned by HCFA)

e 30 — U.S. Federal Tax ID Number (ldentification Number)

¢ 33 — NAIC Company Code (National Association of Insurance Commissioners

Company Code)

© 2014 HIPAASuite



Setup 25

e 77 — Mutually Defined

e Application Sender's Code GS_2 — The option represents the program or machine
that created the file. Usually the same as the ISA Segment Sender Identification.
You can select other ID if you need. Obligatory option. The GS_02 identifier is
usually the same as the ISA identifier but you can also choose some other ID. It
represents the program or machine that created the file, but the most common is
a repetition of the ISA identifier.

e Tax ID — Obligatory option. Also called an Employer Identification Number (EIN).

e Plan ID / Payer ID — Fillin your Payer ID and Plan ID if you have one; this is only
important for the 271 and 277 transactions. Optional setting.

e Three letter identifier to prepend to all outgoing EDI files — Optional setting.
Makes your files easily identifiable.

EDI version

Specify EDI version:
e only 4010
¢ 4010 if in original otherwise 5010
e only 5010

Contact Information
The contact information goes into the PER segment of outgoing transactions:

e Contact Person

Telephone
e Ext
e Fax

E-mail

ISA 14 and 15

¢ EDI files will be — ISA element 14 determines if the resultant file contains test or
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production data:
e Test
¢ Production

e Acknowledgment (TA1) requested. — ISA element 15 indicates whether you want
a TA1 acknowledgement for files that you send out.

Delimiters Setup

EDI is all about delimiters. By describing in the first 106 bytes of any EDI file which
delimiters are used in the rest of the document the EDI file is machine readable. There
are 4 delimiters used in HIPAA EDI.

The element separator is the 4th byte of any EDI file. It separates the elements of the
segments. All HIPAAsuite products default to * for the element separator.

The sub-element separator is defined in byte 105 and serves to divide elements further.
HIPAAsuite default is the colon "'

The Repetition separator is used since the 5010 version of EDI and indicated in ISA_11.
Our default is the caret "'

The segment separator is byte 106 and used to separate the individual segments of an
EDI file. Our default is the tilde '~'.

HIPAAsuite products allow you to set the separators freely to any value that is allowed by
the X12 committee. You use the following screen

© '

o=l Delimiters = _IEI E
Element Separator * -
Subelement Separator - -
Repetition Separator ~ -
Segment Terminator ™ -

Close
Restore Default Values

The delimiter screen
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4 Working with Requests

41 Importing 270 request files
The ‘File' menu has a sub menu "Open 276" with which we can open the explorer and
select a file.

f_“} HIPAA Claim Status Checker - 32bit
File | View CodeSets  Manual Entry  Datal

Open Sample Files :
| openzrs | & &&
Open 277

Open Directory
Select Printer

Exit

[7] Data Import ‘
Alternatively we can use the "Open 276" toolstrip button to do the same.

£ HIPAA Claim Status Checker - 3
File View CodeSets Manm

Output Mode
) Prirter

@ Screen

Once a file is selected, we can decide what to do with it.
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 Open S
&3 )=| ) » admin > MyDocuments » HPAASuite » EDIROOT » Inbox » « | 42 ][ search inbax o]
Organize « New folder =~ M '@'

-
¥ Favorites Name Date modified Type Size i
B Desktop =] _20150105_20150105155021 .edi 1/5/2015 3:50 PM EDI File 1KE 4
& Downloads 2] _20150105_20150105160519. edi 1/5/2015405PM  EDIFile ke |5
| HIPAASuite [2] _20150106_20150106115126. edi 1/6/201511:51 AM  EDIFile 1KB
5| Recent Places 2] _20150109_032459_20150109152501 .edi 1/9/20153:25PM  EDIFile 1KB
& Recycle Bin = _20150109_035158_20150109155159 edi 1/9/2015 3:52 PM ELT File 1KE
= _20150109_20150109134533.edi 1/9/2015 1:45 PM EDI File 1KB
- Libraries = _20150109_20150109135346.edi 1/9/2015 1:53 PM ECI File 1KBE
= _20150105_20150109140001 .edi 1/9/2015 2:00 PM EDI File 1KB
'G Homegroup & _20150109_20150109141226.edi 1/9/2015 2:12 PM EDI File 1KB
0 =] _20150109_20150109142409.edi 1/9/2015 2:24 PM EDI File 1KB
1% Computer 2] _20150109_20150100145929. edi 1/9/2015259PM  EDIFile 1KB
{'I_-_" 05(C) |2 _20150109_20150109145952.edi 1/9,/2015 2:59 PM EDI File 1KB
= Data (D) - |2 _20150112_084718_20150112084720.edi 1/12/2015 8:47 AM EDI File 1KB -
File name: _20150109_032459_20150109152501.edi - ’AII Files (*.*) v]
[ Open |v] l Cancel l

We have the option to print what we call a report to the printer, to view the request on
screen, create an image file or load the requests into the workplace for further

processing.

Output Mode
(") Printer

@ Screen

() Image File

[ Data Import

The Workplace Grid

The workplace grid is the area where requests and their responses are managed. We
reach it from the tool strip menu by clicking the workplace icon

ase Image  Setup  EDI Exchanct
e

Q% ¢

s

17,

iequests

The workplace icon
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Clicking the workplace icon opens the workplace

© Wpsa camstmaheser3zon - - 9 N et
File View CodeSets ManualEntry Database Image Setup EDIExchange Log Help
BE > w18 Q708

Output Mode List of Claim Status Requests
@) Printer

@ Screen

© Image Fie
[ Data import

N —

Run with
compliance check

NewRequest || Edit Request View Load More Records | [ Send To Trading Partner
Query Settings
Limit quantty ofrecords to showatonceto || Apply changes

Show records created during the period fiom 3182015~ 1o 3/18/2015  ~
‘Show only records which are not sentyet

-

No update available

The workplace grid

When populated with a few requests, the workplace looks like this:

List of Claim Status Requests
ClaimNO PayerName il Dependent il ID ClaimAmount S

b | SUB908-32 SUBLAST, SUBFIRST memberl DTEST 200.88
CAS-DF9812 CASTILLO, FRANK FTRJRG3254 300.00
CAS-DF9213 FOSSUM, CASEY 5461296 600.00
CAS-DF9214 CASTILLO. FRANK FTRJRG3254 600.00
CAS-DF9215 ARROJO, ROLANDO 5643296 600.00
CAS-DFD8141 CASTILLO. FRANK DOE. JOHN FTRJRG3254

[ NewRequest | EditRequest ][ View  |[Load More Records | [Send To Trading Partner
Query Settings
Limit guantity of records to show at once to [ Apply changes ]

Show records created during the period from  3/18/2015  ~ o 3/18/2015 ~
Show only records which are not sent yet

Each Claim Status request is presented as a single row. Columns identifying the Payor,
Subscriber, Subscriber ID, and Subscriber's Dependent (if any) describe the Claim Status
request each row represents. The column to the far right, the Status column, identifies
the current state of the Claim Status request; that is, whether it has been sent, properly
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4.3
431

received and responed to, etc. The different statuses are described below. You can also
verify what a status icon means by hovering the mouse pointer over it. A tooltip
describing the request status will appear.

uuuuuuuuuuuuuu e v
CASTILLO, FRANK FTRJRG3254 Y4
CASTILLO, FRANK FTRJRG3254 [y
DOE, JOHN 53-998342-11 [y
DOE, JOHN 53-998342-01 [

I
Record is ready to be sent
[

The request status tooltip clarifies what each status icon means.

Workplace Eligibility Request Status Icons

@AT Record has errors - Eligibility request has failed compliance check.

@ Record is ready to be sent - Eligibility request has passed compliance check and is
ready to be sent.

" Record was not sent - Eligibility request was not sent, sent incorrectly, or the
receiving service did not acknowledge the request.

@ Record was sent successfully - Eligibility request was correctly sent and a receipt
confirmation was received. Not applicable to requests sent in RealTime mode.

= 999 received - Eligibility request was answered with a 999.

@:{g

Record rejected - Eligibility request has been rejected by receiving service.

@ Response received - Eligibility request has been answered. Response is ready.
Manual Entry of Claim Status Requests

Manual Entry of Claim Status Requests

To create a Claim Status request manually, first click the "Manual Request” dropdown
menu, then click "New Request”
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s Checker - 32bit -
zSets | Manual Entry | Database Im:

. | New Request @

- 1

| m

We click on New Request, the workplace grid appears. We call it work place because
from the grid you control your requests and follow them through to the response.

1 1 sG55 A W U -_— W i
File View CodeSets Manual Entry Database Image Setup EDIExchange Llog Help
BE > 1L O70H
Output Mode List of Claim Status Requests
© Pinter
@ Screen
© Image Fie
Data Import
Counter
e —
R [ ]
R
compliance check
[[NewRequest ] EditRequest || View |[LoadMore Records | [Send To Trading Partner
Query Setings
Limit quantty ofrecords to show atonceto || Apply changes
7] Showrecords created during the period fom  3/1872015  ~ 10 3182015~
‘Show only records which are natsentyet

No update available

The workplace is blank because there are no requests in the database.

We can also reach the Workplace via the Workplace icon in the task bar

. a

ase Image  Setup  EDI Exchanc
A

07§66

lequests

Now click on the "New Request” button in the workplace
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| NewRequest || EditRequest | Vie

Guery Settings
Limit quantity of records to show atonce t

Show records created during the period f
Show only records which are not sentyet

43.2 Entering Requester Information

When we click on "New Request” we see this screen
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ol Create Eligibility Requests =RNC X

Requester and Provider Insured and Patient Claim Information |

Requester Name (NM1)
Last/Organization Name First Mame Middle Name Suffix:

Entity Type: . 1D Type: In] .
41-SUBMITTER 46-ELECTRONIC TRANSFER ID NUMBER

Clear Requester Save Requester into Database

Provider Name (NM1)
Last/Organization Name . First Name Middle Name Suffix:

Entity Type: . ID Type: o] .
1P - PROVIDER -

Clear Provider

Trading Partner - Information Source
Name -

Information receiver and service provider tab.

S

The first tab of the screen contains the requester, provider, and info source information.
You have to enter information about the requester and provider only once and then you
can save the information receiver or service provider information for future use by
clicking on the "Save Receiver into Database” or "Save Provider into Database” buttons.
The Information Source is filled with your previously configured Trading Partners.
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a5 Create Eligibility Requests

Requester and Provider

Requester Name (NM1)
Last/Organization Name
XYZ SERVICE

Entity Type:
41-SUBMITTER

Clear Requester

Provider Name (NM1)

Insured and Patient

Claim Information |

First Name

. 1D Type:

46-ELECTRONIC TRANSFER ID NUMBER

Middle Name

. b .
A222222221

Save Requester into Database

Last/Organization Name . First Name Middle Name Suffix:
HOME MEDICAL
Entity Type: . ID Type: o] .
1P - PROVIDER XX-HCFAID » 166666666
Clear Provider Save Provider into Database
Trading Partner - Information Source
MName TESTSOAP .

Filled receiver and provider tab. Save buttons are highlighted.

S

The first block of information contains the information requester's name and
identification. The second block contains the service provider's name and identifier. We
recommend that you enter the requester and provider information as completely as
possible and save it so you don't have to enter any more information when you recall the
requester for another request.

After saving, you need only input a few letters of the requester or provider's Last/
Organization Name or ID and the form will fill automatically with the saved information.
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F B
a5 Create Eligibility Requests Elﬂlg

Requester and Provider Insured and Patient Claim Information |
Requester Name (NM1)
Last/Organization Name . First Mame Middle Name Suffix:

Y7 SERVICE]

FTSUBTITTER TE-ErEC TRONIC TRANSFER ID NUMBER

l Clear Requester ] Save Requester into Database

After saving a Requester, you can fill the entire form with a Requester's information with only the Name or
ID.

Provider Name (NM1)
Last/Organization Name . First Name Middle Name Suffic
3 OME MEDICAL

HOME MEDICAL

T - FPRUVIDER -

Clear Provider Save Provider into Database

After saving a Provider, you can fill the entire form with a Provider's information with only the Name or ID.

To edit a requester or provider's saved information, enter the name or ID to auto-fill the
form, edit the necessary information, and click the associated Save button once more.
The new fields will overwrite the older entry.

A claim cannot be saved if lacking a required field. A message similar to the one below

will be shown. To save the claim status request, fill in all the required fields and click
"Save".

Trading Partner error ﬁ

-

Trading Partner is missing a required field for sending.

oK

N

Missing required field error for an empty Trading Partner field.

4.3.3 Entering Patient Information

The second tab on the manual entry form contains the insured and/or patient
information.
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Clear Subscriber

a5 Create Eligibility Requests E@ﬂ
| Requester and Provider Insured and Patient Claim Information |
Subscriber
Subscriber is a patient
_ _ Subscriber Mame (NM1) : .
Demographic Information Last Name First Middle Suffix
(OMG)
DOB 1/ B |pType . D .
Sex - -

Save Subscriber into Database

L

The patient information tab describes a Subscriber and/or dependent.

The subscriber is set as the patient by default. But if the patient is a dependent to the
insured, then another tab with the dependent information will become visible.

Subscriber

Subscriber is a patient
Su
Demographic: Information La:

The check mark indicates that the subscriber is the patient

Let’s take a look at a completed Subscriber screen
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ol Create Eligibility Requests | S
| Requester and Provider Insured and Patient Claim Information |
Subscriber
Subscriber is a patient
_ _ Subscriber Mame (NM1) . .
%BhTGOQIEDhIC Information Last Name First Middle Suffix
OMG) SMITH ROBERT
DOB 07/0611833 B~ p Type- . D i
Sex M - Male - MI- Member ID Number » 9876543210
Clear Subscriber Save Subscriber into Database

S

Filled patient tab. Subscriber is the patient.

To the right of the 'Subscriber is Patient’ check box is the name and id of the insured.
Below the check box is a block with demographic information, namely the patient's date
of birth and gender.

Like the Requester tab, the Patient tab allows you to save a subscriber’s information for
future use when you click on the 'Save Subscriber into Database’ button. Once the record
is saved you will see a positive affirmation of the save event.

i | |"\

23

Success
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Saving the Subscriber information

Entering Dependent Information

To request Claim Status information about a subscriber’s dependent, first uncheck the
"Subscriber is a patient” check box.

Subscriber
[[] Subscriber is a patient
Sub
Demographic Information | as

Unchecking the Subscriber is Patient check mark

Unchecking "Subscriber is a Patient” will present the dependent fields, where you can fill
in a dependent’s information. This field block, like the subscriber field block, also has a
button to save the dependent information into a database and his/her info can be auto-

filed the next time around.
. = | B ||

a5 Create Eligibility Requests

| Requester and Provider Insured and Patient Claim Information |

Subscriber

[7] Subscriber is a patient
Subscriber Mame (NM1)

%ehTGogmphic Information Last Name First Middle Suffix
(DMG) SMITH ROBERT

DOB 07/06/1933 [~ ID Type: D

Sex M - Male - MI- Member ID Number - 9876543210

Clear Subscriber Save Subscriber into Database

Dependent

Dependent Name (NM1) =

Last First Middle Suffix

Demographic Information (DMG)
DOB Sex
Y B - Clear Dependent ]

[ Save Dependent into Database
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Blank Dependent entry fields.

The field entry and save procedure for the dependent is the same as for the subscriber.

434 Entering Claim Information

The third tab of the manual entry form contains the requested Claim Status information.

o5l Create Eligibility Requests =NNCNL X

Requester and Provider I Insured and Patient | Claim Information

Claim Mo. or Patient Control No.:
Claim Service Date
Claim Submitted Charges
Claim Amount: Plan:
@ Date 4 [E1hg
) Period

Additional Identifiers (REF):
1D Qualifier ID Code License No. State

(= 3 P -

Cancel Save

Claim Information tab.

Any new Claim Status request needs a Claim Number. The Claim Amount field is
expressed in cents.

4.3.5 Saving the Manual Request

To send your new or edited request, you must first save it. The minimum required fields
for a complete Claim Status request are marked with a red asterisk. They are the
Requester's Last/Organization Name and ID, a Provider's Last/Organization Name, ID
Type and ID, A Subscriber’s ID Type and ID, and a Claim Number.
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First Mam

[vboe:

An asterisk marks a field as required.

After saving a Claim Status request, it will be added to the workgrid. This new row will
present the Requester, the Subscriber, the Dependent (if any), the Subscriber's ID, and a
symbol denoting the status of this particular request.

List of Claim Status Requests

ClaimNO PayerName Subscriber Dependent Subscriber ID ClaimAmount S
» | SUBS08-32 SUBLAST. SUBFIRST memberDTEST 200.88

A new Claim Status request.

If you have the EDI Exchange module licensed and configured in addition an EDI
compliance check will be performed. This check makes sure that your information is
complete and in the right format when you compile the request information into the 270
request transaction. The results will be displayed on the rightmost column. A checkmark
denotes the compliance check has passed, while a red crossed circle flags a request did
not pass the compliance check.

LAHO-LI UG 141 LAS LU, FRANR Lue, v FlRunassos [SULUU
NEWCLAIM SMITH, ROBERT 9876543210 109244 ®
NEWCLAIM SMITH, ROBERT 9876543210 108244 o

Example of Claim Status requests after a compliance check. The bottommost request passed, the request
above it failed the compliance check.

Storing Requesters and Providers
Saving a request stores all the information in the request to the database. To avoid

entering the same Requester, Provider, Subscriber, or Dependent multiple times, you can
save them separately into their own database tables.
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F B
a5 Create Eligibility Requests E@ﬂ
Requester and Provider Insured and Patient Claim Information |
Requester Name (NM1)
Last/Organization Name First Mame Middle Name Suffix:
XYZ SERVICE
Entity Type: . 1D Type: In] .
41-SUBMITTER 46-ELECTRONIC TRANSFER ID NUMBER A22222221
Clear Requester Save Requester into Database

Provider Name (NM1)
Last/Organization Name . First Name Middle Name Suffix:
HOME MEDICAL

Entity Type: . ID Type: in] .
1P - PROVIDER XA -HCFAID » 166666666
Clear Provider Save Provider into Database

Trading Partner - Information Source
MName TESTSOAP -

After saving a Requester, Provider, Subscriber, or Dependent to your Database, you only
need to type a few letters of his/her/its Last Name or ID nhumber to auto-fill the form.

- ™
o5 Create Eligibility Requests E@ﬂ

Requester and Provider Insured and Patient Claim Information |

Requester Name {NM1)
Last/Organization Name First Mame Middle Name Suffix:

IYZ SERVICE

FTSUBTIT TE T-eren T RONIC TRANSFER ID NUMBER

l Clear Requester ] Save Requester into Database

Selecting a previously saved Requester, Subscriber, or Dependent will fill the respective form for you.

4.3.7 Editing Requesters/Receivers

To access all currently stored Receivers click on the Stored Receivers option under the
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Manual Entry menu.

us Checker - 32bit

leSets | Manual Entry | Database Image
Mew Request

Stored Receivers

Stored Providers

Stored Patients

Manual Entry Setup
Create Tables

Manual entry menu

Clicking Manual Entry » Stored Receivers will open the Stored Receivers editing window,

where all receivers stored in the database are available for editing. Receivers can also be
added or removed from the database.

Stored Receivers

- O X
1 SELECT® \M‘
2 FROM StoredReceiver
Clear Query
Stored Receivers Define Query
ID Mame First 4 4|3 of3 | b B[4 K
1 | HIPAASUITE Receiver Information
2 |REQUESTER Last/Organization Name First Name Middle Name Suffic
R R | N Il Il |
Entity Type: ID Type: D
g o] | I
Address | ‘ |
City State Zip Country Code Subdivision
| I ]| I
Provider Code Specialty
-l [ |
Additional Identifiers (REF):
ID Qualifier ID Code License No. State

E Save Receiver into Database ;

Close

Adding a new Requester/Receiver

To add a new receiver, click the yellow plus symbol on the navigation bar
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—|I.I<i 413 of 3 ><

o S

Adding a new receiver

The Receiver fields will be cleared. Fill in at minimum the required fields marked by a red
asterisk. To save the new receiver to the database, click the Save Receiver into
Database button.

Save Receiver into Database

Close

Saving a receiver

The new receiver will now appear in the list of receivers to the left of the screen.

Editing a Requester/Receiver

To modify an existing receiver, select the receiver on the list to the left of the screen.
To narrow the selection of receivers, the query in the top of the screen can be modified
and run again to populate the stored receivers list with a different set of receivers.

[1BELECT -
2 FROM StoredReceiver

Stored Receivers Define Query

IO Mame First

1 WPaaSUTE

2 |REQUESTER
3 |REQUESTERZ2

Stored receiver list

The selected receiver's details will be loaded into the form. These can now be edited.
Clicking the Save Receiver into Database button will save any changes into the database.
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Deleting a Requester/Receiver

To remove a receiver from the database, select the receiver on the list to the left of the
screen, then click the red X' in the navigation bar.

4 4 |3 of 3 oo X

R Y O

Delete button in navigation bar

4.3.8 Editing Providers

To access all currently stored Providers click on the Stored Providers button under the
Manual Entry menu.

“hecker - 32bit

s | Manual Entry | Database |mage

Mew Request F

— Stored Receivers
Stored Providers "
Stored Patients

Manual Entry Setup
Create Tables

Manual entry menu

Clicking Manual Entry » Stored Providers will open the Stored Providers editing window,
where all providers stored in the database are available for editing. Providers can also be
added or removed from the database.
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Stored Providers - O X
1 SELECT*
2 FROM StoredProvider Excentlueny
Clear Query
 Stored Providers Define Query
ID  Name Provider 1D M 4|1 of2 | b bl | New Provider
1 LAST 12312313 Provider Information
Sl e el Widdle Name Sufixc
LasT | [FrsT Il I \
Entity Type: ID Type: ID
[72- Operating Physician | [34-ssN <[" 12312313 I
Address
\ || \
City State Zip Country Code Subdivision
\ | < I I \
Provider Code Specialty
| i |- |
Contact Phane: Extension: Fax
\ | — I | [o— ]
Email: URL:
\ | |
Additional ldentifiers:
State License: | | Facility ID: | |
License Number State Code: l:l Plan Network ID: | |
Provider UPIN. | | Facility Network ID: | |
EIN | | Cariier Assigned Ref No: | |
SSN: | |
| Save Provider into Database |
Cioe

Stored Providers editing window

Adding a new Provider

To add a new provider, click the yellow plus symbol on the navigation bar

M 4|3 of3 | b w><

e - B

Adding a new provider

The Provider fields will be cleared. Fill in at minimum the required fields marked by a red
asterisk. To save the new provider to the database, click the Save Provicer into
Database button.

I Save Provider into Database I

Close

Saving a provider

The new provider will now appear in the list of providers to the left of the screen.
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43.9

Editing a Provider

To modify an existing provider, select the provider on the list to the left of the screen.
To narrow the selection of providers, the query in the top of the screen can be modified
and run again to populate the stored providers list with a different set of providers.

1 SELECT*
2 FROM StoredProvider

 Stored Providers | Define Query

IO Mame Provider 1D

- 12312313

PEROVIDER 0987654321

Stored providers list

The selected provider's details will be loaded into the form. These can now be edited.
Clicking the Save Provider into Database button will save any changes into the database.

Deleting a Provider

To remove a provider from the database, select the provider on the list to the left of the
screen, then click the red X' in the navigation bar.

4 4 |3 of 3

R Y O

Delete button in navigation bar

Editing Patients

To access all currently stored Patients click on the Stored Providers button under the
Manual Entry menu.
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Checker - 32bit

ets | Manual Entry | Database Image

Mew Request

— Stored Receivers
Stored Prowviders

Stored Patients I

Manual Entry Setup
Create Tables

Manual entry menu

Clicking Manual Entry » Stored Patients will open the Stored Patients editing window,
where all Patients stored in the database are available for editing. Patients can also be
added or removed from the database.

Stored Patients - O X
1 BELECT ™ _ Execute Query
2 FROM StoredPatient
Clear Query

Stored Patients Define Query

ID Last Name First Name Patient 1D Paolicy Holder ID Relationship
CASTILLO FTRIRG3254

M 41 of3| b M |4 X .
Patient Information
Relationship to Subscriber | v|
Last Name|CASTILLO |” First: [FRANK |" Middie: [J | suffc| |
ID Type: |MI -Member ID Number w |t D ||——|'RJRG:3254 |t
Address | | | |
City| |State | v| Zip| | Country| | Subdiv.| |

DOB |04/05/1975 | [~ | Sex [M-Male | Birth Order |:|

Additional Identifiers (REF):

1D Qualifier ID Code

Save Patient into Database

Stored Patients editing window
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Adding a new Patient

To add a new Patient, click the yellow plus symbol on the navigation bar

—||.|<i 4|3 of 3 ><

e - B

Adding a new Patient

The Patient fields will be cleared. Fill in at minimum the required fields marked by a red
asterisk. To save the new Patient to the database, click the Save Provicer into Database
button.

I Save Patient into Database |

Saving a Patient

The new Patient will now appear in the list of Patients under the query window.

Editing a Patient

To modify an existing Patient, select the Patient on the list under the query window. To
narrow the selection of Patients, the query in the top of the screen can be modified and
run again to populate the stored Patients list with a different set of Patients.

1 BELECT

Execute Que
2 FROM StoredPatient —

Clear Query
Stored Patients Define Query
D Last Mame First Name Patient 1D Palicy Holder 1D Relationship
1 CASTILLO FIRRG3284
2 |FOSSUM CASEY 5641296
3 |LOWE DEREK 5640296

Stored Patients list

The selected Patient's details will be loaded into the form. These can now be edited.
Clicking the Save Patient into Database button will save any changes into the database.
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Deleting a Patient
To remove a Patient from the database, select the Patient on the list under the query

window, then click the red X' in the navigation bar.

4 4 |3 of 3 oo X

R Y O

Delete button in navigation bar

44 Viewing Requests

EDI is notoriously hard to read and understand. For that reason we developed forms that
show the complete content of the file, translate cryptic codes into their description and
help even non EDI experts to read and understand the data.

When we open an 270 file we have as an output mode option 'Screen'.

Output Mode
Prirter

@ Screen

Image File

Data Import

[ gur e JE

Screen output mode selected.

So when we select this mode and click on Run, the file is parsed and displayed on screen.
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HIPAA Preview =5

Print | Close | Next +~ Pagel/1l —

-

Claim Status Information

Trading Partner ID: EDIFECSTEST DocumentDate: 06/02/2014 6:44 AM
Transaction 1D 123456

m

Response 1

| Paver  UNITEDHEALTHCARE PayoriD: 87726 |
| Receiver: MATTHEW MICHAEL STAFF ETIM: 364277859 |
| Provider Name:  Inf Rer Org HCFAID: 1447252804 |

SubscriberMame: BILL K PULSIPHER MemberlDNumber: 5643796

Subscriber DOB: 11/03/1982 Subscriber Sex: Male

Trace Mumber: ICN98765432

Fayor's Claim Number. DCN123467

Service Date: 04/01/2010 -04/30/2010

The result of the output mode 'Screen’

Here we can see all the information in the file, from the file header to the requester,
the payer, the subscriber and claim number for the requested claim'’s status.

Requests can also be viewed from the workplace. After opening the workplace, select the
desired Claim Status request and click the "View" button.

SMITH, ROBERT

lest ” View Load More Records | | S

The workplace's "View" button will also lead you to the screen output mode for a selected request.

Editing Requests

Request records that are loaded into workplace grid can be edited to change information
or whatever other reason there might be.

CAS-DF3815 ARROCJO, ROLANDO 5643296 600.00
CAs-DFO8141 CASTILLO. FRANK DOE. JOHN FTRJRG3254 300.00
NEWCLAIM SMITH, ROBERT 9876543210 1092.44 @
NEWCLAIM SMITH, ROBERT 9876543210 1092.44 4
MNew Request ” Edit Request ” View Load More Records | | Send To Trading Pariner
Query Settings

r 3

Highlight a row in the grid and press the 'Edit Request’ button and the record will be
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4.6

loaded into the manual entry forms.

a5 Create Eligibility Requests | S
Requester and Provider | Insured and Patient Claim Information |
Requester Name (NM1)
Last/Organization Name First Mame Middle Name Suffix:
XYZ SERVICE
Entity Type: . 1D Type: In] .
41-SUBMITTER 46-ELECTRONIC TRANSFER ID NUMBER A22222221
Clear Requester Save Requester into Database

Provider Name (NM1)
Last/Organization Name . First Name Middle Name Suffix:
HOME MEDICAL

Entity Type: . ID Type: o] .
1P - PROVIDER XA -HCFAID » 166666666
Clear Provider Save Provider into Database

Trading Partner - Information Source
Name TESTSOAP .

A Claim Status request loaded for editing.

S

After saving the request, the record you are editing will be overwritten.

Creating 276 Files

Each row in the workplace represents a single EDI Eligibility request with a single
subscriber or dependent. EDI files only make sense when we have a receiver for the file
since in the very first segment, the ISA segment, there is a place for the receiver ID and
qualifier. The Trading Partner is filled in while sending the request; you will be prompted
to select a trading partner during the send process. Clicking "Send To Trading Partner"”:
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List of Claim Status Requests
ClaimNO PayerName i Dependent iber ID ClaimAmount S

» |SUBS08-32 SUBLAST, SUBFIRST member DTEST 20088
CAS-DF9812 CASTILLO, FRANK FTRJRG3254 300.00
CAS-DF9813 FOSSUM, CASEY 5461296 600.00
CAS-DF9814 CASTILLO, FRANK FTRJRG3254 600.00
CAS-DF9315 ARROJO, ROLANDO 5643296 600.00
CAS-DF03141 CASTILLO. FRANK DOE. JOHN FTRJRG3254 300.00

[ NewReouest | EditRequest || View || Load Mors Records || Send To Trading Parner |

Query Settings
Limit quantity of records to show atonce to [ Apply changes ]

Show records created during the period from  3/18/2015  ~ o 3/18/2015 ~
Show only records which are not sent yet

Clicking "Send To Trading Partner” will prompt you to select a saved Trading Partner to
send the EDI request to:
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Trading Parh'lerm
List of Trading Partner

CL FRATES AND COMPANY
CALIFORNIA EXCHANGE

CMS FEDERALLY FACILITATED MARKETPLA
DOMINION DENTAL
FLORIDA HOSPITAL HEAL THCARE SYSTEM

k. — —_— Y

The screen to select the trading partner

We double click and thereby select the trading partner you will be prompted once more
to create the EDI file with the selected record after which the EDI request will be sent to
the selected trading partner.

CnnﬁnnED{{:ma_ ]

| ¥ou are about to create an 270 EDI file with 1 record. Are you sure?

ves || Mo
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4.7

Confirming the creation of the file

At this point the EDI file has been written to the outbox and is being sent to the trading
partner. The send process is described in greater detail in Sending 276 Requests.

Sending 276 Requests

As covered in Creating 276 Files, clicking "Send To Trading Partner” will initiate the
process of sending a Claim Status request.

List of Claim Status Requests

ClaimNO PayerName il Dependent il 1D ClaimAmount 3|
b | SUBS08-32 SUBLAST. SUBFIRST member DTEST 20088
CAS-DF9212 CASTILLO. FRANK FTRJRG3254 300.00
CAS-DFS313 FOSSUM, CASEY 5461296 600.00
CAS-DF9314 CASTILLO. FRANK FTRJRG3254 600.00
CAS-DF8315 ARROJO, ROLANDO 5643296 600.00
CAS-DFD3141 CASTILLO. FRANK DOE. JOHN FTRJRG3254 300.00

[ MNew Request ] [ Edit Request H View H Load More Records IIS&nd To Trading Partner I
Query Settings

Limit quantity of records to show atonce to [ Apply changes ]

Show records created during the period from  3(18/2015  ~ o 3/18/2015  ~

Show only records which are notsent yet

The workplace grid with a record highlighted, emphasis is placed on the 'Send to Trading Partner’ button

Clicking "Send To Trading Partner” will prompt you to select a saved Trading Partner who
will receive the EDI request. Double click the desired Trading Partner to select it.
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Trading Parh'lerm
List of Trading Partner

CL FRATES AND COMPANY
CALIFORNIA EXCHANGE

CMS FEDERALLY FACILITATED MARKETPLA
DOMINION DENTAL
FLORIDA HOSPITAL HEAL THCARE SYSTEM

k. — —_— Y

The screen to select the trading partner

We double click and thereby select the trading partner you will be prompted once more
to create the EDI file with the selected record after which the EDI request will be sent to
the selected trading partner.

CnnﬁnnED{{:ma_ ]

| ¥ou are about to create an 270 EDI file with 1 record. Are you sure?

ves || Mo
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Confirming the creation of the file

Next we see the process results window detailing the query used to build the record from
the database and the processing status.

- h
Processing Results E@g

EDI creation started at 16:14:35
SAL Query: "Select® from EDI_ClaimStatusHeader where Claimld = "20™ ‘

13

m

Mumber of found records: 1

Mumber of records: 1
Processing ended at 16:14:3%

h,

Process results of the file creation and sending to trading partner.

Upon receiving a response from the trading partner, the status icon is updated. In
RealTime mode, which is used when sending single requests, the statuses after sending a
request are:

¢ send failed « ,

e 999 received @

e response received .

Sending multiple requests

An EDI file with multiple transactions can be created by first highlighting multiple rows.

List of Claim Status Requests

ClaimMNO PayerName Subscriber Dependent Subscriber ID ClaimAmount S
SUB808-32 SUBLAST. SUBFIRST memberDTEST 200.88
CAS-DF9812 CASTILLO. FRANK FTRJRG3254 300.00

FOSSUM, CASEY 5461296
E CASTILLO, FRANK FTRJRG3254
CAS-DF9E15 ARROJO, ROLANDO 5643296 600.00
CAS-DFO8141 CASTILLO. FRANK DOE. JOHN FTRJRG3254 300.00
NEWCLAIM SMITH. ROEBERT 8876543210 109244 ®)
NEWCLAIM SMITH, ROBERT 8876543210 1062 44 .
PULSIPHER, BILL 5643796 2312.00

The workplace grid with two records highlighted.

The rest is the same as sending a single request. Click on "Send to Trading Partner” to
build and send the EDI file. By selecting multiple rows, an EDI file with multiple
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transactions is created and sent to the Trading Partner selected in the method assigned
during the Trading Partner’s setup. The EDI creation confirmation prompt will present the
number of transactions to be created. If the Trading Partner's selected transfer mode is
MIME or SOAP, the file will be sent in Batch Mode.

Confirm EDI Creation —.5

You are about to create an 270 EDI file with 2 records. Are you sure?

ves || No

L

Confirming the creation of the file

Clicking "yes" will build the 276 EDI request and send it. Afterwards the process window
will be shown. If the Trading Partner's send method is SOAP or MIME, Claim Status
Checker will send a SOAP or MIME EDI request in BatchMode. Batch mode requests do not
have to be processed until the next business day.

4.8 Receiving 276 Response files

Requests made from a single row in the workplace are sent in RealTime mode. A
response will usually be received in under 20 seconds. Upon receiving a response, double-
click the row or right-click it and select "View Response” to view the response file.

b=Ru RN Su PR NS 54

-I View Request -:

View Request as EDI
Edit Request

Write Request to File
Send to Trading Partner

CNCNEN (==

View Response |

Delete Request

View Response right-click menu option

Requesting ACK

If a request group was sent in batch mode, an acknowledgment for the group may be
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requested. The 999 ACK file should be ready no later than an hour after submission. To
request an ACK for a request sent in batch mode, right-click the request row and select
"Fetch Acknowledgment”

R —
230,00 ol
View Request
5444 64 _
View Request as EDI
467534 .
Edit Request
457534

Write Request to File
Send to Trading Partner

| Fetch Acknowledgment

Fetch Results

Break Group
E Delete Request

1
Fetch Acknowledgment right-click menu option

Requesting Response

Requesting a response for a batch claim status is similar to requesting an
acknowledgment. A response should be ready within one business day of sending a
request and is requested by right-clicking any of the relevant batch rows and clicking on
the "Fetch Results” option.

296 230.00
53512344 View Request

3954324 View Request as EDI
3054524 Edit Request

Write Request to File
Send to Trading Partner
Fetch Acknowledgrment
Fetch Results

Break Group
Delete Request

Apply changes ]

Fetch Results right-click menu option

Viewing Responses

To view a response from a real-time or batch claim status request, double-click the row

© 2014 HIPAASuite



Working with Requests 59

of the relevant claim status request or right-click it and select "View Response” to view
the response file. A response for the selected request must have already been received.

b=Ru N S P NSS4

-I View Request -E

View Request as EDI
Edit Request

Write Request to File
Send to Trading Partner

LSA00

View Response |

Delete Request

"View Response” option of the right-click menu

5 Image Files

5.1 Creating Image Files

The HIPAA Claim Status Checker displays the content of EDI files as humanly readable
forms on screen and those forms can be printed in the basic version of the software. An
additional feature is to create image files in either TIFF and PDF format that can be
stored and viewed at any time.

This feature is available at additional cost and can be added at any time.
5.2 Image File Setup and Options
Under the menu item ‘Image’ we see two sub menus, ‘Image Viewer' and 'Image File

Options’

T
ise | Image | Setup  EDIExchange L

= Image Viewer

Image File Opticns ||

The image menus

When we click on Image File Options the following setup screen comes up
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-

Cptions

@

Image Files

Output Path For Image Files

Image Format
I TIFF Format

PDF Format

Image File Options

All images in one File with EDI
File Name as Image File Name

One Image File per Record

Image folder ophions

@ MNone

Sub-Folders for Year, Month and Day

Sub-Folders for Year and Week

Sub-Folders for Year and Day

Color On Images
@ Red
Black

Options for PDF

[7] Use content com pression

Options for TIFF

Color Depth: Compression: Image Resolution: Set default values
Black/White @ |L7W Horizontal resclution: 200 dpi

~) 4 bpp Packbits r/}
2 bpp Wertical Resolution = Horisontal Resolution

@ 24 bpp Vertical resolution: 200 dpi
32 bpp r/}

—

The Image File Options screen
You can configure the following options:

e Set the directory where image files will be saved

Set image file and folder options

Determine image format

Determine options for PDF and TIFF files

Determine the document background color for images
Read the detailed descriptions further.
3. Once you have finished editing the options, click "Save."

The settings are saved to the Windows registry and will be retained for the next time you
run the program. Check your permissions to write to the registry if you encounter any
problems with saving settings. Your administrator might help you.

Image Files

e Output Path for Image Files — Define the destination folder where the images will
be stored. See also Creating Image Files.
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Image Format

Choose whether to create PDF or TIFF files.
e TIFF
e PDF

Image File Options
The following options are available:
¢ All Images in One File with EDI File Name as Image File Name

¢ One Image File per Enrollment Record

Image Folder Options

When you create a lot of images, it is important not to place them all in the same folder.
Microsoft Windows has issues handling more than 1000 files in a folder. That is the
reason why the HIPAA Claim Payment Master can hash the image files over many sub-
folders. You have the following choice to use:

¢ None — Default value.

e Sub-folders for Year-Month and Day — The sub-folders will be created within the
Image File Location. Example: \2012\February\29\.
(&} Desitop

= ) My Documents
7 EDT ASCTE Cuitpuk
=1 I EDI Images Output
= | 2012
=l I May
) 29
) EDI Spreadshest Output
The folder structure in "Year, Month and Day" mode

e Sub-folders for Year and Week — The sub-folders will be created within the Image

File Location. Example: 2012\9\.
e Sub-folders for Year and Day — The sub-folders will be created within the Image

File Location. Example: 2012\20120229\.

Color on Images

e Choose a color for the form when saving claims to image files. You have the choice to
render the form in red or in black.
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Note: The data is always black.

Options for PDF

e Use Content Compression — Checking this option does result in considerably smaller
files.

Options for TIFF

e Color Depth — You can change color depth of the image (black / white, 4 bpp /
8bpp / 24bpp / 32bpp).

Note: TIFF in Window's GDI library does not work with 16 bpp (bits per pixel). Color depths set lower
than 16 bpp results in some losses in image quality.

e Compression Algorithm — You can use compression with TIFF files: LZW and
Packbits is used for all Colors, CCITT4 for black and white.

¢ Image Resolution — You can change the resolution of image from 96 to 300 dpi
(dots per inch).

Note: Theoretically we could use even higher resolutions, but it will slow down processing significantly
and result in approximately the same result in quality.

5.3 Viewing Image Files

HIPAA Claim Status Checker's Image Viewer allows you to view images stored in the
output folder, defined in the image options. See Adjusting Image.

Follow the instructions below to view images.

1. To access Image Viewer, select the "Image Viewer" option under "Image” menu item.

() HIPAA Claim Status Checker - 32bit h Y h

File  View CodeSets  Manual Entry  Database | Image | Setup  EDIExchange Lo

= [ -n :'| Image Viewer |i
E? Ef? Eni; - W
e Image File Opticns |
Output Mode
Printer

The "Image Viewer" menu

2. The "Image Viewer" window will open.

© 2014 HIPAASuite



Image Files 63

=) ImgOutput Pe 1/1 > - W% o+

& 276_v5010_request tif o
Claim Status Request Information

Trading Pariner ID:  CAGHCORE Document Date: AWO12013 8:15 AM
Transaction D 123456
Res 1
Fayer  UNITEDHEALTHCARE Payor 1D arrze
| Recewer MATTHEW MICHAEL STAFF ETIN. IA2TTRES
Provider Name: Inf Revr Org HCFA IO 1447252804
Subseriber Name BILL K PULSIPHER Member ID Number 5843798
Subscriber DOB 11031882 Subscriber Sex Male
Trace Number |CNBBTE5432
Payors Claim Number:  DCN123467
Service Date 0410112010 - 04/20/2010 i

3. Select the necessary image in the left navigation pane.

) ImgOutput e 1/1 s - 3%+
& 276_v5010_request tif Iy

Claim Status Request Information

Trading Pariner ID°  CAQHCORE Document Date: 1000172013 8:15 AM
Transaction |0 123456
Response 1
Fayer  UNITEDHEALTHCARE Payor ID: arre
| Receiver MATTHEW MICHAEL STAFF ETIN 364277850
Provider Name: Inf Revr Org HCFA ID: 1447252604
Subseriber Name BILL K PULSIPHER Member ID Number 5643796
Subscriber DOB 11/0311982 Subscriber Sex Male
Trace Number ICNBETE5432
Fayors Claim Number:  DCN123487
Service Date B4101/2010 - B4/30/2010 i

4. For page navigation on forms with multiple pages, use the arrow buttons.

(2 ImgOutput
& 276_v5010_request tif

Claim Status Request Information

Trading Pariner I0:  CAQHCORE Documsent Date: 1N012013 8:15 AM
Transaction |D: 123456

Response 1
Payer  UNITEDHEALTHCARE PayoriD: 87728

[ Receiver MATTHEW MICHAEL STAFF ETIN IB42TTRES

Providar Name: Inf Revr Org HCFA IDx 1447252804

Subseriber Name BILL K PULSIPHER Member ID Number. 5643796
Subscriber DOB 11031982 Subscriber Sen Male

Trace Number ICHBBTES432
Payor's Claim Number:  DCN123487
Service Date: 040172010 - B4/3NZOT0
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5. To scale the image, use "+" or "-" buttons or define the percent manually.

2 ImgOutput
T 276_v5010_request tif

[ » J

Claim Status Request Information

Trading Pariner ID:  CAQHCORE Document Date: 100172013 9:15 AM

Transaction |0 123456

Response 1
Payor ID: arre

Fayer  UNITEDHEALTHCARE

Receiver MATTHEW MICHAEL STAFF ETIN: 364277850

Provider Name: Inf Revr Org HCFA IDx 1447252804

Subscriber Name BILL K PULSIPHER Member 1D Number 5643796

Subscriber DOB 11/03/1882 Subscriber Sex Male

Trace Mumber. ICNBETE5432

Payors Claim Number. DCN123487

Service Date 040112010 - 042012010 -

6 Autoprocessing
6.1 Using Command Line Arguments
The HIPAA Claim Status Checker can accept command line arguments. The following is

the list of the command line arguments; they must be separated by commas.

1. The first command line argument is the filename or the directory path. If not
applicable (such as when querying the database), leave blank.

If this is the only argument used, the file will be shown on screen:

F Bl
e I =
< Pagel/1l —

Print | Close | Next

s

Claim Status Request Information

Trading Partner ID: TESTRESPONDER Document Date: 07/09/2015 9:43 AM
Transaction ID: c1321891-25a9-11e5-adbd-a7 08758Me52
Response 1
Faver: TESTRESPOMDER Payaor ID: 987654321 ‘
L]

Flmneme b b TIEAKE PRI A

2a. The second argument or combination of arguments contains the processing options.
Querying database in order to create a 276 EDI file requires additional arguments.

P - Print.

X - Export to database.
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I - TIFF file.
Note: using multiple processing options is possible.

Example: To both export a Claim Status Response to the database and print it:

C:~Program Files“HIPAAsuite~HIPAA Claim Status Checker>*HIPAAClaimStatusChecker.e

we DnEDI~Inhox~277_2._edi.HP

2b. Building a 276 Claim Status request will require arguments 3, 4, 5, and 6 to be filled.
Q - Database query.

E - Create EDI in conjunction with Q. The query results will be used to generate a
276 Claim Status Request.

Example:

C:“Program Files“HIPAAsuite“HIPAA Claim Status Checker*HIPAAClainm3tatusChecker.e

we edi.ge.D:~EDI~NTEST?26.edi."SELECT = FROM edi_ClaimStatusHeader".LOCALTRADIMGE
ARTHER

This query will use all the Claim Status Requests in the EDI_ClaimStatusHeader table to create a 276
Claim Status Request EDI file.

3. The third command line argument is the output filename. A relative address can be
used and will be based on your default Output Directory.

4. The fourth argument is your Query should you should have "Q" as a second argument.

5. The fifth argument is the target trading partner. This works only with the EDI
Exchange module enabled. If omitted, the last receiver used in the Create 276 Files
window.

6. In the sixth argument you specify whether to use "T" Test or "P" Production database
connection if you have "Q" for query as the second argument.

6.2 Autoprocessing with the EDI Exchange Module

Autoprocessing the Inbox

When processing from the command line with the EDI Exchange module enabled, the
argument you need is "Auto”. The directory used to look for new files and the processing
options are defined in the setup screens for EDI Exchange. No further arguments are
needed.
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C:sProgram Files“HIPAAsuite~HIPAA Claim Status Checker*HIPAAClaimStatusChecker.e

xe auto

To setup autoprocess options, go to EDI Exchange » Autoprocess Setup:

EDI Exchange | Log Help
Check EDI File

Trading Partners
&] Inbox Manager

FTP Client

SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables

Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Leg

Regquest EDT Exchange License

EDI Exchange License Information

Autoprocess Setup option in EDI Exchange menu

Any options selected for autoprocessing will carry over to the command line.

Automatic Processing Cptions ‘ l"':' (S] S

Get Rles from Trading Partners

[7] Check FTP servers for new files and place them into Inbox

Default Automatic Processing Options
Export in Database

[ Print

Save to:  [] Image

 Save

EDI Exchange Automatic Processing options

. ——
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Autoprocessing a Single File

To run a single file through the autoprocessor, add the ful filename as second argument
to your command.

C:\Pl-ugl-am Filez~HIPAAszuite~HIPAA Claim Status Checker*HIPAAClaimStatuszChecker.e
we auto,. D:NEDI~Inbox~276_2._edi

Command to autoprocess a single file.

6.3 Changing the Default Company

The default company is the identity you assume as the sender when creating EDI files.
This affects the ISA, GS, and NM1 sender segments. A single entity may have a need to
act as multiple sender identities and so has a need to change the information in the EDI
envelopes.

The default company can be changed using command line arguments, affecting the ISA
and GS sender ID segments.

ISA Segment Sender Identifier HIFAASUITE

Qualifier Z7 - Mutually Defined -
Application Sender's Code G5 _2 HIPAASUITEN *
Tax ID 9876543210 *

Sender ID segments in Company Setup

To change the default company, a single argument is needed. "Setcompany” followed by
the company ID of the company you wish to set.

"setcompany <ID>"

The Company's ID in this case is not its EDI identifier, but the value of the ID row in the
COMPANY_SETUP table. It can also be found in the Company Setup window:

Cumrent Company: ~| 4 Default company
1-TESTRESFPOMDER

— 2 - HIPAASUITE1
3 - HIPAASUITEZ
- Add company -

Company selection in Company Setup

Example
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71
711

The command argument setcompany 3

C:“Program Filez*HIPAAsuite*HIPAA Claim Status Checker *HIPAAClaimStatusChecker.e

xe setcompany 3

will set the default company to ID = 3, which is HIPAASUITE2 in the example picture
above. The log entry for this command will be

'Set default company with ID 3
Company # 3 i= set as a default company

Excerpt from log. Default company changed.

EDI Exchange

Getting Started
About EDI Exchange

EDI Exchange is a module available in most HIPAAsuite EDI applications. It is an option
that you can purchase for an additional cost. Some of our products, such as HIPAA Claim
Master, process EDI files but do not receive or send EDI files to and from your trading
partners. EDI Exchange is created to do that. EDI Exchange is designed for those
organizations that have a large volume of EDI files, need more order and automation and
adhere to tougher compliance rules. The EDI Exchange is an EDI pre-processor that
handles FTP transport, encryption, HIPAA compliance check, trading partner
management, etc. Outgoing EDI files can be checked for compliance; individual records
that do not pass the check can be withheld.

HIPAAsuite products with EDI Exchange module have a main menu item called "EDI
Exchange" with sub-menus to call the module's functions.
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|

File  View Database CodeSets Image Setup Log IEDIExchangEIHEIp

i — =3 Check EDI File
— .
> £
= _a

Trading Partners

mm Mode Inbox Manager

@ Sereen FTP Client

© Pinter SEF Files

© Spreadshest e EDI Exchange Setup

L ie Encryption Setup

) Image File Create EDI Exchange Tables
Create 999 Files Tables

[[] Data Export Autoprocess Setup

Counter i Automatic Scheduler

Files |:| N EDI Receive Log
Records [ | ‘@  EDISendlog

Request EDI Exchange License
Run " . 1 EDI Exchange License Information

The "EDI é;(chaﬁée" menu in HIPAA Enrollment Master
EDI Exchange performs the following functions:

¢ Trading Partners Management — The following Trading Partner's parameters can
be stored and transparently managed with the help of EDI Exchange: name,
address, EDI identifiers, delivery methods, encryption parameters, FTP servers,
CORE-Compliant server addresses and credentials, communication numbers and
folders to keep files separated, special requirements specific to this trading
partner. Read more in Setting up Trading Partners.

e File Transport — EDI Exchange has a built-in FTP client that can securely connect to
your trading partner's FTP servers. If you employ your own FTP server, you can
utilize the folder structure that EDI Exchange uses to manage incoming files, users,
home directories and permissions so that your Trading Partners can drop off and
pick up EDI files. Supported are:

e Simple FTP

e FTP Secure
e Implicit FTPS
e Explicit FTPS
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e Secure Shell FTP or sFTP

Read more in Using FTP Client.

Encryption — Many healthcare-related companies use encryption to cloak the
content of their EDI files. The prevalent method of encryption is PKI (Private Key
Infrastructure) that uses the product of two incredibly large prime numbers as
cipher. EDI Exchange supports PGP (Pretty Good Privacy), the leader in PKI products
as well as the open source GPG project with its Windows sub project PGP4Win. Both
are implementations of the same encryption mechanism. Read more in Using

Encryption.

File Management — EDI Exchange uses a clear directory structure to store EDI files.
The structure is based on root directories for incoming files, outgoing files,
processed files and suspended files. Below these root directories, there are
subdirectories for each trading partner and then each transaction set. Read more
in Defining Root Directory and Initializing EDI Exchange.

EDI Compliance Check — EDI standards are strict and precise; adherence to the
standards is very important so that any organization can work with them regardless
of their backend system software. EDI Exchange has a built-in compliance engine
that checks incoming files for compliance. The engine also generates a report listing
each problem with the exact location. Outgoing EDI files can also be checked and
you have an option to withhold individual records that violate the rules. Read more
in Checking EDI Files.

EDI Control for Transactions — The EDI protocols have a few supporting transaction
sets that are useful to the smooth functioning of EDI exchanges. They provide the
sender with an instant feedback on receipt. The following transaction sets are
available:

e TA1 Acknowledgment
® 997/999 Functional Acknowledgment
e 277U/277CA Unsolicited Claim Status Response (in case of Claims)

Logging — EDI Exchange has several logs that are instrumental to keep processing in
order and allows to forensically investigate mishaps. There are three logs in EDI
Exchange:

¢ Incoming file log — See Accessing EDI Receive Log.

e Outgoing file log — See Accessing EDI Send Log.

¢ Daily transaction log
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71.2 Requesting EDI Exchange License

If your trial has expired, you can request an extension to the trial.

If you purchased the product and need a final license key, you should request an EDI
Exchange license.

Follow the instructions below to request a trial or final license key.

1. Select "Request EDI Exchange license” under the "EDI Exchange" menu item.

|

File  View Database CodeSets Image  Setup

law | > | [

Check EDI File

L

Trading Partners

?‘:‘M Mode % Inbox Manager

L SR FTP Client

M5 SEF Files

© Spreadsheet Fie EDI Exchange Setup

(21 ASCII File Encryption Setup

() Image File Create EDI Exchange Tables
Create 999 Files Tables

[7] Data Export Autoprocess Setup

Counter Automatic Scheduler

EDI Receive Log
EDI 5end Leg

oo [

Run P‘

Request EDI Exchange License

EDI Exchange License Information

Run with

A menu item to request a license key

2. Once you have clicked this menu item, your default email application appears. In our
case, it is Microsoft Outlook. All information necessary to produce the key is
automatically filled out.
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From = Martin.Scholl@HIPAASuite.com
- TO:: nifo @HIPAASUite,
Send
Ce..
BOC..
Subject: [EDI Exchange][7EDLCFEEF): Request for License

Request for License

Product: EDI Exchange
Volume ID: 7BDCFBEBF

Current Key:
Key:

Email message created by EDI Exchange

3.You can add a trial extension or a final key after purchasing or relocating the
software.

Once you receive the response with the key for EDI Exchange, you can bring the
"Registration Form" screen up again and click on "Register”. Enter the key to unlock EDI
Exchange. In the Result area, you will see that EDI Exchange has been registered.

Result

The Key is successfully registered.

Image Creation Compaonert is registered.

Wor with Database Component is registered.
Thank you for purchasing HIFAA Claim Status Checheer

Entering the license key

71.3 Registering EDI Exchange

EDI Exchange is licensed separately from the host application, HIPAA Claim Master, for
example. The reason is that EDI Exchange will work on all HIPAAsuite Products that are
installed on your particular computer. For example, if you have HIPAA Claim Master and
HIPAA Enrollment Master licensed, only one license of EDI Exchange is needed and the
module will work across two products.

When you first install a HIPAAsuite product of your choice, a 15-day EDI Exchange trial is
included. Once the trial expires, EDI Exchange loses its functionality. The menu items
under "EDI Exchange" become disabled except the last ones that allow you to license and
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enable the product.

@ s ssmvese s

File  Forms View Search  Claim Entry/Edit DataBase CodeSets Logs Image  Setup | EDIExchange | Help

2 ) = Check EDIFile
@ > A" ¥ @ e

Trading Partners -

[ =]

Output Mode e 5 Inbox Manager
_ spgsat e o o gl
© Prter el il FTP Client
BLimerae 13asazs nceres P 00
@ Screen i e e it SEF Files
) Image Fle EDI Exchange Setup
Encryption Setup
Data Import Create EDI Exchange Tables
Create 999 Files Tables
Claim T
B we Autoprocess Setup
) Professional .
- Automatic Scheduler
() Institutional : =
() Dental | I=SHIE ! EDI Receive Log
) Reporting i EDI Send Log
Counter Request EDI Exchange License
EDI Files l:l EDI Exchange License Information

Total Amourt

The "EDI Exchange” menu with menu items disabled

You can register the product by clicking on the "EDI Exchange License Information” option
under the "EDI Exchange"” menu.
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setup | EDIExchange | Help

Check EDI File

— Trading Partners -

% Inbox Manager

FTP Client
SEF Files
EDI Exchange Setup
Encryption Setup
%‘_ Create EDI Exchange Tables
== Create 999 Files Tables
:;:-a:_ﬁ Autoprocess Setup
:E’; Automatic Scheduler
f EDI Receive Log
_ | EDISendlog
F--'- Request EDI Exchange License

: EDI Exchange License Information

"EDI Exchange License Information” option under the "EDI Exchange”

Then the license screen appears. In the lower left corner you can find the unique
registration number needed to create either trial extensions or final licensing.

EDI Exchange

1.0
Day{s) remaining for trial ]

This software is for evaluation purposes only and has limited
functionality

You will have to purchase this software if you want to continue using it
after a free evaluation has expired.

Registration Mumber:
3E76196D H Register ]

The license information screen
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7.2

7.21

7.2.2

Once you click on "Register,” you can enter the license key that you have previously

received via email from us (see Requesting EDI Exchange License.) Click on "Register” and

you will see the registration message in the "Result” area.

Result

The Key is successfully registered.

Image Creation Component is registered.

Work with Database Component is registered.
Thank you for purchasing HIPAA Claim Status Checleer

Extending the trial by entering a license key

Close the "Registration Form" and continue using the EDI Exchange.

Configuring EDI Exchange (Obligatory Settings)

1 Setting up Database Connection

EDI Exchange work is based on the database connection that you define under Database »
Connection and Data Fields in the main menu of the HIPAA host application. Make sure
the connection has already been set up and tested before proceeding with EDI Exchange.

Then proceed to the next step: Creating Database Tables.

2 Creating Database Tables

Once you have configured the database connection (Setting up Database Connection),
follow the instructions below.

1. Select EDI Exchange » Create EDI Exchange Tables in the main menu.
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EDI Exchange
Check EDI File

Trading Partners
[% Inbox Manager

FTP Client

SEF Files

EDI Exchange Setup

Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables

Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDI Exchange License

EDI Exchange License Information

The menu item to create the necessary tables.

2. The "Create Tables for EDI_Exchange" screen will appear. Table creation and/or
modification for your database is handled here.
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F ™

Database
@ Microsoft SQAL Server ) MySQL/Generic

Trading Partner | TRANS_LOG | TRANS_LOG_ERRORS | SEND_LOG | comPany_seTup|

TradingPartner Table script:

1 CREATE TABLE [dba].[TradingPartner]( .
[TradingPartnerlD] [varchar](15) NOT NULL.

[TradingPartnerlD_QUAL] [char](2) NULL.

[ETINNg] [varchar](15) NULL,

[NAME] [warchar]({40) MULL,

[Contact] [varchar]{100) NULL,

[Phene] [varchar]({15) NULL.

[Extension] [varchar](10) NULL,

[Email] [varchar](75) NULL.
I
I
[
I

LD 00 s O 0N fe LIPS

10 Fax] [varchar](15) NULL.

LocalFtpUser] [varchar](20) MULL.

LocalFtpPassword] [varchar](20) NULL,

Address1] [varchar](100) NULL,

4 [Address2] [varchar](100) NULL,

[City] [warchar](30) NULL,

16 [State] [char](2) NULL,

[Zip] [wvarchar](10) NULL,
[FtpAddress] [varchar](50) NULL,
[PutDirectory] [varchar|(50} MULL.
[GetDirectory] [varchar](50) NULL.

21 [FtpArchive] [varchar](20) NULL,
[FtpUserName] [varchar]{40) NULL.
[FtpPassword] [varchar](40) NULL.
[FTPPort] [varchar]({12) MULL,

25 [Outbox] [varcharl{50) NULL, M

’ Compare Script with existing Table ] Save l [ Execute Script l

The screen to create the tables
3. Select the database type you use for your host HIPAA application.
e Database
e Microsoft SQL Server (SQL Server 2008 and above)
e MySQL

Note: In case your database is not listed, modify the scripts or ask your database administrator to
make the necessary modifications.

4. The following tables are part of EDI Exchange:

e TradingPartner — SQL statements to create the "TradingPartner” table in your
database. This table contains information about trading partners.

e Trans_Log — SQL statements to create the "TRANS_LOG" table in your database.
This table contains incoming file information, keeps track of all EDI files that you
receive and the compliance check report.

e Trans_Log_Errors — SQL statements to create the "TRANS_LOG_ERRORS" table in
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your database. This table collects the results of the compliance check and keeps
track of all sent files.

e Send_Log — SQL statements to create the "SEND_LOG" table in your database.
The table contains information about EDI files created and sent to trading
partners.

e Company_Setup — SQL statements to create the "COMPANY_SETUP" table in your
database. This table collects information about you, the sender of EDI
information.

5. You can modify the scripts so that they run on your specific database. Once you have
you modified the script, click "Save."

Tip: Every database system has their own little syntax idiosyncrasies and the scripts might require
tweaking. You can edit the table scripts in this screen and save your modified scripts. One example
are 'date’ and 'time’ or ‘'money' data types that do not exist in SQL Server 2005. You can just rename
those types to 'datetime’ and save you script and it will run fine.

F B

Database
@ Microsoft SQL Server ) MySQL/Generic

Trading Partner | TRANS_LOG | TRANS_LOG_ERRORS | SEND_LOG | COMPANY_SETUP|

TransLog Table script:

T CREATE TABLE [dbo] [TRANS_LOG]( R
2 [ID] [varchar](200) NOT NULL, B
[PayloadID] [varchar](200) NULL,
[TRADING_PARTNER] [varchar](15) NULL
[TRANSACTION_TYPE] [char](3) NULL.
[ORIG_TRANSACTION_TYPE] [char](3) NULL.
[PROCESS_DATE] [date] NULL,
[PROCESS_TIME] [time](0) NULL.
[OPERATOR] [varchar](20) NULL.
[RECORD_IDS] [varchar](2000) NULL.
[RECORD_COUNT] |bigint] I\{ULL.

WD 0O ~J M L B

prg—
J—

m

4 [CHECK_MESSAGES] [bigint] NULL,

15 [ResponseFile] [varchar] (300) NULL,

16 [AcknowledgementFile] [varchar] (300) NULL,

7 [ExitCode] [smallini] NULL.

18 CONSTRAINT [PK_TRANS_LOG] PRIMARY KEY CLUSTERED

20 - [ID]ASC

)
22 ) ON [PRIMARY]
23 =

-

[ Compare Script with existing Table ” Drop TRANS LOG schema [ Save ” Execute Script ]

The "Save" button

6. For each script on every tab, click "Execute Script” to create the corresponding table
in the database.

© 2014 HIPAASuite



EDI Exchange 79

F R

Database
@ Microsoft SQL Server ) MySQL/Generic

Trading Partner | TRANS_LOG | TRANS_LOG_ERRORS | SEND_LOG | COMPANY_SETUP |

TradingPartner Table script:

1 CREATE TABLE [dbo] [TradingPartner]( -
[TradingPartnerlD] [varchar](15) NOT NULL,
[TradingPartnerlD_QUAL] [char](2) NULL,
[ETINMo] [varchar]{15) MULL,

[NAME] [warchar](40) NULL.

[Contact] [varchar](100) NULL,

[Phene] [varchar](15) NULL.

[Extension] [varchar](10) NULL,

[Email] [varchar](75) NULL.

[Fax] [varchar](15) MULL, =m
[LocalFtpUser] [varchar](20) MULL.,

[LocalFtpPassword] [varchar](20) NULL,

[Address1] [varchar](100) NULL,

[Address2] [varchar](100) NULL,

[City] [varchar](30) NULL,

[State] [char](2) NULL,

[£ip] [wvarchar](10) NULL,

[FtpAddress] [varchar](50) NULL,

[PutDirectory] [varchar]|(50} MULL.

[GetDirectory] [varchar](50) MULL,

[FtpArchive] [varchar](20) NULL,

22 [FtpUserMame] [varchar](40) NULL.

23 [FtpPassword] [varchar](40) NULL.

24 [FTPPor] [wvarchar](12) NULL,

m

S — Y —————
L0 00 =] N N e L) RO — W0 00 ] O T e Ld P

Fa Pl
—1

25 [Qutbox] [varcharl(50) MULL. T
l Compare Script with existing Table ] Save l[ Execute Script ]

The "Execute Script” button

Notice: Creating tables means clicking the "Execute Script” button in all five tabs of the "Create Tables
for EDI_Exchange” window. Then close this window.

7.0nce the table has been created successfully, you will see the following notification:

R

Table 'TradingPartner' successfully created

The Create Table script success message

Warning: Double-execution of a script wipes out the previous table you have created. A prompt will
warn you before deleting an existing table. To Add/Remove fields use the "Compare Script..."
button. Remove the script files once you have created the tables so nobody can destroy the tables
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by accident.
. =

:] This action will wipe cut all your data in TradingPartner table, Proceed?

L¥s JL M |

. B 1
The double-execution warning message.

Make sure there are no error messages and the table creation has been completed
successfully.

Compare Script with existing Table

HIPAAsuite products go through continual development and improvements. Often these
changes lead to new fields in the database. While it is easy to drop a table and
regenerate it with the new fields, you will loose all the data in the table. To avoid this
trouble there is the button "Compare Script with existing Table". | you click this, the
table structure in your database will be compared with the script. There are two possible
outcomes. Your table is up to date

- ==

You have all the fields in your table.,
There is nothing to do

| |

Table is up to date

or if your table is missing recently added fields, you will see a window pop up that shows
an 'Alter Table' script with which you can add those fields to the table without interfering
with existing data.
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n'J Changes to your tab_ll LI_Ig

1 Alter Table TradingPartner

Add
[SourceEntitylD] [char](2) NULL.
[SourcelDQualifier] [char](2) NULL,
[SourceMame] [varchar]{50) NULL.
[SourcelD] [varchar](50) MULL

N LT ek L P

-

Execute Script ]

The 'Alter Table' script that shows as a result of missing fields

You can now click the "Execute Script” button and the field will be added and a message
will confirm your changes

. =)

Table successfully altered

| |

Alter Table statement successfully executed.

Once you have created the tables, you can start setting up the other application options.
See the next step: Defining Auto-Processing Options.

7.2.3 2b Creating 999 File Tables

Once you have configured the database connection (Setting up Database Connection),
follow the instructions below.

1. Select EDI Exchange » Create 999 Files Tables in the main menu.
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EDI Exchange | Help

Check EDI File

— Trading Partners -
é Inbox Manager
FTP Client
SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables

Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDI Exchange License

EDI Exchange License Information
g [ - — L | Smm—————

The menu item to create the necessary tables

2. The "Create Tables for 999 Files" screen will appear. Table creation and/or

modification for your database is handled here.
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F ™

Database
@ Microsoft SQL Server ) Oracle O MySQL/Generic

ImplementationAck |Transac1.ionF{espcmse | SegmentErrors | Elemenﬂ'\lutes|

ImplementationAck Table script:

1 CREATE TABLE ImplementationAck( -
[ID]int IDENTITY NOT NULL.
[FileName] varchar{100) NULL.
[SenderlD] varchar(15) MULL,
[SendTime] datetime NULL.
[GroupControlNo] varchar(9) NULL,
[TransactionControlNo] varchar(9) NULL,
[FuncitionallD] char(2) NULL,
[OnginalGroupControlMa] varchar(9) NULL,
10 [Version] varchar{12) NULL.
1 [AckCode] char(1) NULL,

[IncludedTS] int NULL.
13 [ReceivedTS] int NULL,

[AcceptedTS] int MULL.

LD 00 s O 0N fe LIPS

[ErrorCode1] char{3) MULL.

[ErrorCode?] char({3) NULL,
7 [ErrorCode3] char{3) MULL.

[ErrorCode4] char{3) NULL.
19 [ErrorCode5] char{3) NULL,
20 PRIMARY KEY ([1D])

’ Compare Script with existing Table Save l [ Execute Script l

The screen to create the tables
3.Select the database type you use for your host HIPAA application.
e Database
e Microsoft SQL Server (SQL Server 2008 and above)
e Oracle
e MySQL

Note: In case your database is not listed, modify the scripts or ask your database administrator to
make the necessary modifications.

1. The following tables are part of EDI Exchange:

¢ ImplementationAck — SQL statements to create the "ImplementationAck” table in
your database. This table contains information about Acknowledgments.

¢ TransactionResponse — SQL statements to create the "TransactionResponse” table
in your database. This table contains individual transactions contained in 999 files.
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e SegmentErrors — SQL statements to create the "SegmentErrors” table in your
database. This table contains individual segments in error contained in 999

transactions.

e ElementNotes — SQL statements to create the "ElementNotes" table in your
database. The table contains the elements in error in a specific segment.

5. You can modify the scripts so that they run on your specific database. Once you have

you modified the script, click "Save."

Tip: Every database system has their own little syntax idiosyncrasies and the scripts might require
tweaking. You can edit the table scripts in this screen and save your modified scripts. One example
are 'date’ and 'time’ or ‘'money' data types that do not exist in SQL Server 2005. You can just rename

those types to 'datetime’ and save you script and it will run fine.

r ki
Database
@ Microsoft SQL Server ) Oracle @ MySQL/Generic
ImplementationAck |Transac1ionF{esponse | SegmentErrors | EIementhrtes|
ImplementationAck Table script:
1 CREATE TABLE ImplementationAck( »
2 [1D] int IDENTITY NOT NULL.
3 [FileName] varchar(100) NULL
- [SenderlD] varchar(15) MULL.
5 [SendTime] 5 NULL.
6 [GroupContralMNo] varchar(9) NULL,
7 | TransactionCaontrolMo] varchar(9) NULL,
8 [FuncitionallD] char(2) NULL,
9 [CnginalGroupControlMNa] varchar(9) NULL,
10 [Version] varchar(12) NULL.
1 [AckCode] char{1) NULL,
12 [IncludedTS] int NULL.
13 [ReceivedTS] int MULL,
B lAcceptedTS] int MULL.
15 [ErrorCode1] char{3) NULL,
16 [ErrarCade2] char{3) NULL,
7 [ErrorCode3] char{3) NULL,
18 [ErrarCade4] char{3) NULL,
19 [ErrorCodeb] char{3) NULL.
20 PRIMARY KEY ([ID])
21 :]j
[ Compare Script with existing Table Save ] [ Execute Script ]

The "Save" button

6. For each script on every tab, click "Execute Script” to create the corresponding table

in the database.
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F ™

Database
@ Microsoft SQL Server ) Oracle O MySQL/Generic

| Implementationfck | TransactionResponse |SegmentError3| Elemenﬂnlntes|

SegmentErrors Table script:

1 CREATE TAELE SegmentErmors( -
[ID] int IDENTITY NOT MULL,

[TS_ID] int NOT NULL,

[Ack_ID] int NOT NULL,

[SegmentlDCode] char(3) NULL.

[SegmentPosition] int NULL.

[LooplD] varchar{4) NULL.

[ErrorCode] varchar(9) NULL.

LD 0O ] O LT e La B

10 fFCTX

11 [CTX1_ContextName] varchar{35) NULL.

12 [CTX1_ContextReference] varchar(35) NULL,
13 [CTX1_SegmentlD] char(3) NULL,

14 [CTX1_LooplD] varchar(4) NULL,

15 [CTX1_SegmentPosition] int MULL,

16 [CTX1_ElementPosition] int NULL.

17 |[CTX1_ComponentDataElementPos] int NULL.
18 [CTX1_RepeatingDataElementPos] int MULL.
19 [CTX1_ElementReferencel] varchar(4) NULL,
20 [CTX1_ElementReference?2] varchar(4) NULL,

22 [CTX2_ContextName] varchar(35) NULL,

23 |[CTX2_ContextReference] varchar(35) NULL,

24 [CTX2_SegmentlD] char(3) NULL,

25 [CT*2_LooplD] varchar(4) NULL, -

[Compare Script with existing Table ] Save ] [ Execute Script ]

The "Execute Script” button

Notice: Creating tables means clicking the "Execute Script” button in all four tabs of the "Create
Tables for 999 Files" window. Then close this window.

7.0nce the table has been created successfully, you will see the following notification:

)

Table 'ElernentMotes’ successfully created

Ok

The Create Table script success message

Warning: Double-execution of a script wipes out the previous table you have created. A prompt will
warn you before deleting an existing table. To Add/Remove fields use the "Compare Script..."
button. Remove the script files once you have created the tables so nobody can destroy the tables
by accident.
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# ™
I -

:] This action will wipe out all your data in ElementMotes table, Proceed?

The double-execution warning message.

Make sure there are no error messages and the table creation has been completed
successfully.

Compare Script with existing Table

HIPAAsuite products go through continual development and improvements. Often these
changes lead to new fields in the database. While it is easy to drop a table and
regenerate it with the new fields, you will loose all the data in the table. To avoid this
trouble there is the button "Compare Script with existing Table". | you click this, the
table structure in your database will be compared with the script. There are two possible
outcomes. Your table is up to date

. )

You have all the fields in your table,
There is nothing to do

1 |

Table is up to date

or if your table is missing recently added fields, you will see a window pop up that shows
an ‘Alter Table' script with which you can add those fields to the table without interfering
with existing data. In the latter case, you can click the "Execute Script” button and the
field will be added and a message will confirm your changes
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e

Table successfully altered

Alter Table statement successfully executed.

7.24 2c Updating Database Tables

To update an existing table (in the event of an update, for example), follow the
instructions below.

1. Start with the table creation script window of the table you want to update. In this
example, we will use the Trading Partner table.

F ™

Database
@ Microsoft SQAL Server ) MySQL/Generic

Trading Partner | TRANS_LOG | TRANS_LOG_ERRORS | SEND_LOG | comPany_seTup|

TradingPartner Table script:

1 CREATE TABLE [dba].[TradingPartner]( .
[TradingPartnerlD] [varchar](15) NOT NULL.
[TradingPartnerlD_QUAL] [char](2) NULL.
[ETINNg] [varchar](15) NULL,
[NAME] [warchar]({40) MULL,
[Contact] [varchar]{100) NULL,
[Phene] [varchar]({15) NULL.
[Extension] [varchar](10) NULL,
[Email] [varchar](75) NULL.
10 [Fax] [varchar](15) MULL,
11 [LocalFtpUser] [varchar](20) NULL,
12 [LocalFtpPassword] [varchar](20) NULL.
13 [Address1] [varchar](100) NULL,
4 [Address2] [varchar](100) NULL,
15 [City] [warchar](30) NULL,
16 [State] [char](2) NULL,
7 [Zip] [wvarchar](10) NULL,
18 [FtpAddress] [varchar](50) NULL,
19 [PutDirectory] [varchar|(50} MULL.
20 [GetDirectory] [varchar](50) NULL.
21 [FtpArchive] [varchar](20) NULL,
22 [FtpUserName] [varchar]{40) NULL.
23 [FtpPassword] [varchar](40) NULL.
24 [FTPPort] [varchar]({12) MULL,
25 [Outbox] [varcharl{50) NULL, -

’ Compare Script with existing Table ] Save l [ Execute Script l

[felye-RL s S PR FLY K )

The table creation script for the Trading Partner table.

2. In the case of modifying a table to include/exclude/change a field or fields required by
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a program update, the script will have been updated for you and clicking the Compare
Script with existing Table button will bring you to the next step. To modify the table
yourself in order to conform to your particular database, first edit the script text to
suit your database system, click the Save button, then the Compare Script with
existing Table button, and proceed to the next step.

Tip: Every database system has their own little syntax idiosyncrasies and the scripts might require
tweaking. You can edit the table scripts in this screen and save your modified scripts. One example
are 'date’ and 'time’ or ‘'money' data types that do not exist in SQL Server 2005. You can just rename
those types to 'datetime’ and save you script and it will run fine.

3. Having clicked Compare Script with existing Table, the script will be compared to the
existing table and any additional fields will be presented. In this example, the Trading
Partner table's Address fields will be added.

5! Changes to your table — O e

1 Alter Table TradingPartner

; Add
[Address1] [varchar]({100) NULL,
[Address2] [varchar]{100) NULL,
[City] [warchar](30) NULL,
[State2] [char]i2) NULL.
[Zip] [varchar](10) NULL

P o L P

Execute Script Cancel

Changes to be made to Trading Partner table.

4. Click Execute Scipt. This will perform the additions/changes stated in the alter table

script and a prompt will appear informing you of the change. The table has now been
modified.

Table successfully altered

Table has been altered.
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7.2.5 3 Defining Auto-Processing Options

In the "Auto-Process Setup” you can instruct the program on what to do after analyzing
and decrypting the received files in the Inbox Manager. The auto processing enables you
to combine and run multiple fulfilment steps together (for example, export, saving,
printing.) These options are important for the hand-over from EDI Exchange to the other
HIPAAsuite program that hosts EDI Exchange.

Follow the instructions below to specify the Auto Process Options.

1. Select EDI Exchange » Autoprocess Setup in the main menu.

Check EDI File

Trading Partners

Inbox Manager

FTP Client
SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables

Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Leg

Request EDI Exchange License

EDI Exchange License Information

The "Autoprocess Setup” menu item

2. The following screen will appear if the host HIPAA application is Enrollment Master.
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Automatic Processing Cptions ‘ l"':' (S] S

Get Rles from Trading Partners

[C] Check FTP servers for new files and place them into Inbox

Default Automatic Processing Options
[] Export in Database

[”] Print i

Saveto: [|Image  [C] Excel [T ASCII

Save Cancel
h. E - A
Defining the Auto Processing Options

3. The following options can be specified:
Check Path Options

e Check FTP servers for new files — If checked, EDI Exchange automatically looks for
new files for all trading partners that have FTP connection set up. Then the program
gets all the waiting files and puts them into the Inbox. In the second step, it goes
through every file.

Default Automatic Processing Options
e Export in Database — If selected, the module exports new files to the database.
¢ Print — If selected, the module prints files using the selected printer.

e Create Auto-Response — If selected, the module creates an auto-response to the
received files.

e Save to — If selected, the system automatically saves files as:
¢ Image
e Excel
e ASCII
4. Click "Save."
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-

Automatic Processing Options l = | (] |_i3-]

Get Rles from Trading Partners
/| Check FTP servers for new files and place them into Inbox
Default Automatic Processing Options
¥| Export in Database

4| Print  Use printer: Fax -
Save to: ¥l Image J| Excel < ASCI
Save | Cancel |

The "Save" button

Once you have saved the auto-processing options, the files will not only be analyzed but
also processed according to the defined settings. Proceed to the next step: Defining
Communications Directory.

7.2.6 4 Defining Communications Directory

EDI file directory is an obligatory setting you need to set up before starting using the EDI
Exchange. In order to keep track of the thousands of EDI files that accumulate over
time, EDI Exchange uses a folder structure which we call the "HIPAAsuite Communications
Directory” or "HIPAAsuiteCommDir” in short. In it, you will find all your EDI files sorted
into several categories:

¢ Inbox

e Outbox

¢ ProcessedFiles

¢ EncryptedFiles
e SuspendedFiles

Within these directories, there will be folders for each Trading Partner and type of
transaction. The location and names of the sub-folders are handled in the "Trading
Partner Setup.” See Setting up Trading Partners.

Follow the instructions below to specify EDI communications root directory.

1. Select "EDI Exchange Setup” under the "EDI Exchange"” menu item.
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EDI Exchange
Check EDI File

Trading Partners
& Inbox Manager

FTP Client

SEF Files

EDI Exchange Setup

Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDI Exchange License

EDI Exchange License Information

The "EDI Exchange Setup” menu item

2. The following window will appear.

EDI Exchange Directory Setup
Root Directory Path Browse

Email Server Information Email Notification
SMTP Server Sender's email address [] Send email notice of newly arrived Files?

UserName Password Recipients
[C] SMTP server requires Logon P

[] Connectto the SMTP server via the SSL protocol Use Port
Outgoing Files Other options

[] Validate outgoing files [[] RejectIncoming Files with more errors than
. . (set Count below)
Halt records if EDI compliance

warnings are found

EDI Fles with Other Type in Inbox

® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ]

@ Leave file for other program

) Auto process if other program is available

The "EDI Exchange Setup” window

Note: The icon in the lower left corner indicates that EDI Exchange has not been initialized yet.

3. Under "EDI Exchange Directory Setup” specify the following setting:
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e Root Directory Path — Define the root path in the "Root Directory Path" text field.
The root path is the folder where all your EDI files reside. EDI Exchange will later
create sub-directories required to operate.

EDI Exchange Directory Setup

Root Directory Path Browse

The root communications directory setup

4. Click "Save."”

-
EDI Exchange Directory Setup
Root Directory Path  pAEDI Browse
Email Server Information Email Notification
SMTP Server Sender's email address [7] Send email notice of newly arrived Files?
Add
User Name Password Recipients
[7] SMTP server requires Logon B
[7] Connectto the SMTP server via the SSL protocol Use Port
Outgoing Files Other options
[[] Validate outgoing files [[] Reject Incoming Files with more errors than

. . (set Count below)
Haltrecords if EDI compliance

warnings are found

EDI Fles with Other Type in Inbox
@ Leave file for other program

©) Auto process if other program is available

® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ]

The "Save" button

After setting the root directory, you can click the "Initialize EDI Exchange" button. Read
more in Initializing EDI Exchange.

7.2.7 5 Initializing EDI Exchange

Before you can use EDI Exchange, and after you have configured the obligatory settings,
you have to perform the initialization. Follow the instructions below.

1. Select "EDI Exchange Setup” under the "EDI Exchange” menu item.
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EDI Exchange
Check EDI File

Trading Partners
& Inbox Manager

FTP Client

SEF Files

EDI Exchange Setup

Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDI Exchange License

EDI Exchange License Information

The "EDI Exchange Setup” menu item

2. The following window will appear.

EDI Exchange Directory Setup
Root Directory Path Browse

Email Server Information Email Notification
SMTP Server Sender's email address [] Send email notice of newly arrived Files?

UserName Password Recipients
[C] SMTP server requires Logon P

[] Connectto the SMTP server via the SSL protocol Use Port
Outgoing Files Other options

[] Validate outgoing files [[] RejectIncoming Files with more errors than
. . (set Count below)
Halt records if EDI compliance

warnings are found

EDI Fles with Other Type in Inbox

® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ]

@ Leave file for other program

) Auto process if other program is available

The "EDI Exchange Setup” window

Note: The icon in the lower left corner, indicating that EDI Exchange has not been initialized yet.

3. After setting the root directory (see the previous step Defining Communications
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Directory), you can initialize EDI Exchange module. Click the "Initialize EDI Exchange”
button to accomplish the process.

-
EDI Exchange Directory Setup
Root Directory Path  pEDI, Browse
Email Server Information Email Notification
SMTP Server Sender's email address [C] Send email notice of newly arrived Files?
Add
User Name Password Recipients
[C] SMTP server requires Logon
[[] Connectto the SMTP server via the S5L protocol Use Port
QOutgeing Files Other options
[] Validate outgoing files [[] RejectIncoming Files with more errors than

. . (set Count below)
Haltrecords if EDI compliance
warnings are found

EDI Fles with Other Type in Inbox

( 9 EDI Exchi is NOT initialized! Initialize EDI Exchange _
aness yet initia [ ] @ Leave file for other program

[ se= ] B

The "Initialize EDI Exchange" button

Once the "Initialize EDI Exchange” button is clicked, the system checks if all settings have
been configured correctly.

1. The first thing the initialization process checks is the connection to the database and
the presence of the necessary tables. EDI Exchange relies on the database connection
that is part of the HIPAAsuite application that you are using. EDI Exchange needs
Database Connectivity licensed and enabled. If this part is not yet set up, then you will
get an error like this:

Processing Results M=1E3
EDI Exchange intialization started

Checking SOL settings and tables:
Could not establish connection

EDI Exchange encountared the above arrors
EDI Exchange is not operational until everything checks out

Initialization failed because of SQL connection problems

Read more in Setting up Database Connection.

2. Once the connection is established, the program checks if the correct tables exist in
the database. See Creating Database Tables. Once the SQL part checks out, you will
see the following message.
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Checking SQL settings and tables:
Connection settings are checked. Trading Partners table is checked.
TRANS_LOG table is checked.
TRANS_LOG_ERRORS table is checked.
SEND LOG table is checked.

3. The next step of the initialization processes — the program checks and, if necessary,
creates the root directory and five sub-directories. Within these root directories, there
will be folders for each Trading Partner and type of transactions. The location and
names of the sub-folders are handled in the "Trading Partner” setup. The root folder is
specified via the "EDI Exchange Setup” screen. Read more in Defining Root Directory.

The sub-directories that EDI Exchange creates are as follows:

G,\ J + Computer = WS2008 (C:) = 3 -
Organize * Indudeinlirary +  Sharewith +  New folder
- Favorites MName * Date modified Type
Encryptedtles 1/31,/2013 5:55 PM Fle folder
y Libraries Inbeox 1/31/2013 5:56 PM File folder
Outhox 1."3!_|"2l] 13 5: 56 PM Fle folder
"}f“‘“”“m’ ProcessecSies 1312013 5:56PM  File folder
Y WS2008 (C:
_— () SuspendedFiles 1/31,/2013 5:55 PM File folder
g Data (D:)

The directory structure of EDI Exchange

4. The next step of the initialization — the program checks if the HIPAA EDI compliance
engine is properly installed.

5. The last thing checked by the system is if the Automatic File Processing options have
been set up. Read more in Defining Auto-Processing Options. The options are
important for the hand over from EDI Exchange to the other HIPAAsuite program that
hosts EDI Exchange.

Once all verifications have been completed successfully, you will see the following
message:
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Processing Results

EDI Exchange inibalization started

Checking SQL setings and tables:
Conneclion sellings are checked
Trading Parners table is checked.
TRAMNS_LOG table is checked.
TRANS_LOG_ERRORS table is checked.
SEND_LOG table is checked.
COMPANY_SETUP table is checked.
COMPANY _SETUFP data is validated.

Checking for Required Directories:
Inbox Directory is checked.
Outbox Directory is checked.
Processed Directory 15 checked.
Crypt Directory is checked,
Suspense Directory is checked.

Checking for EDIDev:
EdiDev is found.

EDI Exchange has been successfully iniialized and is ready for use.

Successful initialization of EDI Exchange

After that your EDI Exchange is initialized.

EDI Exchange Directory Setup

RootDirectory Path  p1EDI, Browse

Email Server Information Email Notification

SMTP Server Sender's email address [] Send email notice of newly arrived Files?
Add

UserName Password Recipients

[[] SMTP server requires Logon
[[] Connectto the SMTP server via the SSL protocol Use Port
Outgoing Fles Other options

[] Walidate outgoing files [ RejectIncoming Files with more errors than
. . (set Count below)
Haltrecords if EDI compliance

warnings are found

EDI Fles with Other Type in Inbox

J EDI Exchange is successfully initialized. Initialize EDI Exchange ]

@ Leave file for other program
Save () Auto process if other program is available

The "EDI Exchange is successfully initialized" message on the bottom of the "EDI Exchange Setup” window

Troubleshooting Initialization
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When you are going through the Initialization process of the EDI Exchange, you can

encounter the following message in the "Processing Results” window:

Checking for EDIDev:

EDIDev is not installed!

Processing Results !EIE |

EDI Exchange inifialization started

Checking SOL setings and tables:
Conneclion setings are checked
Trading Farners table is chacked
TRAMS_LOG table is checked.
TRANS_LOG_ERRORS table is checked
SEMD_LOG table is checked.
COMPANY_SETUPR table is checked
COMPANY_SETUF data is vaelidated.

Checking for Reguired Directones:
Inbox Directory is checked.
Digthoee Directony is checked
Processed Directary is checked.
Crypt Directory is checked,
Suspense Directory is checked.

Checking for EDIDesw
|E|:IiDews not installed! |

EDI Exchange encountered the abowve errors
EDN Exchange is not operational until everything checks out,

The EdiDev component is not installed
To resolve this issue, do the following.

1. Go to the http://www.edidev.com/ediregis.htm site.

2. Some systems may require Microsoft Redistributable Package to be installed first. In
this case, download one of the following components according to your OS' bit depth.
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The recommendad minimum system requirement for Framework EDI:

« 256 MB RAM
s 1GB available disk space
« Windows 2000/2003/2008/XP/Vista'7

L] Prefequisit&s: Some Tystems may mquise Micmecd Redistribotabls Peckage 1o be installed fins o suppoet

O Prmnework EDIMNET (31 -bdt) - dowalead Microsodt Viegal €+ 200 Radisuitucsble Paclags (x88)

O Franework EDINETS (32-bif) - downlosd hlicmosoll Vissal O+ 1010 Radsssributabls Packags (168
O Famswork EDINET ($4-bif) - downlead hitrosofl Vissal C+ 2005 Badistitutable Packaze (x64)
0 Foenework EDNETH (§4-bit) - download hliooecd Vissal C<= 2010 Redistributsbls Packaee (x6d)

3. Download one of the following components you need according to your OS' bit depth:
e Framework EDI Enterprise evaluation 32-bit
e Framework EDI Professional evaluation 64-bit

4. Install downloaded components and start again the EDI Exchange initialization
procedure.

7.3 Configuring EDI Exchange (Optional Settings)

7.3.1 Setting up Email Notifications

EDI Exchange can send emails to operators and trading partners to notify them about files
and processing results. This functionality of EDI Exchange lies beyond the most basic
setup that the initialization checks for. For this feature to work properly, you need to set up
an email server which EDI Exchange communicates with. You can do this in the "Email
Server Information" frame of the setup screen. Follow the instructions below.

1. Select "EDI Exchange Setup” under the "EDI Exchange” menu item.
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EDI Exchange
Check EDI File

Trading Partners
& Inbox Manager

FTP Client

SEF Files

EDI Exchange Setup

Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDI Exchange License

EDI Exchange License Information

The "EDI Exchange Setup” menu item

2. The following window will appear.

EDI Exchange Directory Setup

Root Directory Path Browse

Email Server Information Email Notification

SMTP Server Sender's email address [7] Send email notice of newly arrived Files?
Add

UserName Password

Recipients
[C] SMTP server requires Logon ecipien

[] Connectto the SMTP server via the SSL protocol Use Port
Outgoing Files Other options

[] Validate outgoing files [[] RejectIncoming Files with more errors than
. . (set Count below)
Halt records if EDI compliance
warnings are found

EDI Fles with Other Type in Inbox

® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ]

@ Leave file for other program

) Auto process if other program is available

The "EDI Exchange Setup” window

3. Specify the following email options:
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Email Server Information
e SMTP server
¢ Sender's email address
e SMTP server requires logon
e Username
¢ Password
e Connect to the SMTP server via the SSL protocol

e Use port

EDI Exchange Directory Setup
Root Directory Path  D:\EDIy

Email Server Information Email Notification

SMTP Server Sender's email address [7] Send email notice of newly arrived Files?

smtp.gmail.com example@gmail.com Add
User Name Password

SMTP server requires Logon  yser R

Recipients

[] Connectto the SMTP server via the SSL protocol Use Port

Outgoing Fles Other options

[] Validate outgaing files [] RejectIncoming Files with more errors than
) ) (set Count below)
Halt records if EDI compliance
warnings are found

EDI Files with Other Type in Inbox

® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ]

@ Leave file for other program

) Auto process if other program is available

Setting up the email server

Note: If you do not have this information, please ask your administrator to set this portion up for you.

4. To configure email notifications, specify the following options:

Email Notification

¢ Send email notice of newly arrived files? — Use this checkbox to define if you want
to send email notice once new files have arrived.

¢ Recipients — You can add your staff's email(s) and the processing messages will be
sent to these emails.

Enter an email address and click "Add."
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. e
Browse

Email Notification
[] Send email notice of newly arrived Files?

example@email.com Add

Recipients

EDI Files with Other Type in Inbox
@ Leave file for other program

) Auto process if other program is available

Setting up the email recipients

The email address will appear in the list.
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T -
Browse
Email Notification
Send email notice of newly arrived Files?

Add

Recipients

example@email.com

EDI Rles with Other Type in Inbox
@ Leave file for other program

) Auto process if other program is available

e
Added email recipient

5. Click on the "Test" button to verify your settings.

6. Click on the "Save" button.

EDI Exchange Directory Setup
RootDirectory Path  p1gDI, Browse

Email Server Information Email Notification
SMTP Server Sender's email address Send email notice of newly arrived Files?
smtp.gmail.com example@gmail.com Add

User Name Password
SMTP server requires Logon  yser i

Recipients

example@email.com
Connectto the SMTP server via the SSL protocol Use Port

Outgoing Files Other options

Validate outgoing files Reject Incoming Files with more errors than
. . (set Count below)
Haltrecords if EDI compliance =

warnings are found U

EDI Fles with Other Type in Inbox
® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ]

@ Leave file for other program
) Auto process if other program is available

he "Save" button
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Troubleshooting Email Settings

If you have problems with setting up the email server, please contact your administrator. He/

She should know values to specify and how to test the settings.

Below is an example of what happens when the email server does not respond.

[ 2]

Failure!

After a time out, you get a failure notice

After acknowledging the failure, you get a more detailed error message in the process

result screen.

,
ECER . e

Percent Done: |

Sending email to
There was a problem with the email. See the log below.

220 smtp .gmail.com ESMTP p190sm 14579205ywp .56 - gsmip

200-SIZE 35882577
2B0-BBITMIME

250-5TARTTLS
ZB0-ENHANCEDSTATUSCODES
Z50-PIPELINING
ZB0-CHUNKING

250 SMTPUTF2

The process result screen with a detailed error message

EHLO 2h0-smtp gmail com at your service,

AUTH LOGIN<CRLF= 530 5.7.0 Must issue a STARTTLS command first. p150s
MAIL FROM:<e@mple@gmail com=<CRLF= RCPT TO:zexample @email com:=<C
530 5.7.0 Must issue a STARTTLS command first. p150sm14575805ywp 56 - gsmtp

530 5.7.0 Must issue a STARTTLS command first. p190sm14573805%wp 56 - gsmtp
RSET=CRLF= 250 2.1.5 Aushed p150sm 14575805wp .56 - gsmtp
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7.3.2 Setting up Incoming and Outgoing Files Options

To check if your files are HIPAA-compliant, EDI Exchange can run a compliance check on
outgoing EDI files. For incoming files, you can specify an acceptable error level. These
settings are especially important with new trading partner relationships or with new
processes since it always takes a while until an EDI process runs without issues and
problems.

Follow the instructions below.

1. Select "EDI Exchange Setup” under the "EDI Exchange” menu item.

Check EDI File

Trading Partners

Inbox Manager
FTP Client
SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables

Autoprocess Setup

Automatic Scheduler

EDI Receive Log
ECI Send Leg

Request EDI Exchange License

EDI Exchange License Information

:I'he "EDI Exchange Setup” menu item

2. The following window will appear.
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EDI Exchange Directory Setup
Root Directory Path Browse

Email Server Information Email Notification
SMTP Server Sender's email address [] Send email notice of newly arrived Files?

UserName Password

Recipients
[C] SMTP server requires Logon ecipien

[] Connectto the SMTP server via the SSL protocol Use Port
Outgoing Files Other options

[] Validate outgoing files [[] RejectIncoming Files with more errors than
. . (set Count below)
Halt records if EDI compliance

warnings are found

EDI Fles with Other Type in Inbox

® EDI ange is NOT yet initialized! . ] @ Leave file for other program

) Auto process if other program is available

The "EDI Exchange Setup” window

3. Specify the following outgoing files options:
Outgoing Files

¢ Validate outgoing files — Select this checkbox to validate if the outgoing files are
HIPAA-compliant.

¢ Halt records if EDI compliance warnings are found — Select this checkbox to
suppress the sending of files with warnings or errors.

EDI Exchange Directory Setup
Root Directory Path  DAEDI Browse

Email Server Information Email Notification

SMTP Server Sender's email address [7] Send email notice of newly arrived Files?

smtp.gmail.com example@gmail.com m
User Name Password

Recipients
SMTP server requires Logon  yser P

example@email.com

[] Connectto the SMTP server via the SSL protocol Use Port

Outgoing Fles Other options

Validate outgoing files [] RejectIncoming Files with more errors than
set Count below
[T] Haltrecords if EDI compliance ¢ d

warnings are found

EDI Files with Other Type in Inbox

® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ]

@ Leave file for other program

) Auto process if other program is available

Validating outgoing files

4. Specify the following incoming files options:

Other Options
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¢ Reject incoming files with more errors than (set count below) — If checked, the
incoming files with more errors than defined will not be placed into the "Inbox"
folder.

EDI Exchange Directory Setup
Root Directory Path  pAEDI, Browse

Email Server Information Email Notification
SMTP Server Sender's email address [] Send email notice of newly arrived Files?

smtp.gmail.com example@gmail.com
Add

UserName Password Recipients
SMTP server requires Logon  yser P -
example@email.com

[] Connectto the SMTP server via the SSL protocol Use Port

Outgoing Files Other options

Validate outgoing files Reject Incoming Files with more errors than
. ) (set Count below)
[T Halt records if EDI compliance D

warnings are found

EDI Fles with Other Type in Inbox

® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ] P e T

) Auto process if other program is available

The "Reject incoming files with more errors than" option

5. Click on "Save."

EDI Exchange Directory Setup
Root Directory Path  pAEDI, Browse

Email Server Information Email Notification
SMTP Server Sender's email address [C] Send email natice of newly arrived Files?
smtp.gmail.com example@gmail.com Add

UserName Password

Recipients
SMTP server requires Logon  yser P

example@email.com

[] Connectto the SMTP server via the SSL protocol Use Port
Outgoing Files Other options

Validate outgoing files Reject Incoming Files with more errors than
. ) (set Count below)
[T Halt records if EDI compliance D

warnings are found

EDI Fles with Other Type in Inbox

® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ]

@ Leave file for other program

) Auto process if other program is available

7.3.3 Running the Application via Scheduler

EDI Exchange integrates with the Windows Scheduler to allow the automation of the EDI
file exchange process. You can set up EDI Exchange to go out to the trading partner's
FTP server, download files, decrypt and compliance check them and further process them
with the appropriate HIPAAsuite application, for example load claims into a SQL
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database.
Follow the instructions below to schedule the EDI files exchange process.

1. Select "Automatic Scheduler” under the "EDI Exchange” menu.

EDI Exchange
Check EDI File

Trading Partners
Inbox Manager
FTP Client

SEF Files

EDI Exchange Setup

Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Autormatic Scheduler

EDI Receive Log
EDI Send Leg

Regquest EDT Exchange License

EDI Exchange License Information

The “Aufomatic Scheduler” menu item

2. In the opened window, right click and choose the "Scheduled Task” menu item.

, ,

File Action View Help
e=|xEH
@ T_E;k Scheduler (Local) Name Status Triggers MNextRun Time Last Run Time Last Run Result  Author Created Acticns
4 [ Task Scheduler Library LIPAASuite R
& [ Microsoft
b 1 MysQL g Create Basic Task...
| HIPAASuite " Create Task...
Import Task...
Create Basic Task... [5 Display All Running Tasks
Create New Task... ] Enable All Tasks History
Loz e e ] MewFolder...
Refresh X Delete Folder
View 4
4 1 r G Refresh
ﬂ Help

Task Scheduler in Windows Vista onwards.
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In Windows XP, the Scheduled tasks directory looks like this:

File Edit View Favorites Tools Advanced Help l.."

Bk - g - ? 7 Search Folders HH (v“} CHHEPORMBALHA NArKH
Address || 4] Schedued Tasks >l Eso

MName = | schedule | Next Run Time | Last Run Tive | stabus | Last Result | Cre
12| Add scheduled Task

Other Places 2 @jn’r: Every 2 howr(s) froes 12:00 M For ... S:00:00PM ... 2:00:00 &M 1f... Could nok start 00000142 Ad

@ Conkrol Panel

[ Wiew L3

L) My Documents -

[y Shared Documents HArrange lcons By ¢

Refresh

& My Network Flaces

Details ¥

i _r|

The "Scheduled Task” menu item in Windows XP.

See "Running the Application via Scheduler” in the help of the host HIPAA application for
detailed instructions on how to schedule a task.

7.3.4 Using the Command Line Arguments (CLI)

The only EDI Exchange specific command line argument is "Auto”

The Auto processing options are defined in another screen and, with the command line
argument "Auto,” they will be exercised. Make sure that you have configured them
according to your needs.

7.4 Working with Trading Partners

7.41 Setting up Trading Partners

With EDI Exchange you can keep track of your trading partners. You can set up their
identifiers to send them EDI files or 999 acknowledgment, send email notifications and
compliance check results, encryption keys and file transport mechanisms.

Once you have created the trading partner table (see Creating Database Tables) and
initialized EDI Exchange (see Initializing EDI Exchange), you can set up the relationships
with your trading partner. Follow the instructions below.

1. Select "Trading Partners" under the "EDI Exchange” menu.
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EDI Exchange | Help

Check EDT File

Trading Partners

& Inbox Manager
FTP Client
SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDI Exchange License

EDI Exchange License Information

The "Trading Partners” menu item

2. The following screen will appear.
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- B
Trading Partners lﬂlﬁlﬁ
Name and Type List of Trading Partner
DC EXCHANGE
CALHEERS
FEDERAL EXCHANGE ARKANSAS
EDI Identifiers | Options I Remote FTP Contact Encryption Folders
E0N Yersior
@ 4010 5010
salifier
46
| Refresh |
[ MNew | [ Cose |

%

The "Trading Partners” window

3. Click the "New" button to start entering the trading partner information.

4. Define the necessary options. They are described further.
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EDI Identifiers and Qualifier

1SA Identifier and Qualifier (Record Key)
*

ETIN Number and Qualifier Application Sender Code (G502)
46

Application Receiver Code (G503) Trading Paner Assigned ID

r B
Trading Partners lﬂlﬁlﬁ
Name and Type List of Trading Partner
Name DC EXCHANGE
* (Required) CALHEERS
FEDERAL EXCHANGE ARKANSAS
Address
City State Zip
EDI File Exchange Method Status
*
- -
Email Addresses to send process results Type
-
EDI Identifiers Options I Remote FTP Contact Encryption Folders
EDI Version
@ 4010 5010

*

%

5. Click on "Save."

L

The "Save" button

6. The newly added Trading Partner's name will appear in the right pane.

Trading Partner Options

The company information of a trading partner can be specified on the top of the form.
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Trading Partners
Name and Type
Name
¥ (Required)
Address
City State Zip
EDI File Exchange Methed Status
- ®
Email Addresses to send process results Type

&

Top area of the "Trading Partners” window

Name and Type

e Name — Trading partner's company name. Required field.

e Address — Trading partner's company address.

e City
e State

e Zip

e Status — Trading partner’s status. Choose one of the available options:

¢ |[nactive — No upload into a database system through ODBC will be done.

e Test Only — All outgoing EDI messages will be stamped with "Test” (ISA_15).

Records will only be exported to the test environment.

e Approved — All outgoing EDI messages will be stamped with
"Production” (ISA_15). Records will be exported to the Live system with ODBC.

e Type — There are five types of trading partners, select the necessary one:

¢ Providers — Hospitals, doctors or other health care providers.

e VANs — Value Added Networks like clearing houses or EDI Networks.

e Service bureaus — Third party entities such as repricing organizations.

e Sponsors — Entities that sponsor the benefits of subscribers such as MedicAid,

government agencies or large employers.
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e Payers — Entities that pay for health care benefits such as health insurers.

The next block on the form lists the communication methods and preferences.

e EDI File Exchange Method — Obligatory setting. HIPAAsuite supports three
communication methods. Choose a preferred mode of sending EDI communications

to the trading partner:

e FTP — Allows you to transmit files actively to the Trading Partner or his

Clearinghouse.

e Outbox — All files for Trading Partner are stored locally. The Trading Partner is
responsible for picking up files in his special directory of the local FTP or HTTP

server.

e SOAP - Allows you to transmit files to the Trading Partner or his Clearinghouse

using SOAP 1.2 (CORE) by default.

o SOAP Version - Defaults to CAQH CORE "SOAP 1.2". "SOAP 1.1" is also provided
as a compatibility option for Trading Partners that are not yet CORE-Certified

but use SOAP services.

e MIME - Allows you to transmit files to the Trading Partner or his Clearinghouse

using MIME (CORE). This is one of two CORE options.

e Email Addresses — Enter the email address(es) into the text field.

EDI Identifiers Tab

This tab relates to the EDI identifiers and EDI Version.

EDI Identifiers | Options | Remote FTP| Contact |Encryption| Folders
EDI Identifiers and Qualifier

" . EDI Version
154 Identifier and Qualifier (Record Key)
* 4010 @ 5010
900737353 77
ETIMN Mumber and Qualifier Application Sender Code (G502) to use
46 900737353
Application Receiver Code (G503) to use Trading Partner Assigned D
*
CCHMP

The "EDI Identifiers” tab

e EDI Version — There are two standards for HIPAA:

CORE
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¢ 4010 — This standard was introduced in the original transaction from 2003 to

2011.

® 5010 — From 2012 on all HIPAA transactions must be conducted in the 5010

version.

¢ EDI Identifiers and Qualifier

¢ ISA Identifier and Qualifier (Record Key) — The ISA Identifier and Qualifier are

the unique key to the trading partner database file. The ISA identifier can be up
to 15 bytes long, the qualifier has to be 2 bytes. Approved qualifiers are:

e 01 — Duns (Dun and Bradstreet)

® 14 — Duns Plus Suffix

e 20 — Health Industry Number (HIN)

e 27 — Carrier Identification Number as assigned by HCFA

e 28 — Fiscal Intermediary Identification Number as assigned by HCFA

e 29 — Medicare Provider and Supplier Identification Number as assigned by
HCFA

e 30 — U.S. Federal Tax Identification Number
¢ 33 — National Association of Insurance Commissioners Company Code (NAIC)

e 77 — Mutually Defined. Many organizations use the ZZ qualifier with their
name as the ID, for example ZZ and HIPAASUITE.

e ETIN number — The Electronic Transmitter Identification Number established by

a Trading Partner Agreement. This number occurs only in the 837 transactions.
Often, the ETIN is same as the ISA ID.

Application Receiver Code (GS_02) — A code identifying a part that sends a
transmission or the specific application within the sender's organization. Codes
are agreed by Trading Partners. Again, usually this code is same as the ISA ID.
This code is placed in the GS_02 element in the Functional Group Header (GS).
Some Trading Partners want to send a specific code in GS_03, the application
receiver code. You can enter it into the corresponding field. Most of the time it
is not necessary.

Assigned ID - Some trading partners, like health insurance exchanges will give a

plan an ID that is different from the ISA identifier defined in the Company Setup
screen of the application. Especially in the creation of filenames is this Assigned

ID important.
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Options Tab

EDI Identifiers, Options |Remote FTP| Contact | Encryption| Folders CORE

¥| Send EDI Acknowledgement (397 or 999)
Send e-mail with compliance check and process results
Send e-mail notification when receiving Files
Send e-mail notification when sending Files
Reject Files with Compliance Errors (EDI Exchange)
Create a 277CA for 837 Claims
Cne ST-SE loop per claim

The "Options” Tab
You can choose one of the following options:

e Send EDI Acknowledgment (997 or 999) — This check-box allows sending
Functional Acknowledgment transactions to the Trading Partner.

e Send e-mail with compliance check and process results — This option allows
sending the compliance check results back to your contact at the Trading Partner
via email. No PMI will be transmitted. Adding an email address is important, even
when the Communication method is not "Email.”

¢ Send e-mail notification when receiving files — This option allows sending an
acknowledgment email of EDI files. This option is not necessary when you choose
997 or 999 acknowledgments.

¢ Send e-mail notification when sending files — This option allows sending a file to
the Trading Partner notifying them that a file has been created for them.

¢ Reject Files with Compliance Errors - This option will reject files that have
compliance warnings and move them into the suspended files directory. It also
determines whether the TA1 and 999 indicate acceptance or the 999 lists all the
errors and warning.

e Create a 277CA for 837 claims — This option only applies to 837 Claims. Checking
this option will produce a 277CA Claims Acknowledgment report for received 837
Claim files.

e One ST-SE loop per claim - This option separates all claims into individual
transactions enclosed by their own ST and SE segments.

Remote FTP Tab
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If your trading partner has an FTP Server, then you can set up here the connection
information. Read more in Using Built-in FTP Client.

EDI Identifiers | Options | Remote FTP | Contact | Encryption | Folders CORE

@ FTP Remote Connection and Directories Different Download Server
Secure FTP FTP Address
_healinghospital.com
Explicit FTPS fip ghosp
User Name
Implicit FTPS user
SFTP Paszzword
|ser + password Auth
private Key Auth Port:
After Download 21 . )
. Put Directory Get Directory
@ Delete Files -
DropOff PickUp
Move to Folder
| Test Upload Connection | | Test Download Connection

The "Remote FTP" tab

The file transfer protocol (FTP) is one of the first internet protocols and goes back to
the 1960's. Transporting electronic files was one of the great achievements of the
internet. During the last 50 years a lot of improvements to this protocol have been
made, mainly to increase the security of the transfer.

e FTP — For security reasons, EDI Exchange supports secure FTP or FTPs.

e Explicit FTPS Connection — The explicit method is a legacy compatible
implementation where FTPS aware clients can invoke security with an FTPS
aware server without breaking overall FTP functionality with non-FTPS aware
clients. In explicit mode (also known as FTPS), an FTPS client must "explicitly
request” security from an FTPS server and then step-up to a mutually agreed
encryption method. If a client does not request security, the FTPS server can
either allow the client to continue insecure or refuse/limit the connection.

¢ Implicit FTPS Connection — The implicit method requires that all clients of
the FTPS server be aware that SSL is to be used on the session, and thus is
incompatible with non-FTPS-aware clients. Negotiation is not allowed with
implicit FTPS configurations. A client is immediately expected to challenge the
FTPS server with a TLS/SSL ClientHello message. If such a message is not
received by the FTPS server, the server should drop the connection. In order
to maintain compatibility with existing non-TLS/SSL aware FTP clients,

implicit FTPS was expected to listen on the IANA Well Known Port 990/TCP for
the FTPS control channel and 989/TCP for the FTPS data channel. This allowed
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administrators to retain legacy compatible services on the original 21/TCP FTP
control channel.

e SFTP — also known as FTP over SSH is deemed the most secure form of FTP and
uses encryption certificates. There are 3 different ways to authenticate a SFTP

connection,
= With user name and password, just like a regular FTP connection,
= User name and a certificate
= User name, certificate and password

Remote Connection and Directories

You need the FTP address, the user name and password to establish the connection
and the directory information where files are picked up and where dropped off. Fill in
the following fields:

e FTP Address - This is usually the IP address of the server

¢ User Name

e Password

e Put Directory - This is the directory where you drop off files

e Get Directory - This is the directory where you download files from

It is possible that a trading partner has two FTP servers, one for ‘put’ and another
one for ‘'get’. If so, check "Different Download Server" and additional fields will
become visible so you can specify the those connection parameters.

After Download: You have two choices. Files on the server will be either deleted or
moved to another folder of your choice

Contact Tab

The Contact Tab stores contact information for your selected Trading Partner.
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EDI Identfiers | Remote FTP ( Contact | Encryption | Foldes |

r Contact Information
Name Communication Numbers

Communication Type Number

I =

1234567
1111

[ A | Fax 9876543
~ Local Acces=s for FTP and HIPAAsuite Web
User Name merﬂd Users

Password

_ A |

The "Contact" tab
Contact Information

Enter the name and the number into the corresponding fields and select the
communication type from the drop-down list.

e Contact Name
e Communication Numbers — Valid Communication number qualifiers are:
e TE — Stands for Telephone.
e FX — Stands for Fax.
e EX — Stands for Extension.
e EM — Stands for email.

Click the "Add" button and the contact will appear in the "Communication
Numbers” table.

Note: The information that you fill in goes also into EDI files in the "PER" segment.

Local Access for FTP and HIPAAsuite Web

To register a user, enter the user name and the password into the corresponding fields
and click the "Add" button. The user will appear in the "Registered Users" table.

e User Name
¢ Password

¢ Registered Users
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Encryption Tab

EDI Exchange supports PKI encryption. Encryption keys are defined by the email address
of the owner. Both supported products, PGP and GnuGP use this logic. Read more in

Using Encryption.

You can set up the encryption parameters for a Trading Partner on the "Encryption” tab.

EDI Identifiers | Options | Remote FTP| Contact @ Encryption | Folders CORE

Encryption Setup
Asymetrical Encryption

Private Key Infrastructure (PGP)

ey (email address of key owner)

@ Mo Encryption

The "Encryption” tab

Encryption Setup
e Asymmetrical Encryption
¢ Private Key Infrastructure (PGP)

Key (email address of key owner)

¢ No Encryption

Folders Tab

Within the HIPAAsuite Communications Directory, each Trading Partner has his own
folder. This keeps files finely separated and in order. Here is where you can set this up.
Read more in Defining Communications Directory.
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 EDI Identifiers | Options | Remote FTP | Contact | Encryption| Folders | CORE

Local Directory Settings

Cutgoing Files Root Trading Fartner's Qutbox -

D:\EDNOutbox \ TXEBS . [*

Processed Files Root Trading Partner's Repository

DAEDNProcessedFiles ‘W TXEBS . ¥
File Naming Convention Create Folders Using Trading Partner 1D I
CMS -

:I'he "Folders” tab

e Outgoing Files Root — This field has a pre-generated path. You can change this
path by changing the EDI Root Directory.

¢ Trading Partner's Outbox — Mandatory setting. Click on the three-dots button to
access the "Select Folder” window. There you choose an existing folder or create a
new one.

¢ Processed Files Root — This field has a pre-generated path. You can change this
path by changing the EDI Root Directory.

e Trading Partner's Repository — Mandatory setting. Click on the three-dots button
to access the "Select Folder” window. There you choose an existing folder or create
a new one.

Once you have specified the directory settings, click on the "Create Folders Using Trading
Partner ID."

 EDI Identifiers | Options | Remote FTP | Contact | Encryption| Folders | CORE

Local Directory Settings
Cutgoing Files Root Trading Fartner's Qutbox -
D:\EDNOutbox \ TXEBS . [*
Processed Files Root Trading Partner's Repository
DAEDNProcessedFiles ‘W TXEBS . ¥
File Naming Convention | Create Folders Using Trading Partner 1D
CMS -

:I'he "Create Folders Using Trading Partner ID" button

¢ File Naming Convention - Health Insurance Exchanges (HIX) demand that a carrier
adheres to more or less complex File naming conventions. Since these conventions
are often really complicated we decided to hard code several schemes. California,
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Maryland, DC and the CMS scheme are among those currently configured and we will
add other schemes if needed.

Rle Naming Convention

Filenaming dropdown menu options

The Custom File Naming Convention option requires some additional setup. This is

covered in Custom File Naming Conventions.

CORE Tab

This tab stores settings for the use of CORE-Compliant SOAP- and MIME-enveloped
transactions. When using a Requester or similar application, these settings apply to the
information source. When using a Responder or similar application, these settings apply
to the information requester/receiver. Soap 1.2 or 1.1 will use the same options.

| EDI Identifiers | Options | Remote FTP | Contact | Encryption| Folders

CORE [

CORE Settings
UzerMame

Password

S5L Certificate

Real Time
MIME Address

SOAP Address

Batch

MIME Submission Address

MIME Retrieval Address

SOAP Submission Address

SOAP Retrieval Address

-CO RE settings tab
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e UserName - UserName portion of the username authentication token. Used to verify a
Trading Partner's Username token's Username or in your own Username token
authenticate yourself to a Trading Partner's CORE-compliant servi e.

e Password - Password portion of the username authentication token. Used to verify a
Trading Partner's Username token's Password or in your own Username token to
authenticate yourself to a Trading Partner's CORE-compliant service.

e SSL Certificate - Instead of Username tokens, use an SSL certificate to verify a
Trading Partner’s identity or access a Trading Partner's CORE-compliant service. Not
currently implemented.

¢ RealTime
o MIME Address - Trading Partner's web address for MIME Real-Time transactions.
o SOAP Address - Trading Pertner's web address for SOAP Real-Time transactions.
e Batch

o MIME Submission Address - Trading Partner's web address for MIME Batch
transactions.

o MIME Retrieval Address - Some Trading Partners may use a different address to
submit or retrieve batch transactions. Use this field for a retrieval-specific address.

o SOAP Submission Address - Trading Partner's web address for SOAP Batch
transactions.

o SOAP Retrieval Address - Some Trading Partners may use a different address to
submit or retrieve batch transactions. Use this field for a retrieval-specific address.

7.4.2 Custom File Naming Conventions

Health Insurance Exchanges (HIX) demand that a carrier adheres to File naming
conventions. These file naming conventions enable a reader to quickly determine the
date, time, sender, recipient, etc. of a particular file among other files without the need
to open them individually. The custom File Naming Convention option enables you to
create a file naming convention scheme tailored to your (or your trading partner’s)
requirements.
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Rle Maming Convention

-_ m _—
CA
CMS
DC
MD
FHH
OR

Custom File Naming Convention option highlighted

Selecting the Custom option in the File Naming Convention dropdown menu option and
clicking the Custom File Naming button below it:

Rle Naming Convention

= 7]

| Custom File Maming |

Custom File Naming button enabled

will bring up the screen pictured below. This screen is used to create file naming
conventions for a particular trading partner. These examples will use the 835 file type as
an example, but all file types the HIPAASuite product represents (as well as TA1s and
999s) can have their own file naming convention applied to each trading partner. The

following picture shows the file name customization screen with the default building
blocks for an 835 EDI file.

gl Customize File Name

- o x
File Name for: [835 v]
Company Fie ID_|X | [ Datein YryymmpD' [ | [ Time in hhmmss' | || Fie Type ||| File Version [x ] | Trading Pattner ID x|
Available additional file name parts:
Yearin YYYY format | X | | Time in ‘hhmssf' [ | [ Company ID [ | [ Company EIN [ | Transaction ID ] | Transaction Type x|
Save file name Close

File Naming Customization screen with default custom file naming convention

Filetype
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Here we can create a custom file naming convention for a specific file type. The file
types available will depend on the HIPAASuite product used to create the file naming
convention. To change the file type, select it from the file type dropdown menu:

o5 Cuctomize File Mame

File Name for: |5 v Resh
]

Compary Fle ID ] 1539 L Tx E
TA1

Changing the filetype

Creating the file naming convention

A coherent file naming convention can be created by clicking and dragging elements into
order. Present elements can be reordered by clicking and dragging them into position:

g5 Customize File Mame

File Name for: |B35

Company File ID | X | | Datein Wﬁ;ﬁmmmss | x| | Fie Type |

Available additional file name parts:

[ Yearin vy fomat | x | | Tmein hhmmsst' | | | Company ID | x | | company EIN

Click-dragging an element into position

Existing elements can be removed by clicking the X to the right of the element:

o5l Custormize File Mame

File Name for: 835 | Restore default fi

Compariy File 10 |}( | | Time in ‘hhmmss’ | X - | File Type |}( | | File Version | X

Available additional file name parts:

Yearin YYYY fornat | | | Time in hhmmssi* | | | Company ID | x| | Comp
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Deleting an element

The greyed-out elements towards the bottom of the screen can be added to the custom
file naming convention by clicking and dragging them into place:

o5 Customize File Mame

File Name for: 835 v|

| Compary File |D |X| | Time in ‘hhmmss’ |)(| | File Type

Available additional file name paris:

| Timein ‘hhmmsst* | % | [ Company 1D | x | | Transactior

Adding a file name element

To discard the current changes and start over with the default file naming convention,
click the Restore default file name button.

o) Customize File Name

File Name for: |335 V| Restore default file name

Company Fie ID_[X | [ Date in "vyyYMMDD' [X ][ File Type [ [ File Version || | Trading Pariner D [ ]

Available additional file name parts:

Time in hmmssf’ | X | | Compary ID [ | | Transaction ID [X ] | Transaction Type || | Company EIN [ ] [ Yearin Y¥¥ fomat ] X | | Time in ‘hhamss' [

Save file name Close

Restore default file name button

Saving or discarding

Finally, the custom file naming convention can be saved by clicking Save file name or
discarded by clicking Close.
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gl Customize File Name — O %

File Name for: |335 v| Restore default file name

Company Fie ID_|X | [ Datein YryymmpD' [ x| [ Time in hhmmss' | || Fie Type | X || File Version [x] | Trading Pattner ID x|

Available additional file name parts:

I Save file name I Close

Save button on file name customization screen

7.4.3 Using Built-in FTP Client

EDI Exchange has a built-in FTP client. This utility allows you to drop-off and pick-up files
from a trading partner that you have defined in the "Trading Partners” menu (see Setting
up Trading Partners.)

Follow the instructions below to exchange EDI files with your Trading Partner.

1.To access the FTP client, select "FTP Client” under the "EDI Exchange” menu item.

EDI Exchange
Check EDI File

Help

Trading Partners
Inbox Manager
FTP Client

SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 399 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Leg

Request EDI Exchange License

EDI Exchange License Information

The "FTP Client" menu item

2. The following window will appear.
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EEE . e o amEEL

FTP Server User Password Directory
@ FTP Secure FTP Port 21
Connect Te Trading Partner ” Connect " Disconnect ) SFTP
Remote FTP Server: Local:
Decrypt &3 My Computer
Files S
3 o
| —Get— |
| <—Put<— |

Not Connected

The built-in FTP client

3. Click the "Connect to Trading Partner” button on the FTP client window.

ro T T e e

FTP Server User Password Directory

' FTP Saecure FTP Port 21
| SFTP

3 ®

Connect To Trading Partner I Connect “ Disconnect

Remote FTP Server: Local:
1 | - ooyt [ L Comtr [
The "Connect to Trading Partner” button

4. The following screen opens.

Trading Partner dmﬂ

~ List of Trading Partner

Pariner 1

Upload Download Close

Selecting a Trading Partner for FTP transfer

5. Highlight the trading partner that you want to connect to.
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6. Click on the "Upload” button to connect to the "Put” directory that you set up in the
trading partner screen.

~1o(x]
~ List of Trading Partner
Parner 1
Updoad | Download Close

The "Upload” button

Or click on the "Download” button to connect to the "Get" directory that you set up in
the trading partner screen.

_Ioix]
 List of Trading Partner
Partner 1

The "Download” button

5. Once you have chosen a trading partner, the following fields will contain values derived
from the trading partner's properties. You can change them manually if you need.

e FTP server — IP Address or URL of the FTP server.

e Username

¢ Password

e Directory — If you leave this value blank, the FTP root directory will be opened.

e Secure FTP — If you enable this option, then you can select between implicit
and explicit FTPs. See Setting up Trading Partners for an explanation of the two
secure methods:

e Explicit FTPS Connection

¢ Implicit FTPS Connection

Note: You can also fill in the connection information manually. In this case, the entered credentials
will not be saved once you close the FTP client window. Click on the "Connect” button to establish
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connection to the FTP server.

=101 x|
FTP Server User Password Di Y
Flpffmuﬁe.om |example @gmail com l_ |
- & FTP | Secure FTP
Connect To Trading Partner ‘ Connect \[ Disconnect |  SFTP
Remote FTP Server: Local:
= I Remote Directory / - Decrypt | &3 My Comput
[ fiequeta = e
[& htaccess 6 DA
B eror_log —>Get—> (==
ot = 15N
@ indexpho <—Put<—
B bcensent
Q0 pdf
=@ put
[ 234 03ed
[ test_tested
B readme himi
Connected

4. Once connected, the content of the folder on the server is displayed. On the right
side, you can browse your local PC.

5. To upload a file to the server, select the file on your local PC and click on the "Put”

button.
=10 x|
FTP Server User Password: Directory
|ftp://example con |example @gmail com |
& FTP [ Secure FTP
Connect To Trading Partner | Connect | Disconnect |  SFTP
Ri FTP Server: Local: DAEDInbox
= ! Ramate Directory / = Decrypt 3 My Computer 1bd
@ fipquota L Files [ e 834 edi
B hteccess 263 DA 834_09edi
&) erorlog —>Get—> | (9 SRECYCLE BIN
£ oat — — B3 dvd
[3 index pho <=Put<— | =6 EDI
[® beensena [ 3 EncryptedFiles
= i)
== put €5 Outbox
[3) 834 09ed 3 ProcessedFiles
[B) test_test edi €2 SuspendedFiles
[® readme himi £ EN

The file will appear in the remote folder. You will receive the "File <filename>
successfully uploaded” message on the bottom status bar of the FTP client.

Remote FTP Server:

& T Remote Directory /
B fipqueta
[ htaccess
[ erortog
0 ot
[) ndex o
[® beense b
O pdf
B put
() 834ed
[ 834 09edi
[B) test_test ed

|+

Files
—>Get—>

Local: DAEDNnbox

B3 My Computer
Gca
25 DA
£ SRECYCLE BIN
€ dvd
= EDI
&3 EncryptedFies

Carnected Fle 834,00 sucessly ulooded
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6. To download a file from the server, select a file in the left side, and then click on the

744

Get" button.
=101 x|
FTP Server User Password: Directory
[ﬂp;ffmcm Il:xﬂwll:@gnﬂ'l.ml |
& FIP | Secure FTP
Connect To Trading Parner | Connect | Disconnect | © SFTP |
Remote FTP Server: Local: DAEDNnbox
2T Remote Directory / ] Deceypt | &3 My Computer 1bd
B foqucts ™ " Files & 234 edi
[B htaccess 209 DA 534 09.edi
B emor_log —>Get—> || &) SRECYCLEBIN
oot 2 dva
B indexphe <Pute— =63 EDI
B 3 EncrptedFies
) pdf > Inbox
=0 put € Outbax
- 34_(09.edi 3 ProcessedFiles
[2) test tested 60 suspendedFies

The file will appear in the local folder. You will receive the "File <filename> successfully
downloaded" message on the bottom status bar of the FTP client.

Remote FTP Server: Local: DAEDNnbox
= T Remote Direclory / - Decrypt 3 My Computer Tt
B fipqueta | Files &ca B edi
[B) htaccess 218 DA £34 09ed
—— —>Gel—> £ SRECYCLEBIN Jrysars
6 omt £ dvd
[B) ndexphe <—Put<— =6 ED
3 hicense bt €3 EncryptedFiles
(m = lnbax
EQ put £ Outbax
() 834_09edi € ProcessedFies
[2) test_tested 3 SuspendedFiles
£ Galery

Connected File test_test.edi successfully downloaded

Creating a Trading Partner Automatically

When you process a file with EDI Exchange the sender’s ID is compared to the trading
partners on file. If the trading partner does not exist you have the opportunity to create
a rudimentary new trading partner record. Now you have the choice to either create this
new record, process the file without the trading partner record or to abort the
operation.

MNew Trading Partner

The sender of this file with the |D of 'MDSCRIPTS' is not setup as Trading
Partner. Do youwantto create a new record?

Abort Processing

% <

The "New Trading Partner” dialog box

© 2014 HIPAASuite



132

HIPAASuite Claim Status Checker

7.4.5

If you abort the process, you still will get the EDI file analysis.

- -
Inbox Manager o

Loading EDI Files into Inbox Processing Inbox

Download from FTP Server l [ Process Inbox l

Allfiles in Inbox have been processed

Activity Log and Wamings

m

Filename: keyhealth. 837

SEF file "HIPAAClaimMaster. SEF_Files 837_X098A1_SemRef . SEF’ loaded for transaction set: "004010X098A1" |

The Transaction type is 837 . Version: 004010X098A1

The Trading Partner with the ID "MDSCRIFTS' is not set up.

The file's further processing is suspended

346 warming messages were given.

The following Wamings with the X12 implementation were found:
i n Line 2 — GS*HC*MDSCRIPTS*KEYHEALTH*20121012* 1607*00001*X*004010X098A1 at Position: 6: [DESCRIPTION:Lea
ng in Line 6 —> REF*ZZ*264101398: [DESCRIFTION:Unexpected data segment 'REF" encountered in transaction setimessage '
Waming in Line 11 —> NM1*85*2*KEY HEALTH DEMO****** at Position: 8: [DESCRIPTION:No data in mandatory data element "66" ir
Waming in Line 11 —> NM1*85*2*KEY HEALTH DEMO****** at Position: 9: [DESCRIPTION:No data in mandatory data element 67" ir
Waming in Line 14 —> REF* 1J* at Position: 2: [DESCRIPTION:No data in mandatory data element 127" in Data Segment "REF"_J[COL
Warning in Line 14 —> REF* 1J* at Position: 2: [DESCRIPTION:Conditional data element missing. Element="127", Position="2"][CODE:
Waming in Line 14 —> REF* 1J* at Position: 3: [DESCRIPTION:Conditional data element missing. Element="352", Position="3"][CODE:
Line 14 —> REF*1J*: [DESCRIPTION:The REQUIRED rule syntax for data segment REF has been violated. At least one of
ng in Line 14 — REF* 1J*: [DESCRIPTION:Conditional syntax check failed for segment "REF". Buffer="REF*1J**.][CODE:12459]
Wamlng in Line 15 —> PER*IC**TE* at Position: 2: [DESCRIPTION:No data in mandatory data element "93" in Data Segment "PER"_J[(
Waming in Line 15 —> PER*IC**TE* at Position: 4: [DESCRIPTION:No data in mandatory data element "364" in Data Segment 'PER".]
Wamning in Line 15 —> PER*IC**TE* at Position: 4: [DESCRIPTION:Conditional data element missing. Element="364", Position="4"][C({
Waming in Line 15 —> PER*IC**TE*: [DESCRIFPTION:The PAIRED rule syntax for data segment PER has been violated. All of the dat:z
Waming in Line 15 —> PER*IC**TE*: [DESCRIPTION:Conditional syntax check failed for segment 'PER’. Buffe="PER*IC**TE*"_]J[CODI
Warmn Line 24 —> NM1*QC* 1*"DEMO*JOHN***MI* 123456789 at Position: 8- [DESCRIPTION-Value 123456789 not found in Datz _

) na 24 s MAMAIEOACE TENEMOE INHNE2 R 1 72ARR TR0 ot Prcitinn- 2- INESCRIPTION-Mavinmom lannth nf d=t= alamant ic .
4 1 +

1 Files processed

EDI compliance check results after further processing was aborted.

Files without a valid trading partner will be placed into the "suspended files” directory.
The final action taken after the analysis is recorded at the end of the results.

WaIMINgG In LINE 10/ — LIN N4~ 030,Y 1. £0UU3 8l FOSIIOoN: 12 [UEDLHIF HIUNIUEE SleMment 30U gesignaed Mol Used COon@Ein aaE
Waming in Line 167 —> LIN*N4**63629126003 at Position: 2: [DESCRIPTION:No data in mandatory data element "235" in Data Segm
Wamning in Line 168 —> SE*166*031111112 at Position: 2: [DESCRIPTION:Transaction set/Message header control number "0001" ds
Warmning in Line 169 —> GE*1*1 at Position: 2: [DESCRIPTION:Functional group header control number "00001" does not match traile

The file has 1 Interchanges. 1 Functional Groups and 1 Transaction Sets

The file contains 4 Claims

The file was mowved to: H:\HIPAAsuite\HIPAAsuiteCommDir\Suspense\83keyhealth 837
on 10/17/2012 at 9:50 AM

m

This file's processing was aborted. The file was moved to the suspended files folder

Certificate based authentication in SFTP

SFTP or FTP over secure shell as it is also known is deemed to be the most secure method
of file transport. There are 3 methods of authentication in Sftp.

1. with a user name and password
2. with a user name and a private key cryptographic certificate and

3. with a user name, a certificate and a password
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When you select SFTP as the FTP protocol, you will see two check boxes appear.

@ SFTP
|User + password Auth

private Key Auth

& Fy s 1 L

The sub choices when you select SFTP

Leaving both check boxes unchecked will result in the first option: Authentication with
user name and password. You can also check just the user name and password with the
same result.

In order to use the certificate based authentication you need to create and link to your
own certificate. The certification module that HIPAAsuite employs uses a so called private
key SSH2 certificate in pem format.

How do you create such a certificate? Here is one way:

The free secure shell program putty has the necessary tools. Download putty from
www. putty.org When you install the program you will see several program installed on
your computer.

Organize = Include in library = Share with + Burn MNew folder

. Mozilla Maintenance Service * Name : Date modified Type Size
S [ LICENCE 8/6/2013612PM  File 2KB
il 'Q pageant.exe 8/6/2013 6:12 PM Application 144 KB
 MyFree Codec £ plink.exe 8/6/2013612PM  Application 304 KB
) :qi::rSDQL @ pscp.ene 8/6/2013 6:12 PM Application 316 KB
o @ psftp.exe 8/6/2013 6:12 PM Application 328 KB
| Nitre PDF |'_?Q putty.chm 8/6/20132 6:12 PM Compiled HTML ... 438 KB
| Notopad:-< [ putty.cnt 8/6/2013612PM  CNT File 32KB
| Ores @' putty.exe 8/6/20132 6:12 PM Application 484 KB
| PGP @ putty.hip 8/6/2013612PM  Help file 644 KB
L PulTY @ puttygen.exe 8/6/2013 6:12 PM Application 180 KB
T T e [ README 6t 1/ Text Dacument 2KB
} QuickTime %3 unins000.dat GOM Media file(.d... 4KB
s _ & unins000.exe Application 705 KB
S LS ] website 11/16/2004 11:14 ...  Internet Shortcut 1KB
/ Samsung

The programs and files that come with putty

One of the programs is puttygen.exe. This program creates the necessary keys. When
you start it up, you can generate a key pair.
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.
E PuTTY Key Generator ? 2

File Key Conversions Help

Key
Public: key for pasting into Open55H authorzed_keys file:

zshsa -
AAAARINzaC lyc 2EAAAABJQAAAG EAGIBLNBRIKMOMOFP Sysh5CPhle TINENzo DHS |T:' |
" w3 TulScearsV =
+0rTr2Two3u5¥C In 8D Lpa Dor e Ald ULbedVCip TRXmnfg sV 3Basa Rgwf SRy TOm
OHm/ghulaGrMRVPjnZrkb SCFp0Ve PArWh RH Ta 26ub¥mXSEODHGgbuhikjOIkJJFHE -

Key fingerprint: sshsa 2048 69:2e:37:48:93:90:c2:33:39:2:0ab1:cc: 1 2:ed a3
Key comment: rsadeey-20131230
Key passphrase: Ty

Confimn passphrase: esssssssss

Actions

(Generate a public/private key pair [ Generate ]
Load an existing private key file [ Load ]
Save the generated key Save public key ] [ Save private key ]
Parameters

Type of key to generate:

(71 S5H-1 (R5A) i@ 55H-2 RSA (71 55H-2 DSA

Mumber of bits in a generated key: 2048

L

Creating a public/private key pair with puttygen

You can save the public and private keys separately as .ppk files but that is not what we
need. But puttygen has also tool to convert the keys to pem files. The top menu has a

g PuTTY Key Generator
File Key [ Conversions | Help
Ky Import key
Public e Exmort OenSSH k vz file:
ssh{sa port pen il
AAAABS Export ssh.com key N ]|
u3VTulA rvll
" . " +0rTr2 Twg3u5¥C Ind 80 Lpa Derl e Aled U dVCip TRXmnfg
tab "Conversions MHm b Na G RV PR Prkh GT FrW= P AR RH T 20 R

Converting the SSH key into a pem certificate

When we click on "Export OptnSSH key" we can then save the key with an

and that is it.

.pem ending
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7.5 Using Encryption

7.51 About Encrytion

EDI Exchange supports the Private Key Infrastructure (PKIl) encryption method. This
type of encryption is the most generally accepted method of protecting EDI Files from
being pried upon by unauthorized persons. Without going further into the details of PKI,
Public-key encryption is a cryptographic technique which enables users to securely
communicate on an insecure public network, and reliably verify the identity of a user via
digital signatures. Read more in Private Key Infrastructure.

A public-key infrastructure (PKI) is a system for the creation, storage, and distribution of
digital certificates which are used to verify that a particular public key belongs to a
certain entity. The PKI creates digital certificates which map public keys to entities,
securely stores these certificates in a central repository, and revokes them if needed.

A PKI consists of:
e A certificate authority (CA) that both issues and verifies the digital certificates.

¢ A registration authority which verifies the identity of users requesting information
from the CA.

e A central directory is a secure location to store and index keys.
e A certificate management system.

EDI Exchange relies on other software to establish the PKI. It only uses the capabilities of
these programs through their Application Programming Interface (APl). You need to
separately install either PGP Desktop or the open source GPG4Win programs and set them
up with the public keys of your trading partners and your own private key.

7.5.2 Setting up Encryption
EDI Exchange allows you to set up the encryption for your EDI files. Follow the steps
below.

1. Access the "Encryption Setup” window by selecting "Encryption Setup” under the "EDI
Exchange” menu.
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The encryption setup menu

EDI Exchange | Help

Check EDI File

Trading Partners
& Inbox Manager

FTP Client

SEF Files

EDI Exchange Setup

Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
ECI Send Leg

Request EDI Exchange License

ECI Exchange License Information

2. The following window will appear.
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P ™

General Encryphion Options

Original Unencrypted Outbound Files Key Pair Information
Mame (e-mail) for Public Key

@ Keepacopyinan 'UnEnCrypted' Folder
) Delete the original File Pass Phrase for Private Key

Crypto Program
@ GnuPG ) PGP Deskiop
GnuPG

Path to gpg.exe E

The program didn't find GnuPG executable. Please specify path manually
or download GnuPG installation from hitp:"www.gnupg.org/

SFTP Client
Path to private key file

Pass Phrase for Private Key

The encryption setup screen

3. In this window define the following options:

General Encryption Options
¢ Original Unencrypted Outbound Files

e Keep a Copy in an 'Unencrypted’ Folder — When the HIPAAsuite program
creates an EDI file for a trading partner that has selected encryption, you can
keep an unencrypted copy in the "Outbox/[trading partner]/Unencrypted”
folder. This is useful when you need to go back to the file and check on
problems.

Note: Once you encrypt a file with the public key of your trading partner, you will not be able to
open it again. Only the owner of the private key can decrypt it and read it.

e Delete the Original File — If you do not want to keep the unencrypted copy,
select this option.

¢ Key Pair Information
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e Name (e-mail) for Public Key — Enter name or e-mail that will be used to
encrypt files for you by your trading partners.

e Pass Phrase for Private Key — Enter passphrase here to decrypt files encrypted
previously with the pass phrase.

Note: The keys are identified by the email address of their owner.

e Crypto Program

e GnuPG — Select this option if you have already installed the GnuPG software and
want to use it.

— Crypto Program
& |lGnuPG " PGP Deskiop

[ GnuPG
Path to gpg.exe Iﬁf\Pn:lgmm Files (xB6)NGNUNGnuPG\gpg2 exe

Save Cancel
s | )
The configuration using GnuPG

Note: When you select GnuPG, the program checks if the executable gpg.exe/gpg2.exe is present
on your computer. If it is not found, you will have to specify the path manually or install the program

first.

e PGP Desktop — Select this option if you have already installed the PGP Desktop
program and want to use it. You will see a different lower half of the screen,
where you can indicate the location of the keys. PGP Desktop uses "key rings”
encrypted folders that contain all your keys. The location of these two files is
very important for PGP Desktop.

— Crypto Program
-
© GnuPG (| PGP Deskiop

[~ Key Ring=
Public |

| Private | _I
Save | Cancel 4

The configuration using PGP Desktop

4. Once the settings are done, click the "Save" button.

r_,.-- -._\l
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7.5.3

The "Save" button

5. The following notification will appear. Click the "OK" button.

Records Saved

I
|
Notification window

Using PGP Desktop

Pretty Good Privacy (PGP) is a data encryption and decryption computer program that
provides cryptographic privacy and authentication for data communication. PGP is often
used for signing, encrypting and decrypting texts, e-mails, files, directories and whole
disk partitions to increase the security of e-mail communications. PGP and similar
products follow the OpenPGP standard (RFC 4880) for encrypting and decrypting data.
For more information, see How PGP works.

EDI Exchange supports PGP encryption and works seamlessly with PGP Desktop and open
source Gpg4Win applications.

PGP Desktop (Symantec’s encryption solutions) is a comprehensive suite of encryption

applications which provides flexible, multi-layered encryption by bundling Drive Encryption
to secure the files stored on local hard drives, and Desktop Email Encryption to secure
confidential data in email. For more information, see PGP Desktop documentation.

PGP Desktop key features:

1. Hard drive encryption software locks down the entire contents of a laptop, desktop,
external drive, or USB flash drive, including boot sectors, system, and swap files.

2. Enables encrypted email and secure AIM® Instant Messages.

3. Creates storage-independent encrypted containers for transport and sharing of specific
files using included utilities; PGP Self-Decrypting Archive, PGP Virtual Disk, and PGP
Zip.

4. Includes PGP Shredder which can completely destroy unwanted disk-based files and
folders.

5. Drive Encryption can be centrally deployed and managed by Symantec Encryption
Management Server.
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PGP Desktop key benefits:

1. Secures email without burdening users, to improve compliance with policies and
regulations without hindering productivity.

2. Allows users to easily and transparently share encrypted files and folders, improving
data security without impacting user productivity.

3. Management by Encryption Management Server centralizes creation, deployment and
management of data security policies and reporting.

PGP Desktop bundles the following products:

1. Drive Encryption. See System Requirements.

2. Desktop Email Encryption. See System Requirements.

3. Encryption Management Server. See System Requirements.

7.54 Using GnuPG

GnuPG is an Open Source project for the implementation of the OpenPGP (Pretty Good
Privacy) protocols of encryption. GnuPG allows to encrypt and sign your data and
communication, features a versatile key management system as well as access modules
for all kinds of public key directories. GnuPG, also known as GPG, is a command line tool
with features for easy integration with other applications. Front-end applications and
libraries are also available. Version 2 of GnuPG also provides support for S/MIME.

GnuPG is a free software, so it can be freely used, modified and distributed under the
terms of the GNU General Public License.

We recommend Gpg4Win for encrypting of your files and emails. Gpg4Win supports both
relevant cryptography standards, OpenPGP and S/MIME (X.509), and is the official GhuPG
distribution for Windows. Gpg4Win contains Kleopatra as one of its Free Software
components. For more information, see Gpg4Win documentation available both in PDF
and HTML versions.
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™ Kleopatra (= |E=] = |

Import Certificates  Export Certificates Redisplay Stop Operation Lookup Certificates on Server
Find: Wy Certificates - ]
My Certificates | Trusted Certificates | Other Certificates | E
Name E-Mail Valid From Valid Until Details Key-ID
Martin Sc... Martin.5chol... 2011-12-10 OpenPGP C1F4C4Cs

Kleopatra, a certificate manager for OpenPGP and X.509 (S/MIME) and common crypto dialogs

With Kleopatra, it is easy to manage your certificates and create your own ones. It
seamlessly integrates with GnuPG. You can manage the key that you receive from your
trading partners, because there is a screen to view the details of a key.

-

M Certificate Details ? P

Cwerview | User-IDs and Certifications | Technical Details | Chain | Dump|

This certificate is currently valid.
User-ID: Chiffaengine Co <chiffaengine@gmail com:=
Validity: from 2011-08-19 12:09 until forever
Certificate type: 2,045-bit RSA
Certificate usage: Signing EMails and Files, Encrypting EMails and Files, Certifying other Certificates
Key-ID: B399D4A0
Fingerprint: BC3FE3157D02D23E12DB8CADIABCBE922B399D4A0
Ownertrust:  unknown

Stored: on this computer
Photo Actions
At the moment, Kleopatra does not support photos Trust Certifications made by this Certificate. ..

in certificates. It has no support for adding, nor for
displaying them. This is for the following reasons:

* Photos give a false sense of security.
* Photos increase the size of certificates.

Close ] l Help

L A

Certificate details with Kleopatra
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7.6 Using EDI Exchange Features

7.6.1 Accessing Inbox Manager

Using the Inbox Manager you can access the most important functions of EDI Exchange.
Inbox Manager allows you to download EDI files into the "Inbox" folder and process these
files. This screen handles the post-processing of the EDI files, their compliance check and
auto-processing options.

1. To access the Inbox Manager, click the "Inbox Manager” under the "EDI Exchange”
menu.

EDCI Exchange | Help

Check EDI File

- Trading Partners -
& Inbox Manager
FTP Client
SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Autormatic Scheduler

EDI Receive Log
EDI Send Leg

Reguest EDI Exchange License

EDI Exchange License Information

D] | T T

The "Inbox Manager” menu item

2. The following screen will come up.
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& Inbox Manager C=RAcY X
Check EDI File Loading EDI Files into Inbox Processing Inbox
| Selectand Check EDIFile | | Download from FTP Server | | Process Inbox |

Activity Log and Wamings

The "Inbox Manager” window
Read more in:

e Downloading EDI Files From FTP Server

¢ Processing EDI Files

e Selecting and Checking EDI Files
7.6.2 Checking EDI Files

EDI file analysis based on the HIPAA standards. Compliance with HIPAA EDI rules is an
essential part of the exchange of EDI documents. The standards are the only agreed upon
rules that sender and receiver use to exchange data from completely different backend
systems. Strict adherence is therefore necessary to guarantee frictionless operation.

Unfortunately, HIPAA compliance is difficult and the truth is that many HIPAA EDI files
are truly bad. Syntax errors, omitted loops, missing elements, wrongly formatted
elements — these are the most common EDI errors. Without a true analysis, it is difficult
to say what data ends up in your system.

EDI Exchange has a built-in compliance engine that analyzes each incoming and outgoing
EDI transaction. Line by line, element by element, error reporting provides a powerful
tool to determine the quality of the incoming and outgoing EDI files. All HIPAA file
versions are supported. The compliance check creates a detailed report that lists every
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compliance issue. Outgoing files can also be checked and individual transaction in
violation of HIPAA rules can be held back.

Note: You can enable automatic compliance check on outgoing and incoming EDI files. See Setting up
Incoming and Outgoing Files Options.

Follow the instructions below to check EDI files for compliance.
1. Select "Check EDI File" under the "EDI Exchange” menu item.

.
EDI Exchange | Help

Check EDI File

Trading Partners
é] Inbox Manager

FTP Client

SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDT Exchange License

EDI Exchange License Information

The "Check EDI File" menu item

Alternatively, you can click on the "Select and Check EDI File" button in the Inbox
Manager window. Read more in Accessing Inbox Manager.
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e T

Check EDI File Loading EDI Files into Inbox
| Selectand CheckEDIFile | Download from FTP Server

Activity Log and Wamings

Filename: 140123142208h.x12
SEF file "HIPAACIaimMaster. SEF_Files.837_005010X222A1 SemRef. SEF loaded for transaction set: "005010X222A1"
The Transaction type is 8§37 ., Version: 005010X222A1
Passed. No Errors. No Wamings
The file has 1 Interchanges. 1 Functional Groups and 1 Transaction Sets
The file contains 4 Claims

The "Select and Check EDI File" button
2. In the opened file selection dialog, select an EDI file and click "Open.”

3. In the Inbox Manager, you can see the result messages for the operation. The details
are displayed in the "Activity Log and Warnings" area.

Check EDI File Loading EDI Files into Inbox
_ Selectand Check EDIFile | Download from FTP Server

Activity Log and Wamings

Filename: 140123142208h.x12
SEF file "HIPAAClaimMaster SEF_Files 837_005010X222A1 SemRef SEF" loaded for transaction set: "005010X222A1"
The Transaction type is 837 . Version: 005010X222A1
Passed. No Errors. No Wamings
The file has 1 Interchanges. 1 Functional Groups and 1 Transaction Sets
The file contains 4 Claims

The "Activity Log and Warnings" area displaying log messages

7.6.3 Downloading EDI Files From FTP Server

EDI Exchange Inbox Manager allows you to load EDI files into the "Inbox" folder and
process these files. Be sure you have setup FTP settings in the "Remote FTP" tab of the
Trading Partner window (see Setting up Trading Partners).

Follow the instructions below to upload EDI files into the "Inbox" folder.
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1. Access the Inbox Manager by clicking the "Inbox Manager” under the "EDI Exchange”
menu.

EDI Exchange | Help

Check EDI File

- Trading Partners -
& Inbox Manager
FTP Client
SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDI Exchange License

EDI Exchange License Information

e — -
il - T ]

The "Inbox Manager” menu item

DAE®

2. Click the "Download from FTP Server” button.

Check EDI File ~ Loading EDI Files into Inbox — — Processing Inbox

[ Selectand Check EDIFile |  Download from FTP Server | Process Inbox |
| |

~ Activity Log and Wamings

The "Download from FTP Server” button
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3. When the process has been finished, the "Activity Log and Warnings" area displays the

report.
Inbox Manager M=
Check EDI File —— " [~ Loading EDI Filez into Inbox ~ Pro 1 Inbox
Select and Check EDI File | | Download from FTP Server | Process Inbox |

Activity Log and Wamings

Checking FPT servers at 3:40:15 PM
1 Trading Partners are sel up for FTP transfer
Checking for files at Trading Pariner PARTNER 1
Successfully connected to PARTHNER1s FTP directory
File: test_test edi deleted on server.
1 Files mowed from FTP Servers into Inbox

ChProgramData\HIPAAsuite\HIPAA Enrollment M 1 Files moved from FTP Servers into Inbox

Activity Log and Warnings information

7.6.4 Processing EDI Files

EDI Exchange Inbox Manager allows you to process EDI files downloaded to the "Inbox"
folder beforehand.

Note: Once you have saved the auto-processing options (see Defining Auto-Processing Options), the
files will not only be analyzed but also processed according to the defined settings. The auto
processing enables you to combine and run multiple fulfillment steps together (for example, export,
saving, printing.)

1. Once Downloading EDI Files From FTP Server is completed, and no errors are displayed,
click on the "Process Inbox" button. This will autoprocess all files present in the EDI
inbox directory.
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Inbox Manager M= E
[ Check EDIFile [ Loading EDI Files into Inbox ~ Pro ing Inbox
Select and Check EDIFile | |  Download from FTP Server | < Process Inbox =)

Activity Log and Warnings:
Checlkang FPT zservers at 3:40:15 PM
1 Trading Pariners are set up for FTP transfer
Checking for files at Trading Partner PARTNER 1
Successfully connected to PARTNER 1 s FTP directory
File: test_test edi deleted on server.
1 Files moved from FTP Servers into Inbox

ChProgramData\HIPAAsuite\HIPAA Enroliment M 1 Files moved from FTP Servers into Inbox

The "Process Inbox" button

2. Once the processing is completed, review the Activity Log and Warnings information.

Inbox Manager M= E
[ Check EDIFile [ Loading EDI Files into Inbox ~ Pro ing Inbax
Select and Check EDIFile | Download from FTP Server | | Process Inbox |
Al fles in Inbox have been processsd
Activity Log and Wamings

Filename: B34_09 edi
SEF file "HIPAAEnrolimentMaster SEF_Files 834_X095A1_SemRef SEF loaded for transaction set: "004010X095A1°

Filename: test_test edi

The file was not recognized as a valid EDI file.

Parser Error: Segment - ISA: Error - ISA segment has not enough elements.
It will not be processed

The file was moved to: CANSuspendedFiles\Othertest_test.edi

on 2/15/2013 at 3:58 PM

2 Files processed

Activity Log and Warnings information

7.6.5 Accessing EDI Receive Log

EDI Exchange has a file log. Each processed file creates an entry in the Trans_rog table.
You can access the "EDI Log" window to query this table and see what files came in and

how they were processed. You can access the EDI Receive Log once the application has
been initialized. Follow the instructions below.

1. To open the "EDI Log" window, select "EDI Receive Log" under the "EDI Exchange” menu
item.
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Check EDI File

Trading Partners
& Inbox Manager
FTP Client

SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDT Send Log

Request EDI Exchange License

EDI Exchange License Information

The menu for the EDI Receive Log
2. To display data, specify the time period and select trading partner.

e Time Period — Period of time when the file was processed. Choose one of the
available options:

¢ Receive Date
¢ Load Date

¢ Trading Partner Name — You can select your trading partner from the list. If
you select "---All---", all your trading partners will be included.

3. Click on the "Find Log Files" button to see the list of log files corresponding to your
query.
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C ~=loix|

— EDI Files

Specify the time period in which the file
was processed

- Time Period
From | 2/26/2013 ~| & Raceive Date

To |z,r25,'2013 -I " Load Date

~ Trading Partner Name '

Specifying the time period

4. The log will be displayed in form of a tree.

Eottog =lojx

 EDI Rles:

8 Query

Specify the time period in which the file
was processed
~ Time Period
From | 2/26/2013 ~| & Raceive Date

To |z.rzsm13 vI " Load Date

Displayed log

5. You can open the folder icons and see details related to each file.
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1= E
D! Flles Specify the time peniod in which the file
-2 Quesy was processed
=& 1902930005  irt_claim_missing_DTP096.ed

Trans Type: 837 - Time Period
Trading Partner: ~PLEASE FILL THIS RECORD- B = & .
Compliance Check Date: 04/27/2012 From | 2/26/20 Receive Date
Complance Check Time: 1:30 PM To | 22612013 vI  Load Date

Result: Waming in Line 16 => : [DESCRIPTION:Missing mandatory segment in EDI file. Segment PAT is eopecte
Waming in Line 21 -» CLM"A37YH556°3025.0013:A:1 & Pesition: 6: [DESCRIPTION:Mo data in mand
Waming in Line 21 -> CLM™A3TYHS5673025.00™13:A:1 &t Postion: 8 [DESCRIPTION:No data inmand Find Log Files
Waming in Line 21 -> CLM"A3TYH556°3025.00™13:A:1 at Pesition: 9: [DESCRIPTION:Ma data inmand | Trading Partner Mame
Waming in Line 21 -> CLM"A37YHS56"3025.0013:A:1 2 Pesttion: 18: [DESCRIPTION:He data in man
Waming in Line 25 -> HI"BK:T840°ZZ: at Posttion: 2 at SubBlement: 2 [DESCRIPTION:Mo data in mand:
Waming in Line 2B —> NMT71°17"0{" 1285740290 2t Pestion: 3: [DESCRIPTION: Mo data in mandatc
Waming in Line 25 ~> NM1-72*1=="5{"1285740230 at Postion: 3: [DESCRIPTION:No data in mandatc
Waming in Line 25 ~> NM1°72* 175" 1285740230 2t Postion: 4: [DESCRIPTION:No data in mandatc
Waming in Line 37 > SBR™P=Group Name™ 38910 at Position: 3: [DESCRIPTION Value 38910 not f
Waming in Line 37 ~> SBR*F~"Group Name™ 38510 at Position: 3: [DESCRIPTION: Maximum length of
Waming in Line 41 > DMG"DE™19330706°F~RE:E2 &t Postion: 5: [DESCRIPTION: Non-compaste data
Warming in Line 41 > DMG"DE™19330706°F~RE5:E2 at Position: 5: [D

Load Date:

Load Time:

Operator:

[ 0 Records. from to
m-C 310747539 “TEST_EBMC_p_50101x
€3 411479417 Tep0302p

e

Details of the EDI Receive Log

If the records have been exported to the database, you can see the time, date and
record count.

7.6.6 Accessing EDI Send Log

This page contains instructions on how to access the "EDI Send Log" window. It becomes
available once EDI Exchange has been initialized.

1. Select "EDI Send Log" under the "EDI Exchange” menu.
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EDI Exchange | Help
Check EDI File

Trading Partners
& Inbox Manager

FTP Client

SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log I

Request EDI Exchange License

EDI Exchange License Information

The "EDI Send Log" menu

2. The following window will appear:

EDI Send Log o] o 3

Specify the time period in which the file
was processed

Time Period
From &/ 52015 ~

To 8/ /2015~

The "EDI Send Log" screen
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3. To display the log data, select the time period and a trading partner.

e Time Period — Period of time when the file was processed. Choose one of the
available options:

e Receive Date

¢ Load Date

e Trading Partner Name — Select a trading partner in the list. If you select "---
All---", all trading partners will be included.

4. Click on the "Find Log Files" button to display the list of log files corresponding to your
query.

7.6.7 Listing SEF Files

SEF (Standards Exchange Format) files are repositories of standards information that
define the format of EDI documents. SEF files are the basis for the compliance check
engine that EDI Exchange uses. These files contain all rules of the implementation guide
of a transaction. There is a SEF file for each transaction that EDI Exchange is licensed
for. For example, for 837 transactions we have SEF files for institutional, professional
and dental claims in 4010, 4010A1 and 5010A1 version and the 997 and 999 transactions.

1. To access the list of available SEF Files, select "SEF Files" under the "EDI Exchange”
menu.
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8

8.1

EDI Exchange
Check EDI File

Help

Trading Partners
,% Inbox Manager

FTP Client

SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Leg

Request EDI Exchange License

EDI Exchange License Information

The "SEF Files" menu item

2. The "SEF Files" window will appear.

(i SEF Files A@Iﬂg"

Awailable Standard Exchange Format (SEF) Rles

834_0050M0X220A1. SemRef. SEF
834_X095.5EF

834_X095A1_SemRefSEF
997_4010.5EF
999_005010X231A1.5EF

A list of SEF files

HIPAAsuite RealTime Client

Concepts

The HIPAA RealTime Client is a communications client designed to interact with SOAP
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and MIME services. This makes HIPAA Eligibility Checker able to request and receive EDI
files, in turn enabling providers of health care services to check whether a patient is
covered by a health insurance policy electronically. The client will package and send EDI
276 files and receive the 277 claim status transaction files using secure http as a
transport medium. The RealTime Client is also capable of sending unencrypted test-only
messages for use in a testing environment, however in a production environment they
will be sent via https. This means every service needs an SSL Certificate signed by a
recognized certificate authority and every EDI message sent through https will be sent
encrypted and can only be decrypted by its intended recipient.

With the Affordable Care Act's (ACA or Obamacare) adoption of the EDI connectivity rules
developed by the Coalition for Affordable Quality Healthcare (CAQH), a consortium of
healthcare industry providers and insurers, the need. They devised and prescribed
mechanisms to transfer claim status information in real-time between two
computers.These new CORE standards will greatly enhance the efficiency of establishing
insurance coverage for a patient, reducing the wait time to under a minute. CAQH's
CORE standards for administrative data exchange are rolled out in segments referred to
as Phases. The HIPAA RealTime Client is CORE Phase ll-certified, meeting all connectivity
and data content rules specified therein.

The HIPAA ClaimStatus Checker's RealTime Client requires EDI Exchange. It will allow you
to send EDI 270 requests securely to the trading partner of your choice and process the
resulting EDI 271 file. Although named RealTime, the client does support batch mode EDI
transfers for large or bundled Claim Status requests.

8.2 Trading Partner Setup

The HIPAAsuite RealTime Client can be used to consume a CORE-compliant service hosted
by a Trading Partner. In HIPAAsuite ClaimStatus Checker, this means you can verify a
patient’s medial coverage in real time; RealTime Client also supports batch mode
transfers for larger or multiple Claim Status requests packaged in a single EDI file. In
order to consume a client's CORE-compliant SOAP or MIME service, the following steps
must be taken:

1. You will need your Trading Partner's service's URL address. Some Trading Partners may
have separate addresses for SOAP and MIME services (both being specified in the CORE
Connectivity Rules), Real Time and Batch services, or Batch request submissions and
Batch request pickup.

2. Head to your trading partner’s configuration settings under the "EDI Exchange” menu:
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ECI Exchange | Leg Help

Setup

oL

Check EDI File

Trading Partners

D 2/dL/

"Trading Partners” option under "EDI Exchange" menu

Y

Inbox Manager
FTP Client
SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Leg

Request EDI Exchange License

EDI Exchange License Information

The "Trading Partners” menu item.

\

3. The "Trading Partners" configuration window will appear. If the Trading Partner for
whom you are configuring the RealTime Client is already listed, double click on the
Trading Partner and skip to step #5. Otherwise, click the "New" button and continue onto

step #4.
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-
Trading Partners l |5 é
. List of Trading Partner
| DC EXCHANGE
CALHEERS

FEDERAL EXCHANGE ARKANSAS

| EDI Identifiers Options [ Remote FTP Contact Encryption Folders
@) 4010 5010
46
| Delete Refresh |
[ Mew |

Trading Partner configuration window populated with some Trading Partners.

4. The left side of the Trading Partner configuration window will become available to you
for editing. Fillin at least the Trading Partner's name, ISA identifier and qualifier, the
Trading Partner's application code, and finally, under the "Folders" tab, the outbox and
repository folders to be used for this Trading Partner. The "Create... " button
underneath these last two fields will automatically fill in the text for you using the
Trading Partner's name.
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r B
Trading Partners l |5 é
Name and Type List of Trading Partner
Name [DC EXCHANGE
* (Required) CALHEERS
FEDERAL EXCHANGE ARKANSAS
Address
City State Zip
EDI File Exchange Method Status
- * -
Email Addresses to send process results Type
-
EDI Identifiers Options [ Remote FTP Contact Encryption Folders
EDI Version
@ 4010 5010

EDI ldentifiers and Qualifier

1SA Identifier and Qualifier (Record Key)
*

ETIN Number and Qualifier Application Sender Code (G502)
46 *
Application Receiver Code (G503) Trading Parner Assigned ID
| Delete Refrech
[ New |

%

A blank Trading Partner.

5. The fields specific to the RealTime Client are the "EDI File Exchange Method" dropdown
selection in the main configuration window and the "CORE" tab on the bottom of the
same window. You can select either CORE or MIME from the "EDI File Exchange Method"
to send messages to your trading partner using the RealTime Client.

Trading Partners

—MName and Type
Mame
I & (Required)
Address Address 2
| |
City State Zip
| ! |
EDI File Exchange Method Status
*
| =l | -]
gr::t; sults Type
[Flialu)y
MIME JZI | |

Selecting MIME or SOAP will use the RealTime Client to send EDI requests to this trading partner.
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6. To flag the trading partner as OK for EDI transfers, the Status field must be set to
Active or Test Only. "Test Only" is only for testing and will enable you to use unsecure
http:// addresses to contact your Trading Partner. The "Approved” option flags enables

secure transfers to this trading partner.

Trading Partners

~Marne and Type
MNarme
* .
I (Required)
Address Address 2
City State Zip
EDI File Exchange Method Status
| =™ | -
Ernail &ddresses to send process results Inactive
:l Testonl
=

"Approved” will let ClaimStatus Checker know this is a trusted Trading Partner.

7. Lastly, the "CORE" settings tab. Settings dealing with addressing and user credentials
are stored here. Type in the addresses for this Trading Partner's SOAP or MIME servers.
Some Trading Partners listen on different addresses for RealTime and Batch transfers,
and some even have distinct addresses for Batch Mode request submissions and Batch
Mode results retrieval. Spaces for all of these are provided. If this Trading Partner doesn't
have a different service address for Batch Mode result retrieval, the address is the same
as for Batch Mode request submission; likewise if this Trading Partner does not have a
different address to distinguish RealTime from Batch mode, they are the same address.

Currently only username tokens are supported. Fill in the username and password

textboxes with the credentials your Trading Partner has provided you for use of their
CORE-compliant service. These will identify you to this Trading Partner when requesting a

patient’s Claim Status information.
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'EDI Identifiers

— CORE Settings

Options

Remote FTP

Encryption

Folders CORE

UserMare

Password

MIME Subrnission Address

SEL Certificate

MIME Retrieval Address

RealTime

MIME Address

SOAP Address

SOAP Submission Address

SOAP Retrieval Address

View

Sending 276 Requests

Receiving 276 Responses

Sending Requests and Receiving Responses

User credentials and CORE-compliant service addresses. Both are required for successful communication.
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