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Introduction 1

1 Introduction

1.1 About the HIPAA Eligibility Checker

The HIPAA Eligibility Checker is a powerful tool intended for providers of health care
services to check whether a patient is covered by a health insurance policy electronically.
The application can create EDI 270 files and receive the 271 eligibility response
transaction files. All the cryptic EDI information is transformed into readable and
printable forms.

Providers usually have their office staff either by telephone or some other Voice Response
System inquire at the insurance payer if their patient is covered by a health insurance
policy, whether the procedures they plan to perform are covered and what deductibles
and co-payments apply. This process is pretty time consuming and offers itself for
potential savings by automating the exchange of this information.

The HIPAA act of 1996 was the first attempt to create nationwide rules to enact
administrative simplification and make the process of information exchange between
providers and payers more efficient by employing electronic data exchange (EDI). This
technology was already used in the banking and long distance phone call industry to
tremendous advantage. Whenever you go to an ATM machine to withdraw money there
will be electronic transactions from the machine to the owner of the machine and then
to the issuer of the card. Within a few seconds nowadays one get cash in practically any
place on earth. The government through its National Bureau of Standards is the guardian
of the rules and details of the different EDI transactions for each involved industry.

The original HIPAA act described the 270 as the transaction set for the eligibility request
and the 271 for the eligibility response. But it did not specify the necessary infra
structure such as transport protocols and even now, nearly 20 years after the HIPAA act
there is only spotty usage of these protocols. Things changed with the Affordable Care
Act (ACA or Obamacare) which adopted the rules developed by the Coalition for
Affordable Quality Healthcare (CAQH) which is a consortium of healthcare industry
providers and insurers. They devised and prescribed mechanisms to transfer eligibility
information in real-time between two computers. These new CORE standards will greatly
enhance the efficiency of establishing insurance coverage for a patient.

The HIPAA Eligibility Checker allows to create electronic eligibility requests, to send them
to the payer and to receive and interpret the response.

1.2 Whatis EDI

Electronic Data Interchange (EDI) is standardized in the USA and behind much of the
economic success of this country. From ATM transactions over phone bills between
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carriers to Wal-Mart's supply chain, commerce relies on standardized electronic data
interchange. lIts rules and standards are administered and maintained by the National
Bureau of Standards within the X12 working group.

The HIPAA act mandates eligibility transactions need to be transmitted in a standardized
way. The 270 and 271 transaction sets deal with the eligibility to medical insurance
benefits. Typically a provider would send out a 270 request for eligibility benefits and a
payer either directly or through a clearing house reads this request messages and sends
back a 271 eligibility response message listing all the available benefits or the specific
subset that what questioned. The Affordable Care Act (Obama Care) mandates that
payers provide real time responses to such requests.

What is an EDI file?

X12 is an ASCII standard. This means that all the content of a transmission consists of
ASCII characters. ASCII or text files can be viewed and edited with a regular text editor.
Below you see an EDI file opened with Notepad. It opens alright but since EDI does not
use line feeds and carriage returns to mark the end of a line, an EDI document is usually
very hard to view.

r N

“| 8370PTST.edi - Notepad = B %

File Edit Format View Help

ISA®00* #00* x20* OB7654 728" -
32. 36¥UN*1~DTP*472*DE*20010221~CLM* 987 790%85. 40%**] J1 A1 ¥y A%y
#l-AMTHC5* 35~-REFFEA® 321321 -3-HI*BK 820, 21~-HI®*BH:29:DE: 20010129~
FeE] JrAIL YR ARy Ry R R RR R e N DTP*4 34 *RDE* 20010214 -20010214~CL1 **
21234--PRV*0OP*ZZ*203BS0100Y~REF*1G*A1 235~ X*1-SV2*360%HC :45331%3
~NML*DN*1*CUTUM* JAMES®*** 34*854656563~LX*1~5V2*420%HC: 97116%35*
STREET~N4*WASSTIT*MD*13748~-DMG*DE*1 9100704 *F~NM1*PR*2%X¥Z INTERM
¥17.92~AMT*F3%4 . 4B~-REF*EA®B7 5522 -3~HI*BK :272. 0~NM1L*DN*1*TESTOR®|
FREIL*E54656563-LX*1-5v2*I00%HC 1 B6023%60. 02%UN*1--DTP*472*DE*200
ML1*IL *1*HEKOSEN®*SAM** ¥ EMT* 587621 255A~-N3%8 MAIN ROAD-N4*NANACHUT
TP*434*RDE*20010214-20010214~CL1**1~AMT*C5%111. 36--AMTH*F3*27 . B4~
72%DB*20010216~5E%509%54321 GE¥1 %322 TEA*]1%*112233446~

- .”r. -

b 3 4
A view of raw EDI data
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Making sense of this data stream is quite difficult. Even if we display the data in a special
EDI Editor the untrained cannot make out what it means.

1:1SA*00* 00" *29* 98765428~ 3211270103251 330°U*00401%112233489* 1T+~ .
GS*HC*987654*32112720010329%1330*325X*004010X098™
ST837754366™
BHT*0019*00*1234*20010325*1310"CH™
REF*877004010X058™

NMT*41*2*HEALING CLINIC*=46*XZ54279™
PERFIC*PHIL FIELD*TE*7365554322™
NMT=40%2*XYZ CARRIER SERVICES INC***46*789655™
HL*1*==20%1™

NMT=85*2*HEALING CLINIC™24*097654322™
N3*1 CLINIC ROW™

NAANYTOWN*MD*21299™

REF*1C*895465™

HL*2*1%22*0™

SBR*P*1§7*MB"™
NMT7IL*1*Nosmith*Herman™MI"6546212344™
MN3*10 Sth Avenua™

18 N¥*Nanachut*MD*13747™

19 DMG*DE*19201225"M™

20 NMTPR™2"XYZ Carner Services Inc™P|*895675™
21 CLM*765992°65™ 11 1"Y"A™Y*Y~C"™

22 HIFBK:2749™

23 NMT=82*1"Wellmaker®John™349387121234™~
24 PRVPE*ZZ=203BF0100Y™

25 REFF1G*AS4321™

26: 1™

27 SVTTHC99213"65 " UNST"1"N"™

& DTP*472*D&%20010315™

'S REF6R*C1™

HL*3*1%22*0™

SBR*P*1§~*MB"™
NMTTIL*1*Mebhville*Hermione™MI*987654321A™
MN3*155-15 71st Avenue™
N4*Flushing™NY™=10095™

DMG*D8*19290606™F™

NMT*PR*2*XYZ Carrier Services Inc™P*895675™
1 M= 1N1GR TR TRF*11--1 Sy = A=y =yoan

-
LD 0O =T U e Ll R

Lol h e b
s T e L RS

L

Lol Ead L) Cad Ll Gad 3 3T

i R Y S

W

EDI data displayed in the built-in EDI Editor

To fully explain the structure of EDI is not part of this introduction but we can point out
some of the features. Each line in this editor screen is called 'Segment’. Every EDI file
starts with the ISA segment. Each segment has multiple elements which are separated by
the element separator which in this case is the *'. Sometimes elements themselves are
subdivided into sub-elements, here it is the colon ":". Each segment is terminated by the
segment delimiter, in this case the tilde '~'. The rules of a particular transaction set are
determined in the so called implementation guide.

1.3 Payer Obligations

All providers of commercial health insurance benefits must comply the CORE operating
rules. The Committee on Operating Rules for Information Exchange (CORE) was proposed
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by CAQH(the Council for Affordable Quality Healthcare) as an initiative to develop a
solution that enables consistent provider access to healthcare administrative information
before or at the time of service using their choice of electronic system. At has become
law with the introduction of the Affordable Care Act (Obama Care).

CORE Operating Rules

The Patient Protection and Affordable Care Act (ACA) defines operating rules as, “the
necessary business rules and guidelines for the electronic exchange of information that
are not defined by a standard or its implementation specifications."

ACA Section 1104 applies to HIPAA covered entities and business associates engaging in
HIPAA standard transactions on behalf of covered entities. The legislation requires that
the standards and associated operating rules adopted by the Secretary will:

e Enable the determination of an individual’s eligibility and financial responsibility for
specific services prior to or at the point of care;

e Be comprehensive, requiring minimal augmentation by paper or other communications;

¢ Provide for timely acknowledgement, response, and status reporting that supports a
transparent claims and denial management process (including adjudication and
appeals);

e Describe all data elements (including reason and remark codes) in unambiguous terms,
require that such data elements be required or conditioned upon set values in other
fields, and prohibit additional conditions (except where necessary to implement State
or Federal law, or to protect against fraud and abuse).

Section 1104 of the Patient Protection and Affordable Care Act (ACA) mandates a
certification process for health plans only.

Per the ACA, health plans must file a statement with HHS, in such form as the Secretary
may require, certifying that their data and information systems are in compliance with
any applicable transaction standards and associated operating rules; financial penalties
for health plans are significant.

The adoption deadline for Eligibility and Claim Status EDI transactions (included in Phase |
and Phase Il of the CORE Operating Rules) was 1/1/2013, so far the HHS has not
enforced this deadline with penalties and affected entities are still in the implementation
phase.
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On December 31, 2013, HHS issued a Notice of Proposed Rulemaking (MPRM) on the
ACA-mandated health plan certification. The Department of Health and Human Services
(HHS) accepted public comments on the NPRM through April 3, 2014 (previously March 3,
2014). The NPRM includes health plan certification requirements for the eligibility, claim
status, electronic funds transfers (EFT), and electronic remittance advice (ERA)
transactions.

1.4 Features and Licenses

The HIPAA Eligibility Checker comes with several features. The basic version is has no
database attached. It allows for

e Manual entry of Eligibility requests

e Import of 270 Eligibility request files that were created somewhere else and editing the
information

e Display and printing of Eligibility requests in humanly readable format with all the
cryptic codes translated

e Creation of 270 EDI files

e Reading, displaying and printing the information of 271 Eligibility responses in humanly
readable format with all the cryptic codes translated

The transport of the EDI files to the payer and receiving the responses are left to other
devices in the basic version.

Image file creation. This feature allows for the saving in TIFF or PDF format of the
display images from 270 and 271 files.

Database connectivity. By tying the HIPAA Eligibility Responder to a database the
product becomes vastly more powerful. Now we can save Eligibility request and response
records in the database and link the request with the response. In addition there are
tables for the company setup and requesters, subscribers and providers that are used in
the manual entry forms are remembered and make the data entry much faster.

EDI Exchange. This module again expands the functionality of the software by adding all
that is necessary to transport the 270 request files to the payers and receive from them
the response. EDI Exchange handles the trading partners and their peculiarities,
encryption, FTP, SFTP, has logs for incoming and outgoing files, Checks in and out going
EDI files for HIPAA compliance and more.

RealTime Client. The HIPAAsuite RealTime client is an add-on to EDI Exchange and adds

© 2014 HIPAASuite



6 HIPAA Eligibility Checker

the capability to exchange requests with payers and receive responses in real-time or
batch mode according to the CORE protocols MIME and SOAP.

2 Getting Started

21 Downloading the Software

The HIPAA Eligibility Checker can be downloaded from HIPAAsuite's website here

{33 HIPAAsuite - Download Trial x| +

& | @ www hipeasuite.com/hipaaeligibilitychecker/ DownloadTrial ¢| &+ |Qseorn B ¥ A A4 CO-8a % e =

@ HIPAA Eligibility Checker
You can download a fully functional version of this HIPAAsuite software. Our products aim to be easily understood and operated. Should
_ you encounter problems or difficulties, please don't hesitate to contact us
[YS—— Pricing information s here. For license and further information please contact us

HIPAA ClaimMaster
) Before you can download, please fill aut this form

* First Name:
* Last Name:
» Company:

Job Title:

* Street Address:
* City:

@ HIPAA Eligibility Responder State: - Please Choose -
* Zip [ Pestal Code:

% HIPAA Claim Status Responder * Telephone

* Email Address;

@ HIPAA Claim Status Checker
Quick Survey

Q ED! Exchange « How did you hear about HIPAAsuite? Please Chaose - =

@ HIPAA Authorizer
Security Measure

Please prove that you are human
and slide to uniock

(] Locked Unlocked (&

[ Download |

The questionnaire leading to the download

You will have to fill out a form and once you submit this, you have the choice between
the 32bit or the 64 bit version of the software

© 2014 HIPAASuite
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Prodixti R e SR : | Contoct

HIPAA ...
2:oUL TER.

&% Download

&4 Download

The download page showing the two versions of the installer

Download the 64 bit version only if you have a 64 bit version of the Windows operating
system.

You have chosen to open:

e HIPAAElgibilityCheckerSetupb4.zip
which is: IZ&rc ZIP Archive (30.9 ME)
from: http://www.hipaasuite.com

What should Firefox do with this file?

(70 Openwith | [ZArc Archiver (default) -

i@ Save File

Do this autornatically for files like this from now on.

The downloaded zip file

Once the download has completed you can install the software by unzipping the file and
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2.2

running the Setup.exe program.

File Name File Type Modified

Size Ratio Packed CRC Attributes
ﬁHIF‘AAEhg\bIhtyChed(er.ms\ Windows Installer P...  11/14/2013 11:06:58 AM 34,302,976 2% 33,676,918 DI1B1BADA A
T setup.exe Application 11/14/2013 11:06:44 AM 470,528 58% 199,066 FSBE8TFS A

‘ 1

The content of the zp file

The Setup program ensures that all the Microsoft Windows components needed for the
program are installed on the computer. Running just the Microsoft Installer (.msi file)
might leave out critical dependencies. It is preferable to run "setup.exe”.

Installation

Running the installer application will yield the following screens:

IRIIRIRIREN]

fis HIPAA Eligibility Checker

License Agreement

Pleaze take a moment to read the icensze agreement nowe. IF you accept the terms below, chick "l
Agree", then "Mext". Othemize click "'Cancel"'.

HIPAAsuite Trial License il

IMPORTANT-PLEASE READ CAREFULLY: This End-User License

agreement is a legal agreement betweean yvou {either an individual
or a single entity) and Martin Schall Consulting, Inc. dba
HIPaasuite for the product identified in the installation
{("SOFTWARE PRODUCT"), By installing, copying, or otherwise

| Do Mot Agree | Agree

[

Cancel ¢ Back =

© 2014 HIPAASuite
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Getting Started

License agreement

i'él HIPAA Eligibility Checker M= B3 |
Welcome to the HIPAA Eligibility Checker Setup P
Wizard =&

T he installer will guide you thraugh the steps required to nstall HIPAS, Elgibilite Checker an pour
‘ computer.

WARMIMG: Thiz computer program iz protected by copyright law and international treaties.
IInauthorized duplication ar distribution of thiz program, or any portion of i€, may result in zevere civil
or criminal penalties, and will be prosecuted ko the maximum extent possible under the |aw,

Cancel ¢ Back M et >

Select an installation folder. The default value will be filled for you, but it can be
changed.

© 2014 HIPAASuite



10 HIPAA Eligibility Checker

jiz? HIPAA Eligibility Checker [_ ] |

Select Installation Folder [_‘.

The inztaller will install HIFAA Eligibility Checker ta the following folder,

Ta inztall in this faolder, click “Mext". Toinstall to a different folder, enter it below ar click "Browse"",

Enlder:
C:AProgram Filez\HIPAdzuite  HIP&S Eligibility Checker, Browse...

Digk Ciogt...

[nztall HIP&A Elgibility Checker for yourzelf, or far anyone whio uzes thiz computer:

¥ Everyone
= Just me

Cancel < Back et >

Selecting an installation folder

© 2014 HIPAASuite
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o

jiz HIPAA Eligibility Checker

Installation Complete A

HIP&L Eligibility Checker haz been successfully installed.

Click "Cloge" to exit.

Pleaze usze Windows pdate to check for any critical updates tothe MET Framewaork.

Cancel < Back Cloze

Last installation screen

2.3 Software Trial

The HIPAA Eligibility Checker can be tested free of charge for 14 days.

Should your trial time expire and you wish to continue your testing of the software,
please send an email to info@HIPAAsuite.com with the Registration number and we
will give you a trial extension.

If the product is not registered and you start it, you will see first the trial screen. This
screen shows how many days remain in the free trial.

© 2014 HIPAASuite
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HIPAA Eligibility Checker
1.0.3
Dayls] remaining For trial 15

]

Thiz zofthware i= for evaluation purpozes only and has limited
function ality

Youwill have to purchaze thiz zoftware if vou want to cantinue uzing it
after a free evaluation haz expired.

R egistration Mumber:

FaFDEB3E Try Order | Register I

The Trial Screen

The registration number is shown on the lower left hand corner of the license trial

window.

Registration Mumber:

FEFDEBIE

The Registration number

This number is needed for the registration as well as trial extension. It is unique to your
computer and hardware. You can copy the registration number to the clip board, just
hover with the mouse over it, so that you can easily paste it into an email. This avoids

human error. (There are no letter 'O’s, the letter in the number, only zeros!)

TOL Wl Nave 10 PUFChase This S0Maare IT Yo want
after a free evaluation haz expire

Fiegiztration Humber:

FEFDEBRR

Ty
Copy

Azl For krial extension
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Copy the registration number to the Windows clip board by hovering over the it with the mouse

Once you have received the license key from us you click on the 'Register’ button and the
license registration from comes.

Q Registration Form

License Registration Form
HIPAA Eligibility Checker

License Fey I‘-.-'WHW -GOEOD-STFU7VE<EZ- 201w I-MCRUG-PNG 3UEM

Feqister | Cloze

— Result

Entering the registration information

Enter the License Key as supplied in our email. The best is to copy and paste the
information from our email.

Once the product is registered with a permanent unlock code, future upgrades will find
this key and install without further action necessary.

© 2014 HIPAASuite
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24 Requesting a Trial Extension

The HIPAA Claim Master comes with a free trial of 15 days. Once your trial period has
expired, the application will stop working. There are limitations to the trial version, for
example, you can only export the first 50 records of EDI files, and only 5 files per
directory processing. We are sorry to have to limit the experience, but we had instances
where organizations used the software for production purposes without purchasing it.

We do not mind extending your trial if you need extra time to evaluate the software.
You will only need to send us the registration number and we will gladly give you another
15 day trial. If your trial time has expired and you wish to continue your testing of the
software, please send an email to info@HIPAAsuite.com with the Registration number

and we will give you a trial extension.

Q License E

HIPAA Eligibility Checker
1.0.3

Day[=] remaining For trial 0

Thiz zofhware iz for evaluation purpozez only and haz limited
function ality

You will have to purchaze thiz zoftware if wvou want to continue uzing it
after a free evaluation has expired.

Reqiztration Humber:

FEFDEBSE Azl for trial extenzion | Order I R egister

If you need to continue your trial of the product, follow the instructions below.

1. Launch the application and the trial screen appears

2. Click on the "Ask for Trial Extension" button on the displayed window.

TOL Wl NAYE T0 PUFCNEase g S0TGWAare IT YOL want
after a free evaluation has expire

Registration Mumber:

F8FDEB3R Ty
Copy

Ak For krial extension
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The "Ask for Trial Extension” button

Tip: You can see the registration number in the lower left hand corner. This number is needed for the
registration as well as trial extension. It is unique to your computer and hardware. You can hover over the
registration number and copy it to the clipboard, so that you can easily paste it into the email. This avoids
human error. (The letter "O" is never used, only zeros.) Hovering over the number will give you the following
floating menu:

3. Clicking on the "Ask for Trial Extension” button will bring up the feature control

window.
Features and Licenses
HIPAA Eligibility Checker
Ewaluation wersion Enter License Key
Product Features: Request Trial License
Image Creation “ 0On  0Off Licenzed v
Work with Database ~ On © 0Off Licensed W

EDI Exchange:
Keyw: LZ2TS1-30B00-DZMMBEC-EEEL4-1F1EBIZ Enter EDI Exchange Key

& 0On  Off Fequest EDN Exchange Licenze

S e | Feqgistration Number:  FEFOBEBE3E Close

The "Features and Licenses" window

4. Select features you need and click on "Request Trial license.”

5. An email to HIPAAsuite will be created. The message will contain the registration
number so they can then create the extension key. For example, this will open Outlook
with the following data inserted:

e To: info@HIPAAsuite.com
e Subject: [HIPAA Claim Master][123456789]: Request for Trial License Extension
* Message: Volume ID: 123456789
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From - Martin.Scholl@HIPAAsuite.com
=1
Tou info @HIPAAsuite. com
Send
Ce...
Bec...
Subject [HIPAA Eligibility Checker][73DCFSBF): Request for License

Request for License

Product: HIPAA Eligibility Checker
Volume ID: 78DCF8BF

Already licensed features:
Image Creation,
Work with Database

Required new features: No new features selected to request for license

Current Key:
Key: UWYE1-ROGOO-R7STU-VBX1Y-271AQ-7PZMR3A97

The trial extension request email

6. The response from the support team includes an activation key.

7. 0nce you have the activation/unlock key, click "Register” on the program welcome
window.

2.

Order | Reqister

The "Register” button

8. Paste the activation key into the field on the Registration Form and then click
"Register.”

Tip: The field is case-sensitive. The best thing to do is to copy and paste the License Key from our email.
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Getting Started 17

Q Reaqistration Form

License Registration Form
HIPAA Eligibility Checker

License ey IWHY1 GOEDD-STFU74E8E2-2C 1w -MCRUG-PHN G 2UEY

Reqister | Cloze

— Result

The "Registration Form" window with entered license key and highlighted "Register” button

9. The success message will appear in the "Result” border. You will see what components
have been registered.

— Rezult

Thank you for evaluating HIPAS Eligibility Checler
HIPAL Eligibility Checker iz fully functional with certain trial limitations.
Thiz evaluation verzion expires in 15 daps

Irmage Creation Component iz registered.

Whork, with D atabaze Compaonent iz registered.

The license activation result

Click "Close."

10.0nce the license key has been entered, click "Try" on the welcome window to continue
using the program for another 15 days.
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HIPAA Eligibility Checker
1.0.3

Day[=] remaining For trial 15

]

Thiz zofthware i= for evaluation purpozes only and has limited
function ality

Youwill have to purchaze thiz zoftware if vou want to cantinue uzing it
after a free evaluation haz expired.

R egistration Mumber:

FaFDEB3E Try Order | Register I

The "Try" button

Once the product is registered with a permanent unlock code, future upgrades will find

this key and install without user action.

2.5 Starting the Application

When you start the HIPAA Eligibility Checker you will see its main screen

© 2014 HIPAASuite
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€) HIPAA Eligibility Checker - 32bit [E=EEER

File  View CodeSets Manual Entry Database Image Log Setup  EDIExchange Help
— M AV o
&£ K907 OB

@@ > LE X vE

Counter

Output Mode

(7) Manual Process

() Printer
@ Screen

) Image File

[7] Data Import

Run ’

Run with
compliance check

MNo update available .:

The main screen of the HIPAA Eligibility Checker

You see the menu bar on top of the screen

€3 HIPAA Eligibility Checker - 64bit

| File View CodeSets  Manual Entry  Database Image Log  Setup  EDIExchange Help

The main menu

and the task bar buttons below.

B > w (L2 K07 O

The task bar

On the left side is the Info bar that is important when you want to import EDI files.
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2.6

2.6.1

Output Mode
(") Printer

@ Screen

() Image File

[ Data Import
Counter

‘ Run th' ‘

F Run with

compliance check

The info bar on the left side of the main screen

Setup

We have three sub item under the main menu entry "Setup”

e Application Setup
e Company Setup
e Delimiter Setup

Application Setup

When you click on 'Application Setup, the following screen comes up
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— '\
Application Setup = | = X3

* Indicates Mandatony Fields
Processed Fles

@ Leavein Place
@ Moveto |HAHIPAAsuite\HIPAAsuiteCommDir\Proces=edFiles

) Delete
Log Update Document Color
K.eep a log of every file processed [C] Never check for update On Screen On Paper i
@ Red @ Red
*Processed and Response Files Folders (") Black ") Black

need to be setin EDI Exchange Setup

L - "l

The Application Setup screen

The first setting concerns the handling of EDI files after processing. In order to avoid the
duplicate processing of EDI files, we recommend that you move files after processing
into an archive folder so that they are not processed multiple times. If you work with a
copy of files, stored somewhere else you might also delete files after processing but
make sure that you have the original somewhere. EDI files are important business
documents and you want to make sure that you can access the information in them at a
later point in time for trouble shooting and other reasons.

Processed Rles
@ Leave in Place
D Moveto |H\HIPAAsuite\HIPAAsuiteCommDir\ProcessedFles

) Delete

Determining the handling of processed files

If you use EDI Exchange, the Processed File folder is given by the folder schema of EDI
Exchange where each trading partner has a place for their folders.

The next item is the log. The HIPAA Eligibility Checker keeps track of all the step of
processing EDI files. When it is run through the command line, those messages will be
saved in the log.

Log
Keep a log of every file processed

The log setting determines whether process messages will be saved to the log file at all times
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2.6.2

Checking the above check box ensures that all process messages are written to the log
file regardless whether the application is run through the command line or the user
interface.

The next item determines whether the application on start-up looks for the existence of
updates and newer version. Some companies have a strict policy that all updates have to
be thoroughly tested before they can be implemented and users should not be faced with
an option of update the application. For this case we have the below check mark

Update

Mever check for update

Set if you want to suppress update messages

The last thing on the setup screen determines whether the back ground and labels on the
printable eligibility form are in red to contrast them with the font color of black. When
printing the forms to paper on a color printer you can save money and resources by
choosing black. Otherwise it makes the forms much easier to read when you have
background and labels in red.

Document Color

On Screen On Paper
@ Red @ Red
Black Elack

Set the color of document background and labels.

Company Setup

Creating EDI files will include a lot of information on you and your trading partners. The
company setup screen is designed to enter all the necessary information for the EDI
creation.When you create EDI files there are a few elements needed to identify your
company as the sender, the producer of this EDI file. For this matter, use the company
setup screen. You can specify your company information and other setting related to
your company there.

If you have the EDI Exchange component licensed then all this information is stored in the
data file "COMPANY_SETUP". If you don't have this component then this information is
stored in the Windows registry.

Note: You need to configure the database first. See Setting up Database Connection.

1. To configure the company, select Setup » Company Setup in the main menu.
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Log | Setup | EDIExchange Help
I' F Application Setup
—- | Company Setup |

Delimiters Setup

The "Company Setup” menu

2. The following screen will appear.

Company Setup - “ 4 ~ ; (== D
* Indicates Mandatory Fields
Company Information
Mame HIPAASUITE * ISA Segment Sender Identifier HIPAASUITE *
Address1 18910 NEW HAMPSHIRE AVE Qualifier ZZ - Mutually Defined -
Address2 Application Sender's Code GS_2 HIPAASUITE *
City BRINKLOW : Tax ID 521685400 :
|
State MD - Maryland - ) Plan ID @ Payor ID 555555
: Three letter identifier to prepend
Zip 20862 Plus 4 9703 10 all outgoing EDI files HPS
Entity Type Code -
Contact Information ISA 14 and 15
Contact Person  \MARTIN SCHOLL : EDI Files will be:
Telephone (301) 924-5537 = Ext Fax  (301) 570-0139 © Test © Production
E-Mail MARTIN SCHOLL@HIPAASUITE.COM * [0 Acknowledgement (TAT) req.

The "Company Setup” window
3. You can configure the following options:
e Company Information
¢ EDI Version
¢ Contact Information
® ISA 14 and 15
Read the detailed descriptions further.

4. Once you have finished editing the options, click "Save."

Company Information
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e Name — Company name. Obligatory option.
e Address 1

e Address 2

e City — Obligatory option.

e State — Obligatory option.

e ZIP

e Plus 4

¢ |SA Segment Sender Identification — It is the most important option to choose. It
identifies your organization for all EDI transactions. Most commonly the Qualifier
"ZZ" and a free form ID up to 15 character in length is chosen. Other options include
your tax ID and the Dun & Bradstreet ID.

¢ Qualifier — The ISA Identifier and qualifier are the unique key to the trading
partner database file. The ISA identifier can be up to 15 bytes long, the qualifier
has to be 2 bytes. Approved qualifiers are:

e 01 — Duns (Dun & Bradstreet)

¢ 14 — Duns Plus Suffix

e 20 — Health Industry Number (HIN)

e 27 — Carrier ID Number (Identification Number as assigned by HCFA)

e 28 — Fiscal Intermediary ID Number (ldentification Number as assigned by
HCFA)

e 29 — Medicare Provider and Supplier ID Number (ldentification Number as
assigned by HCFA)

e 30 — U.S. Federal Tax ID Number (ldentification Number)

¢ 33 — NAIC Company Code (National Association of Insurance Commissioners
Company Code)

e 77 — Mutually Defined

e Application Sender's Code GS_2 — The option represents the program or machine
that created the file. Usually the same as the ISA Segment Sender Identification.
You can select other ID if you need. Obligatory option. The GS_02 identifier is
usually the same as the ISA identifier but you can also choose some other ID. It
represents the program or machine that created the file, but the most common is
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a repetition of the ISA identifier.
e Tax ID — Obligatory option. Also called an Employer Identification Number (EIN).

e Plan ID / Payer ID — Fill in your Payer ID and Plan ID if you have one; this is only
important for the 271 and 277 transactions. Optional setting.

e Three letter identifier to prepend to all outgoing EDI files — Optional setting.
Makes your files easily identifiable.

EDI version

Specify EDI version:
e only 4010
® 4010 if in original otherwise 5010
e only 5010

Contact Information
The contact information goes into the PER segment of outgoing transactions:
e Contact Person
e Telephone
e Ext
e Fax

¢ E-mail

ISA 14 and 15

¢ EDI files will be — ISA element 14 determines if the resultant file contains test or
production data:

e Test
¢ Production

e Acknowledgment (TA1) requested. — ISA element 15 indicates whether you want
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a TA1 acknowledgement for files that you send out.

2.6.3 Delimiters Setup

EDI is all about delimiters. By describing in the first 106 bytes of any EDI file which
delimiters are used in the rest of the document the EDI file is machine readable. There
are 4 delimiters used in HIPAA EDI.

The element separator is the 4th byte of any EDI file. It separates the elements of the
segments. All HIPAAsuite products default to * for the element separator.

The sub-element separator is defined in byte 105 and serves to divide elements further.
HIPAAsuite default is the colon "'

The Repetition separator is used since the 5010 version of EDI and indicated in ISA_11.
Our default is the caret "'

The segment separator is byte 106 and used to separate the individual segments of an
EDI file. Our default is the tilde '~'.

HIPAAsuite products allow you to set the separators freely to any value that is allowed by
the X12 committee. You use the following screen

-~

ol Delimiters = _IEI E
Element Separator * -
Subelement Separator -
Repetition Separator -
Segment Terminator ™ -

Close
| Restore Default Values

The delimiter screen

2.7 Updates

Tip: An alert on version update will be available at the bottom right end section of the application.

By default, the program checks for updates automatically. When the new version is out,
you will see an update report on the "Changes in Versions" window. It shows which
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changes have been made and displays all differences between your version and the
current version. To continue with update, click "Update.”

Changes in versions [ x|

Version 4.0.49.755 of HIFAACIaimMasterd2 is now availalbe.
You are using 4.0.48.1449.Do you want to download and install it?

1 Charnges in versions

Changes in version: 4. 0.49.0755
fixed bug wath procezsed files
added CCITT4 and Packbits compression
new fields in header table
new fields in details table: OralCavityDezignation 1-5
added elements SERDB and SY311 to dmamic array
new field in details table: AmbulancePatientCount
changed work wath log in command line

Cancel Update I

4

The "Changes in Versions" screen with highlighted "Update” button
Then you will need to re-certify the application.

Specify a location on you local PC where to download the new version.

Features and Licenses

HIPAA Enrollment Master

Trial Key: V3JDO-POBON-GHFKC-B854 7-6M3GMEV3F Enter Licanse Key ]
Product Features: ( Request Trial License \le
Image Creation © On  0Of F;dl:n License Reguest F’
Work with Database © On C Of Add to License Request [
File Creation C 0 C Of Addto License Request [
EDI Exchange:
Ewvaluation version Enter EDI Exchange Key |
@ On © Of Request EDI Exchange License |
Save Close Iz
i

The "Save as” window with the "Save"” button highlighted

Then the program will start downloading.

The "Downloading HIPAAClaimMaster32" popup
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Then you will need to install the application.

Manual Updates

To switch off automatic updates and stick with the version you have, go select Setup »
Application Setup in the main menu and check "Never check for update”.

-

Application Setup

) |

Processed Fles

@ Leavein Place

) Delete

Log Update
[ K.eep a log of every file processed Mever check for update

*Processed and Response Files Folders
need to be setin EDI Exchange Setup

0 Move to CAlsers\Savant Spectre’\Document s\HIPAASuite\EDI ROO T\ ProcessedFiles

* Indicates Mandatony Fields

Document Color

On Screen On Paper
@ Red @ Red
(") Black ") Black

e

The "Options” menu

Alternatively, you can click on the "Setup” button located on the main toolbar.

| Entry  Database Image Log

LE AT

The "Setup” button

The following screen will appear. Check the "Never check for update” option and click

"Save."
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3.1
3141

B setup

* Processed Files
% Leave in Place

M= B

= Move to |
" Delete

- Lng
r Keep alog of every file

processed

™ Record errars only ta log. No Pap-ups

Print Additional Pages

I Additional Info
[ COB Info

~ Qutbox Directory Path

— Update

~ Document Color

Browse_|

I | Mever check for update

On Sereen —  On Paper

l

Save

Help

* Red * Red
" Black " Black
Browse

29

Cancel I p

The "Options” window

To update the application manually, go to Help » Check for Update in the main menu.

[ i

Setup  EDIExchange (| Help

w0

HIPAA Clairn Master Help

Yiew Manual

Abiok

Chack For Updates

Projact History

Report an Issue Chrl+l
De-Tdentify Uity

Feabures and Licenses

The "Check for Updates”

Database

menu item

Database Setup

Database Setup

Under the 'Database’ main menu we see the following sub menus
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EDI Exchar

Database | Image

Log

Setup

| Connection and Data Fields

W 3

Table Creaticn
Fields Mapping

Database Schema

Create 270 EDI Files

Stored Eligibility Responses
Stored Eligibility Requests

The menu 'Database’ and its sub menus

These menus are disabled while the database feature is not licensed.

In order to setup the database and its connection and fields we click on ‘Connection and
Data Fields. The following screen comes up

Database Server Setup for OLE/ODBC Connection

HEIEE)

HIPAAsuite's Eligibility Checker
Connection Properties

Database Type

MS SQAL Server Integrated Security

]

-
Test
Connection

Database Server Name
| \SQLExpress

Database
HIPAAsuite
Checked
Username
Password
|
Request Tables
Eligibility Header Table Name Click
EDI_EligRequestHeader here to
I create
Eligibility Details Table Name the tables

EDI_EligRequestDetail

EligResponse Tables
EligResponse Header Table Name
EDI_EligResponseHeader
EligResponse Members Table Mame
EDI_EligResponseMembers
EligResponse Benefits Table Name
EDI_EligResponseBenefits
Request Validation Table Name
EDI_EligRequestValidation

Fields to be exported

Eligibility Request Tables ‘ Eligibility and Req idation Tables
Header Details
-] Header Data « | | =-[¥]Eligibiity Details
|:| EligReguestil: K ServiceTypeCode
- adingPartneril - ProcedurelDQual
adingPartneriDQual E cedurell
difiert
— difier2
difier3
difierd
weragelevel
gnosisCodePointert
gnosisCodePointer2
gnosisCodePointer3
- gnosisCodePointerd
{I--’_ﬂ Source Information o entDownAmount
-[¥] SourceEntitylD --[¥] BiledAmount
SourceName FaciltyTypeCode
SourceFirstlame ReferralMumber
SourceMiddleName . PriorAuthorizationNumber
. SourceSuffoc ibiltyDate Qual
- SourcelDQual - ibiltyDateFrom
-[¥] Sourceld [ EligibiltyDateTo
—]--’_7] Receiver Information
- ceiverEntitylD
ceiverlame
ceiverFirstName
eceiverMiddieName
|7 ReceiverSu ffix S
Select All Select None Select All Select None

l Close H Save Connection H Help ]

The database connection and field setup screen

On the left side of the screen we can set and test the database connection while on the
right side we list the tables and their fields.

On top we choose the database type and connection mode. At this time the HIPAA

Eligibility Checker supports
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e Microsoft SQL Server (with Server Authentication)
e Microsoft SQL Server with integrated security

e ODBC connections

Connection Properties

Tip: If you use ODBC for the connection, you will need to set up the ODBC connection first in the
Windows F Control Panel ¥ Administrative Tools ¥ Data Sources (ODBC) setup screen. Setting up the
ODBC connection varies from database to database.

£ 0DBC Data Source Administrator

User DSN | System DSM | Fie DSM | Diivers | Tracing | Connection Pooking | About |

Uzes Data Souces:

Mame | Driver | Add.. |
IGEEN

w2 0DBC User data source shores information about howe bo conmect to
the indicated data proveder, A User data sowrce iz only vizible to wou,
arnd can only be used on the current machine

[ ok ]| coanca | - Help

The ODBC Administration screen in Windows

The other fields in the connection setup are:

e Database Server Name or DSN — If you use SQL Server, then enter the IP address
or the name of the database server. If you use ODBC, then specify the Data Source
Name (DSN) that is defined through the ODBC in the Control Panel of Windows.
Latest MySQL ODBC driver can be downloaded on http://dev.mysql.com/downloads/
connector/odbc/.

e Database — Define the database under the above connection. For Microsoft SQL
Server Integrated Security, leave the field empty.

e Username — A defined user that has privileges to the database. For Microsoft SQL
Server Integrated Security, leave the field empty.

e Password — Enter the user's password. Not required for Microsoft SQL Server
Integrated Security.
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Tip: Normally, database, username and password are configured in the Windows Data Sources (ODBC)
Manager and are not required to be provided in these fields.

The tables that contain the eligibility request information (270)

e Eligibility Request Header Table Name — Enter the name that you give to your
Claim header table. A default nhame is suggested, you can overwrite it.

e Eligibility Request Detail Table Name — Define the name of the table that
contains the benefit information. A default name is suggested, you can overwrite
it.

The tables that contain the eligibility response data (271)

e Eligibility Response Header Table Name - This table holds the information
receiver, source and EDI file header information

e Eligibility Response Member Table Name - This table contains member
information and member level data

e Eligibility Response Detail Table Name - This table holds all the benefit specific
information that comes back on the 271

e Eligibility Request Validation - This table contains error messages on rejected
requests.
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Connection Properties

Database Type
II"u’IS SQAL Server Integrated Security vJ

Database Server Mame

ASQLExpress Test
Database Connection
HIPAAsuUite

Checked
Usemame

Password

Request Tables

Eligibility Header Table Name Click

EDI_EligRequestHeader here to
N . create

Eligibility Details Table Mame the tables

EDI_EligRequestDetail

EligResponse Tables

EligResponse Header Table Name
EDI_EligResponseHeader

EligResponse Members Table Name
EDI_EligResponseMembers

EligResponse Benefits Table Name
EDI_EligResponseBenefits

Reguest Validation Table Mame
EDI_EligRequestValidation

The connection properties fields
Note: Consult Windows Help or the internet on specific data source setups.

To create tables in your database, click on the "You can create the tables through a
separate screen” link. For instructions, refer to Creating Tables.
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Connection Properties

Database Type

’MS SQAL Server Integrated Security

)

Database Server Mame

ASQLExpress Test
Database Connection

HIPAAsuUite

Usemame

Password

Request Tables
Eligibility Header Table Name
EDI_EligRequestHeader
Eligibility Details Table Mame
EDI_EligRequestDetail

EligResponse Tables
EligResponse Header Table Name
EDI_EligResponseHeader
EligResponse Members Table Name
EDI_EligResponseMembers
EligResponse Benefits Table Name
EDI_EligResponseBenefits

Reguest Validation Table Mame
EDI_EligRequestValidation

A link to create tables

Checked

Click
here to
create
the tables

Once the connection parameters have been entered, click "Save Connection Information.”

| Close ’ Save Connection ] Help |[

The "Save Connection Information” button

To verify if the entered parameters are correct, click on the "Test Connection” button.
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Connection Properties

Database Type

II"u’IS SQAL Server Integrated Security

Database Server Mame

ASQLExpress Test
Database Connection

HIPAAsuUite
Checked
Usermname
Password
Request Tables
Eligibility Header Table Name Click
EDI_EligRequestHeader here to
N . create
Eligibility Details Table Mame the tables

EDI_EligRequestDetail

EligResponse Tables
EligResponse Header Table Name
EDI_EligResponseHeader
EligResponse Members Table Name
EDI_EligResponseMembers
EligResponse Benefits Table Name
EDI_EligResponseBenefits

Reguest Validation Table Mame
EDI_EligRequestValidation

The "Test Connection” button

35

If you test the connection settings and have not yet created the tables you will see the

following message box popping up:hh
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Ermor

' ) Success establishing connection

Yerifying Response Tables:
Invalid chject name 'EDL_EligResponseHeader',
Invalid ocbject name 'EDI_EligResponseMembers',
Invalid chject narme 'EDL_EligResponseBenefits',
Invalid chject narme 'EDL_EligRequestValidation'.

Yerifying Request Tables:

Invalid chject name 'EDL_EligRequestHeader'.
Invalid chject name 'EDL_EligRequestDetail',

e

A successful connection check, but unsuccessful table check.

If the test has passed successfully, you will see the required tables listed as verified, as

follows:

© EE N

Success

. 1 Success establishing connection

Verifying Response Tables:
Elig Response Header table verified
Elig Response Members table verified
Elig Response Benefits table verified
Elig Request Validation table verified

Verifying Request Tables:
Elig Request Header table verified
Elig Request Details takle verified

L &

The success message

Once the test has passed successfully, the "Connection not checked” message changes to

"Connection checked.”
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Connection Properties

Database Type
|I"u'15 SQL Server Integrated Security v|

Database Server Mame

MASQLExpress Test
Database Connection
HIPAAsuite

V| Checked
Usermame

Password

The "Connection not checked" check box

If you need to create the tables first, then see Creating Tables.

3.1.2 Connector/ODBC on Windows x64

After installing Connector/ODBC on Windows x64, the Connector/ODBC drivers may not
appear in the ODBC Data Source Administrator. This is related to the way Windows x64
editions operate with the ODBC driver. On Windows x64, the Connector/ODBC driver is
installed in the %SystemRoot%\SysWOWé4 folder. However, the default ODBC Data Source
Administrator that is available through the Administrative Tools or Control Panel in
Windows x64 is located in the %SystemRoot%\system32 folder, and only searches this
folder for ODBC drivers.

On Windows x64, use the ODBC administration tool located at %SystemRoot%\SyswWOWé64
\odbcad32.exe. This will correctly locate the installed Connector/ODBC drivers and enable
you to create a Connector/ODBC DSN.

3.2 Creating the Tables

Database » Table Creation menu is a link to the screen to create the tables. You can
reach this screen as well from the connection setup screen by clicking the underscored
blue text just right of the table name text boxes.
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Create SQL Tables | = | B 2|
Database
@ Microsoft SQL Server ) MySQL
| Elig Response Benefits | Request Validation | Elig Request Header | Elig Request Details | COMPANY_SETUP [ ]|
Benefits Table script:
1 CREATE TABLE [edi_EligRequestDetail]( -
2 [EligibilityDetailld] [bigint] IDENTITY(1.1) NOT NULL. B
3 [Eligibilityld] [bigint] NOT NULL.
- [ProcedurelDQual] [char](2) NULL,
5 [ProcedurelD] [varchar](48) MULL,
6 [Modifier1] [char](2) NULL.
7 [Modifier2] [char](2) NULL.
8 [Modifier3] [char](2) NULL.
9 [Modifierd] [char](2) NULL, f
10 |Coveragelevel] [char](3) NULL.
1 |DiagnosisCodePoainter1] [char](2) NULL, |
12 [DiagnosisCodePointer2] [char](2) NULL, 3
13 [DiagnosisCodePointer3] [char](2) NULL,
14 [DiagnosisCodePointerd] [char](2) NULL,
15 [SpentDownAmount] [numeric](18. 2) NULL,
16 [BilledAmount] [numeric](18. 2) NULL,
7 [FacilityTypeCode] [char](2) NULL,
18 [Service TypeCode| [char](2) NULL,
19 [ReferralNumber] [varchar](50) NULL,
20 [PriorAutharizationNumber] [varchar](50) NULL
21 [EligibilityDateQual] [char](3) MULL.
22 [EligibilityDateFrom] [date] NULL. | |
23 [EligibilityDateTo] [date] NULL,
24 CONSTRAINT [PK_edi_EligRequestDetail] PRIMARY KEY CLUSTERED ([EligibilityDetailld] ASC), .
IC ORICTRAIMT ICW ~d: ChallaaonatMNetacl ~dl Chalamantdondasd CODCHTA KW TE LAkl A AT
I Compare Script with existing Table l [ Save ] ’ Execute Script l

e

The Create Table window.

In the Create SQL Tables window there are multiple tabs. All the table creation
commands you need are divided between the tabs. Clicking "Excecute Script” will run the
entire script. If the table is already present, you will be prompted before continuing. If

the table does not exist, the command will create it.

After creating a table, you will be informed of the result:

( |

Success

|"\

Table 'edi_EligRequestDetail successfully created

.5

The create table success notification.
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" | EE J'\

You have all the fields in your table,
There is nothing to do

— ¥

L™

If the tables match, no action is taken.

If the table already exists, it you will be prompted before continuing with the create
table script execution. Clicking yes will overwrite it, clicking no will result in no action

taken.

r—C.Elutii:rr'n l EA ]

LS

Prompt before overwriting table.

Clicking "Compare Script with existing Table" will display another window with the
necessary cript to modify your existing table to match the one described in the original
create table text. This is useful, for example, when modifying a table to accommodate

new fields after an update.
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o5 Changes to your table

|'\

= B 52

1 Alter Table EDI_Claims
Add
[QrigAppTransactionlD] [varchar](50) NULL
[PatientAgencyClaimMao] [varchar](50) NULL.
[OtherPayerAmountOwed] [money] MULL
[OtherPayerNoncoveredAmount] [maney] NULL,
[OtherPayer2AmountOwed] [money] NULL,
[OtherPayer2NoncoveredAmount] [money] NULL,
[Initial TreatmentDate] [date] NULL,
10 [LastSeenDate] [date] NULL,
11 [AcuteManifestationDate] [date] NULL,
12 [LastDateWorked] [date] NULL.
13 [ReturnToWarkDate] [date] MULL.
- [LastXRayDate] [date] NULL.
15 [PrescriptionDate] [date] NULL,
16 [AssumedCareDate] [date] NULL,
7 |RelinquishedCareDate] [date] MULL.
18 [FirstVisitDate] [date] NULL,
19 [MedicareCrossoverlndicator] [varchar](50) NULL.
20 [MammographyCertlD] [varchar](50) MULL,
21 [CLIA] [varchar](50) MULL.
22 [InvestDeviceExemptionMa] [varchar](50) NULL,
23 [DemanstrationProjectlD] [varchar](50) NULL,
24 [CarePlanOversight] [varchar](50) MULL,
25 [PROAppravalMo] [varchar](50) NULL,
26 [PredeterminationID] [varchar](50) NULL,
27 [SpinalManipulationPatCondCode] [char](1) MULL,
28 [SpinalManipulationPatCondDesc1] [varchar](80) NULL.
29 [SpinalManipulationPatCondDesc2] [varchar]{&0) NULL,
30 [SpectacleLensesCondindicator] [char](1) NULL.
31 [SpectacleLensesCaondCodel] [char](3) NULL,
32 [SpectaclelLensesCondCodeZ] [char](3) NULL,
33 [SpectacleLensesCondCaode3] [char](3) NULL,
< [SpectacleLensesCaondCoded] [char](3) NULL,

b L B2

LD 0O = O LN

1

l Execute Script ]

Cancel

b

Differences between your existing table and the table creation script.

Clicking the "Execute Script” button to the lower left will alter your table to the one
described by the previous screen. The success notification for executing an "Alter Table"

script is different to the table creation script:
i | EE ‘

Table successfully altered

L e

Selected table was successfully changed.
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3.3 Field Setup

The right side of the database setup lists the fields in the Eligibility tables. They are
divided into Eligibility Request tables and Eligibility Response/Validation tables. We
recommend that you select all fields and in this way make sure that the all the
information in a 270/271 transaction is stored. The first tab describes the Eligibility
Request tables.

Fields to be exported
{ Eligibility Request Tables {| Eligibility Response and Request Validation Tables

Header Details
=-[¥|Header Data =[] Eligibility Details

13

EligReguestiD B ServiceTypeCode
----TrﬂdingPﬂrtnerID ProcedurellQual
-] TradingPartneriDQual E -[¥] Procedureld
-[¥] FileName - [¥] Modifiert
--[¥] FileDate 4 [ Modifierz
-] FileTime: [ Modifiers
: ProcessDate - Modifier4
ProcezsTime CoweragelLevel
----\.-'ersicln DiagnosisCodePointer
PurposeCode DiagnesisCodePeinter2
----TrﬂnsactiunID DiagnesisCodePeinterd
-.[J| TransactionType -[¥] DiagnosisCodePointerd
|:—:|-- Source Information SpentDownAmount
--[] SourceEntitylD -[¥] BiledAmount
SourceName FaciltyTypeCode
SourceFirstName ReferralMumber
- SourceMiddleMame - PriorAuthorizationNumber
-[¥] SourceSuffic - [¥] EligibilityDateQual
-[¥] SourcelDQual - [¥] EligibilityDateF rom
-[¥] sourceln - [¥|EligibilityDateTo
|:—:|-- Receiver Information
[ ] ReceiverEntitylD
ReceiverMame
ReceiverFirztMame
ReceiverMiddieName
--[¥| ReceiverSuffic -
Select All Select None Select All Select None

l Test Configuration ]

Eligibility Request header and detail fields.

The second tab describes the Eligibility Response and Request Validation tables.
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Fields to be exported
| Eligibility Request Tables | Eligibility Response and Request Validation Tables |

EligResponse Header

EligResponse Members

EligResponse Benefits

EI-- Header Data

=-[¥| Member Information

- E|-- EligRezponse Information

»

[ TradingPartnerin -[¥|MemberName B --[¥| Eligibility Status I
[ TradingPartnerlDQual -[¥|MemberFirsthame -] CoverageLevel
[ FileName -[¥] MemberMiddiehame - CoverageQutNetwork
[ FileDate -[¥| Membersuffo: - ServiceTypeCode =
- [¥] FileTime -[¥| MemberlDQual -] InsuranceTypeCode
ProcessDate | | MemberiD - PlanCoverageDescription
—[¥] ProcessTime -[¥] MemberotheriDQualt 1 --[¥] BeneftsinPlanNetwork
Version MemberOtherlD1 - CertificationRequired
PurposeCode MemberOtheriDQualz - Beneﬁtﬁwailabil'rty
- [¥| Transactioni -[¥| MemberOtheriD2 --[¥| Beneftamount
----.TransadiunTyp& | | MemberOtherlDQual3 RemainingAnnualDedinNetwor
D .Suurce Information MemberOtherlD3 B - RemainingAnnuaIDedInNe’fwur
. ¢ [Hleaucaatatin -[¥] Memberaddrezs1 -.[¥] RemainingAnnualDedOuthetw
Select All Select Hone -[¥] Memberaddrezs2? -.[¥] RemainingAnnualDedCuthetw

Request Validations

E| .Vshdﬂtlun Information

-[¥] MemberCity
MemberState

MemberZip

RemainingBenefitDedinNetwor
RemainingBenefitDedinNetwor
- RemainingBenefitDedDutMetw

Walid

= [¥] RejectReason -[¥]|MemberCountry --[¥] RemainingBenefitDedCuthetw
.[7] FollowUpCode -[¥] MemberSubdivision - [Z] AnnuaiDedinNetworkiND

-[¥] LooplD -] MemberSex --[¥] AnnualDedinMetw orkF AN

¢ L.|¥]RejectServiceType ~{¥| MemberBirthDate - [¥] AnnualDedOuthetworkIND
EI []File Infermation -[¥]BirthSequenceNumber -] AnnualDedOutMetworkF 4l

. FileMame RelationshipTeSubscriber CoPayinNetworkQual
. [¥|FileDate -[¥] subscriberiD -[¥] CoPayinNetwork

[¥] FileTi =y [¥] Trace Numbers -] CuPﬂyDutN&twuerUﬂl e
- [f] FileTime : . ¥ CoPayQ

P TraceNumberTypel |« = | -

Select All ‘ Select Hone Select All | Select Hone Select All | Select None

Test Configuration ] Save Field Configuration

3.4

Eligibility Response and Validation table fields.

After you select the fields you must test the configuration before you can save the fields.
If you do not have a selected field in your database you will see an error screen come up.

Stored Requests

Requests that have either been entered manually or through the manual entry process

can be stored in the database,

if this feature is licensed. To access these records we

have under the 'Database’ menu an item called 'Stored Eligibility Requests’
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Entry | Database | Image Log  Setup  EDIExch

Connection and Data Fields
@ ] Table Creation
of Authe Fields Mapping

Database Schema

Stored Eligibility Responses
Stored Eligibility Requests

Create 270 EDI Files

The menu item 'Stored Eligibility Requests’

If we click on this item, the following screen comes up:

2 FROM EDI_FligRequestHeader
-

Stored Eligibility Requests | Define Query|

e Fewenes]
N

D: Query File Name:

Receiver ID: Query Subscriber First Mame:

Receiver Last Name: Query Subscriber Last Name:
Receiver First Mame: IQue;rvl Principal Diagnosis Code:
Eligibility Header: Eligibility Details:

Field

Eligibility Requests screen

Here all eligibility requests stored in the database can be seen. Use the query box at the
top left to make a custom query or use any of the text fields to build a query based on
the input text. Clicking any of the "Query” buttons will fill in the query text box with a
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3.5

query requesting any records with a particular ID, Receiver ID, Receiver Last Name, and

so on. Click on "Execute Query" to search the database.

Stored Responses

When we load 271 files, the information is extracted and then stored in the appropriate
database tables. We can access the records from the work grid if they belong to a
request that we sent out, but we can also get to see this information when we click on

‘Stored Eligibility Responses’ under the Database menu

g— T - swm

Entry | Database | Image Log  Setup

EDI Exchange

Connection and Data Fields

IA; 1 Table Creation

of Authc Fields Mapping

| Trad Database Schema

| Stored Eligibility Responses

Stored Eligibility Requests

Create 270 EDI Files

o

The menu to get to stored eligibility responses.

When we click on this menu item the following screen comes up:
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[ Eiigibility Requests o= ||

1 SELECTTOP 20 *
2 FROM EDI_EligRequestHeader

| [ Execute Quer |
- | [ clear Query |

Stored Eligibility Requests | Define Query|

PN 41 of 14 | b M |[View Request |
ID: 39
Receiver ID: 1447252804
Receiver Last Mame: |NF RCVR ORG

Receiver First Mame:

File Name: C:\Users\HIPAASuite'\Documents\HIP,
Subscriber First Name: FRAMK
Subscriber Last Name: CASTILLO

Principal Diagnosis Code:

Eligibility Header:

Eligibility Details:

Field

EligibilityDetailld

Eligibilityld

ProcedurelDQual

ProcedurelD

EligRequestlD

39

TradingPartnerlDQual

77

TradingPartnerlD

FIRST_PLUS

FileMame

C\WUsers\HIPAASuite\D. ..

FileDate

FileTime

ProcessDate

ProcessTime

Version

005010X279

PurposeCode

4

TransactionlD

TransactionType

RT

SourceEntitylD

PR

SourceMame

First_Plus

17

39

SourceFirsthName
SourceMiddleMame
SourceSuffix

ligibility Requests window with default query

The Stored Responses window is used to find any response handled by the application.
Use the query text box to request a record or any of the "Query" buttons to automatically
generate a query using the text box next to the pressed "Query” button.

4 Creating Eligibility Requests
Creating from Query

To create an EDI file from a database query, open 270 creator in Database » Create 270
File.
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Entry | Database | Image Log  Setup  EDIExchange F
Connection and Data Fields E

w 1 Table Creation

Fields Mapping

Database Schema

Stored Eligibility Responses
Stored Eligibility Requests

Create 270 EDI Files

"Create 270 EDI Files" option under "Database" menu

r B
Create 270 Transaction Sets E‘Eﬂ
1BELECT * . Effective Date
2 FROM EDI_EligRequestHeader anozo1s G-

Select Trading Pariner ]

- Fields with 1 will be populated by the process.

Exit il Got
ISA seament
Authorization Info Password 1D Type Sender ID ID Type Receiver ID Date Time Interchange ID Ack  T/P
ISA 00 ~ 00 ... ZZ ~ TESTELIGCHEC XX -~ RESPONDER 150410 1027 = 00501 100102703 0 ~ T =~ :
GS segment ST segment
Sender Code Receiver Code Group Cortrol No  Version Traneaction IDt  Version
GS HS TESTELIGCHECKE TESTRESPONDER 20150410 1027 100102703 X 005010X279A1 ST 270 005010X279A1

1

270 creator, blank.

The query text to the top left will select all information in the Eligibility Request Header
table by default. It is editable and will be used to build an EDI 270 request.
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rCreate 270 Transaction Sets E‘Elg‘
I 1 BELECT =
2 FROM EDI_EligRequestHeader

Effective Date
anozo1s G-

Sal,

Tradi

Partner ]

Query Text -Box.

+ TESTELIGCHEC XX ~ RESPONDER

Exit ] [ Got Write to File Send EDI File
ISA seament

Authorization Info Password 1D Type Sender ID ID Type Recsiver ID Date Time
ISA 00 ~ 00 yrd

150410

Fields with t will be populated by the process.

Interchange 1D Ack
00501 100102703 0O

T/P

1027 ~ *T =

The ISA and GS segments can be filled manually or by selecting a trading partner in your

Trading Partner table.

Trading Partner .: | g | I
List of Trading Partner
CL FRATES AND COMPANY

CALIFORNIA EXCHANGE

CMS FEDERALLY FACILITATED MARKETPLA
DOMINION DENTAL

FLORIDA HOSPITAL HEAL THCARE SYSTEM

P

Trading Partner selection

After having filled in the ISA and GS segments and altered the database query to suit your
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needs, click the "Go!" button. This will build your EDI 270 request and (if the option in EDI
setup was checked) check it for compliance. Clicking "Go!" will also save these ISA and GS
segments to registry. These values will be used as defaults for any EDI creation processes
until another EDI request is created in this form. The user will then be prompted and an

EDI 270 request created:

Confirm EDI Creation

You are about to create an 270 EDI file with 2 records. Are you sure?

Yes | ’ Mo
h
User prompt for included transactions.
Create 270 Transaction Sets = )
1 SELECT™ . Effective Date
2 FROM EDI_EligRequestHeader 411012015 [E~
Select Trading Partner ]
- Fields with t will be populated by the process.
Bt Go! [ wite to Fite
ISA seament
Authorization Info Password 1D Type Sender ID ID Type Recsiver ID Date Time Interchange ID Ack  T/P
ISA 00 ~ 00 ZZ ~ TESTELIGCHEC XX -~ RESPONDER 150410 1022 ~ 00501 100102237 0 ~ T =~ :
GS segment ST segment
Sender Code Receiver Code Group Cortrol Mo Version Transaction IDt  Version
GS HS TESTELIGCHECKE TESTRESPONDER 20150410 1022 100102237 X 005010X279A1 ST 270 0001 005010X279A1

10 NI*"PARK AVENUE*SUITE 300™

11 NA*KANSAS CITY*MO*64108™

12 PRV*RF*PXC*207Q00000X™

13 HL*3"2"2270™

14 TAN*1*1_20150410_102242*TAXIDCHECK™
15 NMTHIL*T*SMITH*JOHN*"L™*MI*444115555™
16 REF*1L*660415™

17 N3*15197 BROADWAY AVENUE*APT 215™
18 N4*KANSAS CITY*"MO*64108™

19 PRV*RF*EI"9991234567™

20 DMG*DE*19430917*M™

21 INS*Y*18
22 HI"BK:8901"BF:87200"BF:5559™

23 DTP*291*D§*20051015™ -

4 131 *qxEqxgaEnes

1 ISA*00* *00™ *ZZ*TESTELIGCHECKER*XX*RESPONDER ~ *150410%1022™*00501*100102237*0°T*:™ »

2 GS™HS*TESTELIGCHECKER*TESTRESPONDER*20150410%1022*100102237*X005010X279A1™ B
3 §T*27070001*005010X279A1™

4 BHT*0022*13*201504101022™

5 HL*1™20™1™ =
6 NM1*PR*2*TESTELIGCHECKER™ ™ XV*PLANIDC™ ]

7 HE2=1"21=1™

8 NM1*1P*1*JONES*MARCUS™*34*111223333™

9 REFEO*477563928™ L

g~

1 EDI transaction is created. -_—

An EDI request is created after clicking "Go!"

Afterwards, a process results window will be displayed, detailing the amount of records
making up the new EDI file, each record's new Transaction Number, and each
transaction's compliance check results.
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Processing Results

Number of recor

EDI creation started at 10:22:39
SQL Query: "SELECT * FROM EDI_EligRequestHeader"
Number of found records: 6

1 records are updated: TraceMNumber on record 1 assigned to: 1_20150410_102242
Record #1: check on compliance
Mo Warnings

1records are updated: TraceMNumber on record 2 assigned to: 2_20150410_102243
Record #2: check on compliance
Mo Warnings

1records are updated: TraceNumber on record 3 assigned to: 3_20150410_102243
Record #3: check on compliance
Mo Warnings

1records are updated: TraceMNumber on record 4 assigned to: 4_20150410_102243
Record #4: check on compliance
Mo Warnings

1records are updated: TraceNumber on record 5 assigned to: 5_20150410_102243
Record #5: check on compliance
Mo Warnings

1records are updated: TraceNumber on record 6 assigned to: 6_20150410_102243
Record #6: check on compliance
Mo Warnings

ds: 6

Processing ended at 10:22:43

SEF file 'HIPAAEligibilityChecker. 5EF_Files.270_005010X279A1.5emRef 3EF' loaded for transaction set: '005010X273A1'

m

e

Process result

s details.

To save the file to disk, click the "Write to File" button. This will present you with a
choice of naming the file or using the default naming convention. The default will save

your new EDI file to the outbox created when setting up EDI Exchange.

Gol

[l write to File

Pazsword |0 Type Sender ID D Type Receiver ID
| ZZ ~ TESTELIGCHEC X ~ RESPOMDER

Save to File button.

5 Working with Requests

5.1 Importing 270 request files

File » Open

270 opens the explorer where you can select a file.
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Alternatively we can use the tool strip button with the 270 to do the same.

€3 HIPAA Eligibility Chec

File  View CodeSe

-

"Open 270" button on the main toolbar.

Once a file is selected, we can decide what to do with it.

€3 Open RS
\.‘/u\_/- | J v Computer » USB DISK (H:) » HIPAAsuite » HIPAAsuiteCommbDir » Inbox » 270 - | 3 | | Search 270 pel [
Organize « MNew folder ==« Ol l@l
. HIPAAsuite i MName : Date modified Type Size nl
. CD-Image ;
=] 270_5010_2000D_TRMNO3_H20627_ERROR.bt  5/18/2011 1:12PM  Text Document 3KB
. CustomerManagementDB ;
|| 270_PAD429B04 bt 4/29/2004 4:23PM  Text Document 1KB
. Deployment . ;
. | 2T0Examplel et 3/13/200311:21 AM  Text Document 1KB
. Documentation ;
- 8 | 2T0Exampled tet 3/13/200311:22 AM  Text Document 1KB E
. DotMet
| 2T0Exampled.tet 3/13/200311:24 AM  Text Document 1KB
. Exeshield Keys = .
. . 3 || 270Test51201 bt 5/12/2004 1:01 PM  Text Document 2KB
, HIPAA EDI Implementation Guides and ;
o | | 270Test71704 bt Text Document 2KB
. HIPAACIaimPrinterSQL X ;
|=| EDIFECSTEST_2f35244f-ed49-482a-acda-...  12/15/2014 148 PM  EDIFile 1KB —
HIP AlAzuite Versions - =
|=| EDIFECSTEST_3da838b8-6498-4b3c-b117...  12/15/2014 1:42 PM  EDIFile 1KB
. HIPAAzuiteCommDir = =
. |=| EDIFECSTEST_06adel52-Taba-4dc7-99eb... 12/1/2014 1240 PM  EDIFile 1KB
i t
Eryp : |=| EDIFECSTEST_7c2cfa59-2a9b-42ab-9ac0-... 12/1/2014 3:00 PM  EDIFile 1KB
i t
. i |=| EDIFECSTEST_7efceBda-391f-42af-al65-5.. 12/12/201411:05..  EDIFile 1KB
. EncryptedFiles ] ;
e |=| EDIFECSTEST 9ad8841b-975a-44e5-8fcd-...  12/1/2014 1:00 PM  EDIFile 1KB
J Inbox
b |=| EDIFECSTEST_29d0045c-4911-4f61-82a3-...  12/1/2014 12:59 PM  EDIFile 1KB
> o |=| EDIFECSTEST_54af23fb-6096-41a6-8768-4... 12/1/2014 4:16 PM EDIFile 1KB
) 2 = FDMFFCSTRST A faSd3e-350a-dclc-aah?-.  12//2014 1247 PM - FNTFile 1KR S
File name: EDIFECSTEST_3daf38b8-6498-4b3c-b117-470a13e51ae7_20141215054222. edi - ’AII Files (*.*) v]

[ open | [ conce |

— A

Opening a 270 EDI file

We have the option to print what we call a report to the printer, to view the request on
screen, create an image file or load the requests into the workplace grid for further
processing.

Output Mode

1 Manual Process

1 Printer
@ Screen
) Image File

Output Modes
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5.2 The Workplace Grid

The workplace grid is the area where requests and their responses are managed. We
reach it from the tool strip menu by clicking the workplace icon

ELY

The Workplace Icon

Once we click on the icon the Workplace grid loads

 HPAA Eigbity Checke: - 325t T A . T W SEal x|

File View CodeSets ManualEntry Databsse Image Log Setup EDIExchange Help
BE - = LS8 AXQ97 OB

List of Bligibiity Requests

Counter

e | Trading Partner Requester Subscriber Dependent. Subseriber ID s
Recos [ ]

Output Mode

[[NewRegquest ] | EditRequest || ViewRequest | [ WriteioFile ] | Send To Trading Partner | | View Response
Query Settings

Limit quantity of records to show atonceto 20 Apply changes
‘Show records created during the period from | 4/142015 -] 1o | 4142015 - Load More Records

‘Show only records which are notsentyet.

No update available

The workplace grid

If EDI Exchange is not initialized, the workplace will look different. The Status column will
not be present and sending an EDI file to a trading partner will be unavailable:
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List of Eligibility Requests

[ New Request ” EditRequest ” View ”Load More Records ]
Query Settings
[¥] Limit quantity of records to show atonceto 20 [ Apply changes ]
[] Show records created during the period from ‘ 4/ 9/2015 v‘ to | 4/ 9/2015 v|
|| Show only recards which are not sent yet
Workplace without EDI Exchange
When populated with a few requests, the workplace looks like this:
List of Bligibility Reguests
Trading Partner Requester Subscriber Dependent Subscriber ID 5
» |EDIFECSTEST INF RCVR DOE. JOHN 53-998342-01 [~
EDIFECSTEST INF RCVR ORG CASTILLO. FRANK FTRJRG3254 O
RESPONDER INF RCVR ORG CASTILLO. FRANK FTRJRG3254 H
FIRST_PLUS INF RCVR ORG CONE. DAVID

[ New Request H Edit Request H View Request I [ Write to File ] ISend To Trading F’arh']erl [VIEW Response
Ciuery Seftings

Limit quantity of records to show atonceto 20 Apply changes
Show records created during the petiodhom‘ 4/14/2015 v‘ io | 4/14/2015 v| Load Mare Records

Show only records which are not sentyet

Populated workplace grid.

Each Eligibility request is presented as a single row. Columns identifying the Requester,
Subscriber, Subscriber ID, and Subscriber's Dependent (if any) identify the Eligibility
request each row represents. The column to the far left, labeled "Trading Partner”,
displays the last Trading Partner that particular Eligibility request was sent to. The
column to the far right, the Status column, identifies the current state of the Eligibility
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request; that is, whether it has been sent, properly received and responed to, etc. The
different statuses are described below. You can also verify what a status icon means by
hovering the mouse pointer over it. A tooltip describing the request status will appear.

uuuuuuuuuuuuuu e v
CASTILLO, FRANK FTRJRG3254 Y4
CASTILLO, FRANK FTRJRG3254 [y
DOE, JOHN 53-998342-11 [y
DOE, JOHN 53-998342-01 [

I
Record is ready to be sent
[

The request status tooltip clarifies what each status icon means.

Workplace Eligibility Request Status Icons
® Record has errors - Eligibility request has failed compliance check.

/ Record has passed compliance check - Eligibility request has passed compliance
check and is ready to be sent.

~

» % EDI file is created and ready to be sent - Eligibility request has been written to
file and is ready to be sent.

€ Record was not sent - Eligibility request was not sent, sent incorrectly, or the
receiving service did not acknowledge the request.

@ Record was sent successfully - Eligibility request was correctly sent and a receipt
confirmation was received. Not applicable to requests sent in RealTime mode.

@ 999 received - Eligibility request was answered with a 999.

Record rejected - Eligibility request has been rejected by receiving service.

. Response received - Eligibility request has been answered. Response is ready.
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5.3
5.3.1

@ Unmatched Response - The eligibility response has no matching request.

Manual Entry of Eligibility Requests
Manual Entry of Eligibility Requests

The main menu has the item '‘Manual Request’. When we click it we see the following sub

menus

= | Manual Entry | Database Imag

§| New Request |

Stored Receivers

Stored Patients

Manual Entry Setup

Create Tables

"New Request” option under "Manual Entry" menu

We click on New Request, the workplace grid appears. We call it work place because
from the grid you control your requests and follow them through to the response.

pmggwim,uur_?—gﬂﬁ.

File View CodeSets ManualEntry Datsbase Image Log Setup EDIExchange  Help

w8700

Qutput Mode List of Authorization Request
© Frter D Requester ‘Subscriber Dependent Subscriber ID S|
@ Screen

© Image File
[C] Data Import

Counter
ST —
oty [ ]

Run with
o
compliancs check

New Request “ Edit Request ][ View ][ Load More Records ] [Send To Trading Partner
Query Settings
Limit quantity of records to show at once to Apply changes
Show records created during the period from 2/ 5/2015  ~ o 2/ 5/2015 =

‘Show only records which are not sentyet

No update available .:
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5.3.2

A blank workplace grid
The grid is empty because have no request in the database.

We can also reach the Workplace via the Workplace icon in the task bar

ase  lmage
B
«

iequest

Setup  ELL

Workplace button on TaskBar

Creating a new request is covered in Entering Requester Information.

Entering Requester Information

When we click on "New Request” we see this screen

-
o Create Eligibility Requests

=REE X

Requester | Insured and Patient Requested Benefit Information |

Requester Name (NM1)
Last/Organization Name First Name Middle Name

Entity Type: , ID Type: D

Address (N3. N4)
Address

Provider Information (PRV)
Additional Identifiers (REF):

City State Zip Country Code Subdivision

1D Qualifier ID Code License No. State

Suffic

Trading Partner - Information Source
Name

-

Save Requester into Database l

Blank Eligibility Request window.

The first tab of the screen contains the receiver information. Now this name is a little

© 2014 HIPAASuite




56

HIPAA Eligibility Checker

bit odd, receiver intuitively would be the one that we send the request to, but that is not
how the name originates. In the implementation guide of the 270/271, the information
receiver is the party that sends out the request and receives the response, while the
payer is called the information source since they have the eligibility information. So the
receiver or requester is you or the entities that you represent. There is a lot of
information on this screen. Luckily you have to enter this information only once and then
you can save the receiver information for future use by clicking on the "Save Receiver to
the Database” button.

F =

ol Create Eligibility Requests = | B ||

Requester Insured and Patient Requested Benefit Information |

Requester Name (NM1)

Last/Organization Name . First Name Middle Name Suffix:

WELBY MARCUS J SUFF

Entity Type: , ID Type: D .

1P - Provider »  XX-MNational Provider ID ~ 0123456789

Address (N3. N4)

Address

24 MAIN ST SUITE 301

City State Zip Country Code Subdivision

ANYTOWN MD - Maryland ~ 20901

Provider Information (PRY)
Additicnal Identifiers (REF):

1D Qualifier ID Code License No. State
» 0B - State License Number - 1241294159243 MO - Maryland -
TJ-Federal Taxpayer's ID Number - | 123456739 -
* - -

Trading Partner - Information Source
Name EDIFECSTEST -

Save Requester into Database |

Cancel Save

Completed requester tab for a new requester.

The first block of information contains the requester's name, the second the address.
The third block has information on the provider's medical specialty and his/her role as
provider such as Primary Care Physician. The last block contains additional identifiers that
might be helpful to identify the provider with the payer. We recommend that you enter
the requester information as completely as possible so you don't have to enter any more
information when you recall the requester for another request.
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After saving, you need only input a few letters of the Receiver's Last/Organization Name
or ID and the form will fill automatically with the saved information. Writing in these
fields will present a list of options from previously saved receivers. Selecting from this list
will populate any other fields that were saved with this receiver.

~

ol Create Eligibility Requests =OACA X

Requester Insured and Patient Requested Benefit Information |

Requester Name (NM1)

Last/Organization Name . First Name Middle Name Suffix:

WEER]

_ D .

Address (N3. N4)

Address

City State Zip Country Code Subdivision

Provider Information (PRY)
Additional Identifiers (REF):
1D Qualifier ID Code License No. State

Trading Partner - Information Source
Name -

Save Requester into Database l

L

After saving a Requester, you can fill the entire form with a Requester’'s information with only the Name or
ID.

To edit a requester’s saved information, enter the requester's name or ID to auto-fill the
form, edit the necessary information, and click "Save Requester into Database” once
more. The new fields will overwrite the older entry.

5.3.3 Entering Patient Information

The second tab on the manual entry form contains the insured and/or patient
information.
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Receiver | Insured and Patient | Requested Benefit Information
Subscriber | Additional Patient Information
Subscriber Name (NM1) . .
FrTeE - i Last Name First Middle Suffix
Demographic Information D Type: 10
(DMG) * .
DOB /| /B agdress (3, n4)
Sex » Address
Birth Sequence (INS) .
City State Zip Country Code Subdivision
Multiple Birth Order -
Dates (DTP) Additional Identifiers (REF):
Issue: ID Qualifier ID Code
@ Date i (A F. -
) Period
Plan:
@ Date i (g
) Perind
Save Subscriber into Database

The Insured and Patient Tab

The subscriber is set as the patient by default. But if the patient is a dependent to the
insured, then another tab with the dependent information will become visible.

Subscriber Namr

Subscriber is a patient Last Name

B Sy ——

The check mark indicates that the subscriber is the patient

Let’s take a look at a completed Subscriber screen
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Subscriber | Additional Patient Information |
Subscriber Name (HM1) . i
Subscriber is a patient Last Name First Widdle Suffx
DOE JOHN R
Demographic Information 1D Type: 1D
s Mi - Member ID v 53-998342-01

DOB 12/05/1986 O~ Address (N3, Nd)

Sex M- Male +  Address
Birth Sequence (INS) 11798 FLAMINGO LANE APT 1254
_ _ City State Zip Country Code Subdivision
Multiple Birth Order OTHERTOWM MD - Maryland ~ 20965
Dates (DTP) Additional Identifiers (REF):
Issue: ID Qualifier ID Code
a -
a2 —JJ_—_ B 18- Plan Number ~ | FEDERAL EMPLOYEE
Plan:
@ Date A B~
) Period

Save Subscriber into Database

The Subscriber tab

We have several blocks of information here. To the right of the 'Subscriber is Patient’
check mark is the name and id of the insured. Below that a block with the address
information and below that a place for additional identifiers that might make it easier to
identify the subscriber.

Below the check mark we have demographic information, date of birth and gender. The
‘Birth Sequence’ is a rarely used field that only applies to newborn children. Below that is a
block with dates. There is a 'Plan’ and an ‘Issue’ date. The Plan date is the date the
medical procedures are to be performed. The issue date refers to date the insurance ID
card was issued and this date is usually on the insurance ID card. These are not required.
The implementation guide stipulates that if no date is provided with the request, that
the request is for the day it is processed.

Like the Requester tab, the Patient tab allows you to save a subscriber’s information for
future use when you click on the 'Save Subscriber into Database’ button. Once the record
is saved you will see a positive affirmation of the save event.

© 2014 HIPAASuite



60

HIPAA Eligibility Checker

Success

LN A

Saving the Subscriber information

Entering Dependent Information

To request eligibility information about a subscriber's dependent, first uncheck

"Subscriber is a patient”.

SRS IS N (R
Last Mame

DOE

M v e him leF e mdim e s T

[] Subscriber is a patient

Unchecking the Subscriber is Patient check mark

Unchecking "Subscriber is a Patient” will present a "Dependent” tab, where you can fill in
a dependent’s information. This tab, like the Subscriber tab, has also a button to save
the dependent information into a database and his/her info can be auto-filled the next

time around.
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| Subscriber Dependent Additional Patient Information |
Dependent Name (HM1) .
Last First Middle Suffix
DOE JANE
Address (N3, N4)
Address
99743 BOUNTY LANE APT 442
City State Zip Country Code Subdivision
BOSTON MA - Massachusetts + 11743
Dates (DTP) Demographic Information (DMG) Relationship to Subscriber (IN5)
*Use only if different from Subscriber Dates DoB Sex Relationship Birth Order
06/11/2007 [E~ F-Female - 19 - Child -
© Date 4  B- Additional Identifiers (REF):
© Period ID Qualifier ID Code
» SY - Social Security Number A 123559874
© Date i B+ * =
©) Period
Save Dependent into Database

The dependent entry screen

Entering Additional Patient Information

The last tab is for additional information that might be important to establish the
coverage of the patient.
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Subscriber I Dependent | Additional Patient Information

Diagnosis Information (HI)
Diagnosis Type Diagnosis

> [BK-Principal Diagnosis (CD-S-CM) -
* -
Provider Information (PRV)
Provider Code PE - Performing ~ Provider ID Type PXC - Taxonomy Code -
ProviderID  203BC0202Y E] Physician/Osteopath, Critical Care Medicine: Internal Medicine

The 'Additional Patient Information' tab

The additional information for the patient included diagnosis codes and information on
the physicians involved in the medical procedures for which the coverage is to be
established. In the above example we see the provider ID type is the Taxonomy code or
also known as medical specialty code. There are hundreds of codes and the HIPAA
Eligibility Responder can list them when you click on the button next to the Provider ID
fields.

This button only works when the provider ID type 'Taxonomy' is selected
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-

Codes | == 2 )
Code Description it
Counselor, Professional i:I
101Y50200N Counselor, Schoal
103GCO700M MeuroPsychologist, Clinical
103500000M Paychoanalyst.
1035A71400M Psychoanalyst, Associate
1035A1200M Psychoanalyst, Afiliate
103TODHO0N Peychologist,
103TAD4DOMN Psychologist, Addiction (Substance Use Disorder)
103TADTOOM Psychologist, Adult Development and Aging
103TBOZ00M Psychologist, Behavioral
103TCO700M Psychologist, Clinical
103TC15900M Psychologist, Counseling
103TCZ200M Psychologist, Child, Youth and Famiby
T03TE1000M Psychologist, Educational
T03TET100M Psychologist, Exercise and Sports
103TFO000M Psychologist, Famihy
103TFO200M Psychologist, Forensic
103THO100M Peychologist, Health
103TMA700MN Psychologist, Men and Masculinity
103TMI1300M Psychologist, Mental Retardation and Developmental Disabilities
103TPZ700M Psychologist, Psychotherapy
T103TPZ701M Psychologist, Psychotherapy, Group
103TRO400M Psychologist, Rehabilitation
100 TonTnnk Devicbalosict Cabesl

L e

The list of provider taxonomy codes

Double clicking on one of the lines in the list will fill the form with the value and also
display the description in the field next to the button.

5.3.4 Entering Benefit Information

The third tab of the manual entry form contains the requested benefit information.
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ot Create Eligibility Requests ‘ [F=REE=S)
Requester I Insured and Patient """ Hequested Benefit information
Requested Benefit (EQ)
Service Type Codes (EQOT) Procedure (EQ02)
. Procedure Type
* - -

Procedure Code Procedure Description
Madifiers 1 through 4

Requested coverage Diagnosis Pointers (EQ05)
information for an — 1 M
entire family (EQ03) -
Additional Information (REF) Facility Type (1)
Reference ID Qualifier Prior Authorization or Referral Number .
T Plan Date(s) (DTP)
Amounts (AMT) T me
Subscriber Spend Down Amount Subscriber Spend Down Total Billed R 1B Sa'l“'e Benefit
© Period nquiry
ID  EDI

(14 < Jo |ofOBenefitinguiies | | -

The Benefit tab

In most cases the request will only contain a request for Service Type Code 30 - Health
Benefit Plan Coverage. It is expected that the carrier will return all the available benefits
and enable the provider to find if the patient has the applicable coverage.

Requested Benefit (EQ)
Service Type Codes (EQOT)
Semnvice Types
N4 30 - Health Benefit Plan Coverage -
* -

Service Type Code 30
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But then the 270 transaction is also capable to transmit very specific benefit related

information.

[ create Eligibility Requests ‘

b

(= 2 o

Requester I Insured and Patient Requested Benefit Information
Requested Benefit (EQ)
Service Type Codes (EQ01) Procedure (EQ02)
el Procedure Type
* » | 1D-1CD-9-CM Procedure -

Procedure Code Procedure Description
98942 .
Maodifiers 1 through 4

M4 |2 of 2 Benefit Inquiries | b Pl | 2= %

Requested coverage Diagnosis Pointers (EQ05)
information for an — -
entire family (EQ03) -
Additional Information (REF) Facility Type (llI}
Reference ID Qualifier Prior Authorization or Referral Number 11- Offica
9F - Referral Number -
20141112456 Plan Date(s) (DTP)
Amounts (AMT) -
Subscriber Spend Down Amount Subscriber Spend Down Total Billed RS == 8 Sa\lre B_e e
© Period nauiry
D EDI
1 |EQ*30~
D R 0

The request benefits tab with a general benefit request and a more specific benefit request.

The 270 can contain requests for multiple benefits. In the HIPAA Eligibility Checker the
individual benefit lines are listed in a table at the bottom of the form. After you have

saved one benefit to the request, you can click on the little Plus sign and the text fields
will be cleared and ready for the next line. You can also highlight a benefit request line

and delete it by clicking on the red x'.

ID EDI

1 |EQ*30~

PN 4d |2 of 2 Benefit Inquiries | b b| | <5 X
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Unneeded benefits can be removed from the requested benefit list.

5.3.5 Saving the Manual Request

To send your new or edited request, you must first save it. The minimum required fields
for a complete Eligibility request are marked with a red asterisk. They are the
Requester's Last/Organization Name, Entity Type, ID Type, and ID; a Subscriber's ID Type
and ID; and a general inquiry of Service Type Code 30.

First Mame

IT Tarem-

An asterisk marks a field as required.

After saving an Eligibility request, it will be added to the workgrid. This new row will
present the Requester, the Subscriber, the Dependent (if any), the Subscriber's ID, and a
symbol denoting the status of this particular request.

List of Authorization Request

Trading Partner Requester Subscriber Dependent Subscniber ID s
» WELBY DOE, JOHN 53-998342-01

A new Eligibility request. The trading partner is blank because this request has not yet been sent.

If you have the EDI Exchange module licensed and configured in addition an EDI
compliance check will be performed. This check makes sure that your information is
complete and in the right format when you compile the request information into the 270
request transaction. Then you will see after the saving a screen pop up with the process

results.
Processing Results - - e = BTR
HIPAA Compliance Check -
SEF file 'HIPAAElgibilityChecker SEF_Files.270_005010X273A1.SemRef SEF' loaded for transaction set: '005010%273A71'

Mo Warnings

m
—

The screen showing the results of the HIPAA EDI compliance check
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5.3.6 Storing Requesters and Patients

Saving a request stores all the information in the request to the database, but it does not
help you if you need to reuse a requester or patient for a different eligibility request. To
avoid entering the same Requester, Subscriber, or Dependent multiple times, you can
save them separately into their own database tables. Each Requester, Subscriber, and

Dependent field collection has a Save button to do so.

~

Trading Partner - Information Source
MName EDIFECSTEST

-

o Create Eligibility Requests =NNCIN X
Requester Insured and Patient Requested Benefit Information |
Requester Name (NM1)
Last/Organization Name . First Mame Middle Name Suffix:
WELBY MARCUS J SUFF
Entity Type: , ID Type: D .
1P - Provider = XX -National Provider ID ~ 0123456789
Address (N3. N4)
Address
24 MAIN ST SUITE 301
City State Zip Country Code Subdivision
ANYTOWN MD - Maryland ~ 20901
Provider Information (PRV)
Additional Identifiers (REF):
1D Qualifier ID Code License No. State
4 0B - State License Number - 124129419243 MD - Maryland -
TJ-Federal Taxpayer's ID Number - | 123456739 -

-

Save Requester into Database l

e

-

Save into Database button.

After saving a Requester, Subscriber, or Dependent to your Database, you only need to
type a few letters of his/her/its Last Name or ID number to auto-fill the form.
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5.3.7

-
a5 Create Eligibility Requests

= | B S |

Requester Insured and Patient

Requested Benefit Information |

Requester Name (NM1)

Last/Organization Name First Mame

WEEN

_

Address (N3. N4)
Address

City State

Provider Information (PRV)
Additional Identifiers (REF):

Zip

Middle Mame Suffix:

Country Code Subdivision

ID Qualifier ID Code

License Ne. State

Trading Partner - Information Source
MName

-

Save Requester into Database l

Selecting a previously saved Requester, Subscriber, or Dependent will fill the respective form for you.

Stored Requesters/Receivers

Records of requesters/receivers that have been saved to the database can be viewed and
edited. For this we go to the menu item 'Stored Requesters' under the Manual Entry

menu

zSets | Manual Entry | Database Image
Mew Request

—| Stored Requesters

Stored Patients

:I Manual Entry Setup

Create Tables

The menu item to get to the stored requester records.
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When you click on this menu item the following screen comes up

I ~
Stored Receivers (=[=] = ]
1 SELECT * i “ | | Execute Query
2 FROM EligReceiver
- Clear Query
Stored Receivers | Define Query
ID  Name First M 41 ofl | b b &k X |
1 |WELBY MARCUS Receiver Information
Last/Organization Name _ First Name Middle Name Suffix:
WELBY MARCUS J
Entity Type: ID Type: ID
1P - Provider ~  XX-National Provider ID - 0123456789
Address
24 MAIN ST SUITE 301
City State Zip Country Code Subdivision
ANYTOWN MD - Maryland ~ 20901
Provider Code Specialty
PC - Primary Care Physician ~ 203BG0000Y E] Physician/Osteopath, General Practice
Additional Identifiers (REF):
ID Qualifier ID Code License No. State
» 0B - State License Number v 124129419243 MD - Maryland -

TJ-Federal Taxpayer's ID Number  ~ | 123456739 M
* -

Save Receiver into Database ]

i

The administration screen for the stored requesters

Adding a new Requester/Receiver

To add a new receiver, click the yellow plus symbol on the navigation bar

M4 |1 of3| b M [E]X

Adding a new receiver

The Receiver fields will be cleared. Fill in at minimum the required fields marked by a red

asterisk. To save the new receiver to the database, click the Save Receiver into
Database button.

Save Receiver into Database

Close

Saving a receiver
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5.3.8

The new receiver will now appear in the list of receivers to the left of the screen.

Editing a Requester/Receiver

To modify an existing receiver, select the receiver on the list to the left of the screen.
To narrow the selection of receivers, the query in the top of the screen can be modified
and run again to populate the stored receivers list with a different set of receivers.

1 SELECT™
2 FROM EligReceiver

Stored Receivers | Define Query

ID  Mame First

WELBY &

Stored receiver list

The selected receiver's details will be loaded into the form. These can now be edited.
Clicking the Save Receiver into Database button will save any changes into the database.

Deleting a Requester/Receiver

To remove a receiver from the database, select the receiver on the list to the left of the
screen, then click the red X' in the navigation bar.

1 of 3 | b # fd=

Delete button in navigation bar

Stored Patients

In the same way as you can administer requester records that have been stored you can
administer the patient records in the database. For this you click on the 'Stored Patients'
tab under the Manual Entry menu
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t= | Manual Entry | Database Image Lo

Mew Request G
— Stored Requesters '
| Stored Patients |I
:l Manual Entry Setup
:| Create Tables

The menu to get to the stored patient records

Once you click on this menu item you will see the following screen open up

r

Stored Patients | = | B 2 .|1
TSELECT® * | [ Execute Query |
2 FROM EligPatient
- Clear Query
Stored Patients | Define Query

ID Last Name First Name Patient ID
1 DOE JOHM £3-998342-01

JANE _ |53:99834201

Policy Holder ID Relationship

M 4|1 of2 | b bl |4 K

Patient Information
Relationship to Subscriber hd
Last Name DOE * First: JOHN “Middle: R Suffic
ID Type: MI-Member ID + " ID 53-998342-01 F
Address 11798 FLAMINGO LANE APT 1254
City OTHERTOWN State  MD - Maryland + Zip 20965 Counry  Subdiv.

DOB 12/05/1986 [~ Sex M-Male ~ Birth Order
Additional Identifiers (REF):

1D Qualifier ID Code
FEDERAL EMPLOYEE

-

18 - Plan Number

4

Save Patient into Database

The Admin screen to work with stored patient records.

Adding a new Patient

To add a new Patient, click the yellow plus symbol on the navigation bar
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—_

of 3 » M [F]X

Adding a new Patient

The Patient fields will be cleared. Fill in at minimum the required fields marked by a red
asterisk. To save the new Patient to the database, click the Save Provicer into Database
button.

Save Patient into Database :

Saving a Patient

The new Patient will now appear in the list of Patients under the query window.

Editing a Patient

To modify an existing Patient, select the Patient on the list under the query window. To
narrow the selection of Patients, the query in the top of the screen can be modified and
run again to populate the stored Patients list with a different set of Patients.

] SELECT N ) ‘ Execute Query
2 FROM EligPatient
v Clear Query
Stored Patients | Define Query
ID Last Name First Name Patient ID Paolicy Holder 1D Relationship
2 |DOE JANE 53-998342-01 19

Stored Patients list

The selected Patient’s details will be loaded into the form. These can now be edited.
Clicking the Save Patient into Database button will save any changes into the database.

Deleting a Patient

To remove a Patient from the database, select the Patient on the list under the query
window, then click the red X' in the navigation bar.

1 of3 | b M -#-
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54

Delete button in navigation bar

Viewing Requests

EDI is notoriously hard to read and understand. For that reason we developed forms that
show the complete content of the file, translate cryptic codes into their description and
help even non EDI experts to read and understand the data.

When we open an 270 file we have as an output mode option 'Screen'.

Output Mode
) Manual Process
() Printer

@ Screen

) Image File

Screen output mode

So when we select this mode and click on Run, the file is parsed and displayed on screen

HIPAL Preview

Print | Close = MNext «- Pagel/1l —~

s

Health Care Eligibility Benefit Inquiry

Filename: EDIFECSTEST_2f352447-ed49-482a-acda-34430ciT1a9c_20141215054245.di
Trading Partner ID: EDIFECSTEST Document Date: 12/15/2014 10:48 AM
Transaction |D: 10001234 Transaction Furpose: Request
Inquiry 0
Information Source: Payer MAIC ID: 00009 3

Information Source Mame: ABC COMPANY NI 00009

Requesting Provider

Entity Type:  Provider Mational Provider ID: 1447252804

MName: JONES MARCUS

Subscriber

Mame: SMITH ROBERT MemberID: 11122333301

Group/Policy Mumber, 599119
Subscriber DOB: 05/19/1943 Subscriber Sex:Male

Request
Trace Mumber Entity 1D Additional ID
2407670 9877281234
_Eligibility Verification requested for the following Services
1| Service Type: 98 - Professional (Physician) Visit - Office
Procedure [dentifier. | Diagnosis Pointers:
Coverage Level: Family Insurance Type:
SpentDown Amount: Billed Amount:
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5.5

The result of the output mode 'Screen’

Here we can see all the information in the file, from the file header to the requester,
the payer, the subscriber and service type code for the planned service.

Requests can also be viewed from the workplace. After opening the workplace, select the
desired Eligibility request and click the "View" button,

‘ FIRET_PLUS IMF RCVR ORG CONMNE, DAVID

(hiere Settinns

The workplace's "View" button will also lead you to the screen output mode for a selected request.

or right-click the desired record and then click "View Request”.

_L'D'. FRAMEK | View HEqUESt

DAVID Wiew Request as EDI
Edit Request

Write Request to File

Delete Request

Editing Requests

Request records that are loaded into workplace grid can be edited to change
information, add or remove benefits, or whatever other reason there might be.
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List of Eligibility Requests
Trading Pariner R il Dependent il 1D 5
» EDIFECSTEST INF RCVR DOE, JOHN 53-998342-01 [~
EDIFECSTEST INF RCVR ORG CASTILLO, FRANK FTRJRG3254 [~
RESPONDER INF RCVR ORG CASTILLO, FRANK FTRJRG3254 H
FIRST_PLUS INF RCVR ORG CONE, DAVID 5642296

New Request I Edit Request |[ View Request ] [ Write to File ] [Send To Trading F’anner] [View Response Refresh
Guery Settings
Limit quantity of records to show atonceto 20 Apply changes
Show records created during the peliodhom‘ 4/14/2015 v‘ to | 4/14/2015 v| Load More Records

Show only records which are notsent yet

Populated workgrid. The "Edit Request” button is highlighted.

Highlight a row in the grid and press the ‘Edit Request’ button and the record will be
loaded into the manual entry forms. Double-clicking an unsent request record will also
load it into the manual entry forms, as will right-clicking on a request record and
selecting "Edit Request”.

CASTILLO, FRANK
CASTILLO, FRANK

View Request
View Request as EDI

CONE. DAVID [ttt |

Write Request to File

Delete Request

The workgrid's right-click context menu. "Edit Request” is highlighted.

The following is an example of a request record loaded into the manual entry forms:
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5.6
5.6.1

a5 Create Eligibility Requests

E]

|

=
—

Requester

Requester Name (NM1)
Last/Organization Name
WELBY

Entity Type:

1P - Provider -
Address (N3. N4)
Address

24 MAIN ST

City

ANYTOWN

Provider Information (PRY)
Provider Code

PC - Primary Care Physician

Additional Identifiers (REF):

Insured and Patient

Requested Benefit Information

First Mame
 MARCUS
. D Type:
XX - National Provider ID

State
MD - Maryland

Specialty
- 203BG0000Y

E Physician/Osteopath, General Practice

Middle Mame Suffoc

J
ID .
~ " 0123456789

SUITE 301
Zip Country Code Subdivision
-~ 20901

ID Qualifier

ID Code

License No. State

3 0B - State License Number

¥ | 124129419243

TJ-Federal Taxpayer's ID Number

v | 123456789

-

Save Requester into Database

LS

An Eligibility request loaded for editing.

After saving the request, the record you are editing will be overwritten.

Creating 270 Files
Creating 270 Files

Each row in the workplace represents a single EDI Eligibility request with a single
subscriber or dependent. EDI files only make sense when we have a receiver for the file
since in the very first segment, the ISA segment, there is a place for the receiver ID and
qualifier. If the Trading Partner was not selected while creating the request record, you
will be prompted to select one before creating the EDI file. Clicking "Write to File" will do

SO.
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List of Hligibility Requests
Trading Pariner Ri Dependent 1D S
EDIFECSTEST INF RCVR DOE, JOHN 53-998342-01 [~
CASTILLO, FRANK FTRJRG3254 [~

EDIFECSTEST INF RCVR ORG
RESPONDER INF RCVR ORG

CASTILLO, FRANK

INF RC G CONE, DAVID

[ New Request ” Edit Request H View Request II Write to File IlSend To Trading Partner I [ViewResponse
Query Settings

Limit quantity of records to show atonceto 20 Apply changes
Show records created during the period from ‘ 4/15/2015 v‘ to | 4/15/2015 v| Load More Records

Show only records which are notsent yet
The workplace grid with a record highlighted and the 'Send to Trading Partner' button

You can also create an EDI file through the grid's context menu.

. DAVID
View Request

View Request as EDI
Edit Request

Write Request to File
Send to Trading Partner

Delete Request

If there was no Trading Partner assigned to the request record, clicking "Write to File"
will prompt you to select a saved Trading Partner to fill in the ISA segment.
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P

Trading Parh'lerm EEE |

List of Trading Partner

CL FRATES AND COMPANY
CALIFORNIA EXCHANGE

CMS FEDERALLY FACILITATED MARKETPLA
DOMINION DENTAL
FLORIDA HOSPITAL HEAL THCARE SYSTEM

—  —

The screen to select the trading partner

We double click and thereby select the trading partner you will be prompted once more
to create the EDI file with the selected record after which the EDI request will be sent to
the selected trading partner.

Confirm E[H'CI’EEIEH_

You are about to create an 270 EDI file with 1 record. Are you sure?

Yes
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Confirming the creation of the file

The EDI file is then generated, checked for compliance, and written to the Trading
Partner's folder of the Outbox in the root directory. Next we see the process results
window. At this point the EDI is ready to be sent to the Trading Partner. The send
process is described in greater detail in Sending 270 Requests.

f =hn=N X |

Processing Results

EDI creation started at 10:11:48
SQAL Query: "Select™ from EDI_EligRequestHeaderwhere EligRequestiD ='41"
Number of found records: 1

HIFPAA Compliance Check
SEF file '"HIPAAEligibilityChecker. SEF_Files.270_005010%273A1.SemRef SEF' loaded fortransaction set '005010X275A1'

1records are updated: TraceNumber on record 41 assigned to: 41_20150415_101149
Record #41: check on compliance
Mo Warmings

m

Number of records: 1
Processing ended at 10:11:50

File written to C:\Users\SavantSpectre\Documents\HIPAASuite\EDI ROOT\Outbox\ FIRSTPLUS\270020150415_101148.270

S

Process results of the file creation and sending to trading partner.

5.6.2 Creating Batch 270 Requests

Patient Eligibility can be requested for multiple patients at once using a single EDI file.
Processing larger transactions such as these takes more time than responding to an EDI
file with a single patient eligibility request. The first step to sending a batch request is
creating the EDI file using multiple request rows in the workplace grid. This can be done
via the "Write Request to File" option in the right-click menu or the "Write to file"

button.
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List of Eligibility Requests

Trading Partner Requester Subscriber Dependent Subscriber ID 5
FIRST_PLUS INF RCVR ORG CASTILLO. FRANK FTRJRG3254 (&)
TESTSOAP INF RCVR ORG CASTILLO. FRANK FTRJRG3254 75
FIRST_PLUS INF RCVR ORG CONE. DAVID 5642296 ©)
TESTRESPOMDER WELBY SMITH. ROBERT 9876543210 £
EDIFECSTEST WELBY CASTILLO. FRANK FTRJRG3254 /]
TESTRESPOMDER INF RCVR CASTILLO. FRANK FTRJRG3254 £
HIPAASUITE INF RCVR FOSSUM, CASEY 5461296 £
HIPAASUITE INF RCVR CASTILLO. FRANK FTRJRG3254 £
HIPAASUITE INF RCVR FOSSUM, CASEY 5461296 75
HIPAASUITE INF RCVR CASTILLO. FRANK FTRJRG3254 £
FIRST_PLUS INF RCVR CASTILLO. FRANK FTRJRG3254 £
TESTRESPOMDER INF RCVR FOSSUM, CASEY 5461296 £

S TRESPONDER INF RCVR CASTILLO. FRANK FTRJRG3254 @
ESPONDER INF RCVR 3 . 5461296 @

[ Mew Request H Edit Request “ View Reguest ] l Write to File I | Send To Trading Partner | [View Response
Query Settings

Limit quantity of records to show at once to : Apply changes
Show records created during the period from | 5/26/2015 v‘ to ‘ 51262015 -| ‘ Load More Records ‘

Show only records which are not sentyet
Writing multiple records to an EDI file.

You will be prompted for the creation of the EDI file:

Confirm EDI Creation [

You are about to create an 270 EDI file with 2 records, Are you sure?

e |

User prompt for batch EDI creation

By clicking "Yes" an EDI file containing 270 Eligibility requests for all highlighted request
rows will be created. The rows used to create the EDI file are now linked and selecting
one will automatically select the rest in the group. Sending EDI files with MIME or SOAP
will be done in batch mode for these records.

Unlinking batch request rows

To split the rows again, right click on one of the linked rows and click "Break Group".
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View Request

View Request as EDI
Edit Request

Write Request to File
fiew Res Fetch Acknowledgment
Fetch Result

Break Group |I
Delete Request

Breaking a batch group with the right-click menu.

5.7 Deleting a request

To delete a request from the workplace grid, select the desired request and right-click,
then click "Delete Request” or press the delete key.

F RCVR ORG View Request

FRCVR ORG View Request as EDI
FRCVR ORG Edit Request

Write Request to File

Delete Request |

Delete option in right-click menu.

You will be prompted before deletion.

Delete Record e

Are you sure you want to delete record 27

Delete record prompt

Clicking "Yes" will delete the record from the Eligibility Request Header table and any
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associated benefits in the Eligibility Request Detail table. This operation cannot be
undone.

Sending 270 Requests
As covered in Creating 270 Files, clicking "Send To Trading Partner” will initiate the

process of sending an Eligibility request. The request will be sent in the send method
assigned to the remote Trading Partner. These can be FTP, SOAP, or MIME.

List of Eligibilty Requests
Trading Pariner R i Dependent iber ID s
» |EDIFECSTEST INF RCVR DOE. JOHN 53-998342-01 @
EDIFECSTEST INF RCVR ORG CASTILLO, FRANK FTRJRG3254 @
RESPONDER INF RCVR ORG CASTILLO, FRANK FTRJRG3254 |25
FIRST_PLUS INF RCVR ORG CONE. DAVID

[ New Request H Edit Request ” View Request ] [ Write to File ]ISend To Trading Parlnell View Response
CQueny Settings

Limit quantity of records to show atonceto 20 Apply changes
Show records created during the period from | 4/15/2015 v| to ‘ 4/15/2015 v‘ Load More Records

Show only recards which are not sentyet
The workplace grid with a record highlighted and the 'Send to Trading Partner’ button

Upon receiving a response from the trading partner, the status icon is updated. In
RealTime mode, which is used when sending single requests, the statuses after sending a
request are:

e send failed € ,

shutersock 34916623

¢ 999 received

® response received
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Sending multiple requests

An EDI file with multiple transactions can be created by first highlighting multiple rows:

List of Eligibilty Request

Trading Partner Requester Subscriber Dependent Subscriber ID
0| _I
Blerorrie merom oemormwc  rmreuw
WELBY CASTILLO, FRANK FTRJRG3254
WELBY DOE. JOHN 53-998342-01 e
INF RCVR DOE, JOHN 53-998342-01 =

The workplace grid with two records highlighted.

The rest is the same as sending a single request. Click on "Send to Trading Partner” send
the EDI file. By selecting multiple rows, an EDI file with multiple transactions is created
and sent to the Trading Partner selected in the method assigned during the Trading
Partner's setup. The EDI creation confirmation prompt will present the number of
transactions to be created.

Confirm EDI Creation ——

You are about to create an 270 EDI file with 2 records. Are you sure?

L

Confirming the creation of the file

Clicking "yes" will build the 270 EDI request and send it. Afterwards the process window
will be shown. If the Trading Partner's send method is SOAP or MIME, Eligibility Checker
will send a SOAP or MIME EDI request in BatchMode.

Batch mode requests do not have to be processed until the next business day.

5.9 Receiving 999 Acknowledgment Files

In Batch Mode

Requests sent using more than one request row in the workplace grid are sent in Batch
mode and are usually not processed as quickly as requests sent in RealTime mode. A
trading partner should have a 999 ACK ready in one hour after having received the 270
request. To request a 999 for a particular Eligibility request, right click a sent request
row in the workplace grid.
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5.10

TESTRESPONDER INF RCVR FOSSUM, CASEY 5461296

.
| resTRESPONDER INF RCVR CASTILLO, FRANK ~ FiR/AG3s4 0|
(= =

TESTRESPONDER INF RCVR FOSSUM. CASEY - sa612% E

View Request
View Request as EDI
Edit Request

[ New Request ” Edit Request ” View Request I [ Write to File ] [Send To Trading Partner I [V\ew Response \Write Requestto File

Send to Trading Partner

CQuery Settings Fetch Acknowledgment
[T Limit quantity of records to show atonce to Fetch Result

[T] Show records created during the period from | 5/26/2015 to | 5/26/2015 Break Group

[T] Show only records which are not sent yet Delete Request

Right-click menu for sent batch files.

Requesting an Acknowledgement will send your Trading Partner an acknowledgment
request. The resulting 999 will be processed and written to file.

Filename: 20150526_025810.999
SEF file 'HIPAAEligibilityChecker SEF_Files 999_005010X231A1.SEF' loaded for transaction set '005010X231A71
The Transaction type is 399 , Version: 005010X231A1
The Sender's ID and Name are ' TESTRESPONDER" TESTRESFONDER
Passed. Mo Errors. No Warnings
The file has 1 Interchanges, 1 Functional Groups and 1 Transaction Sets
The file is released for further processing
Record in SendLog with GroupCiriNo '514600007" was updated with information from 999 file

Log for receipt of a 999.

Receiving 271 Response files

In RealTime Mode

Requests made from a single row in the workplace are sent in RealTime mode and will be
responded to in the same mode. A response will usually be received in under 20 seconds,
after which the workplace grid will update to show the results of the file in the Status
column. The relevant Status icons are:

o @ 999 received - Eligibility request was answered with a 999.
o @ Record rejected - Eligibility request has been rejected by receiving service.

o . Response received - Eligibility request has been answered. Response is ready.

If a compliant response was received, it can be viewed by double-clicking the request's
row. The request’s response will then be presented on screen as an Eligibility Response
form.

In Batch Mode
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Requests made from more than one row in the workplace grid are sent in Batch mode
and are usually not processed as quickly as requests sent in RealTime mode. A trading
partner should have a 999 ACK ready in one hour and the 271 Eligibility response by 7:00
AM on the following business day. Exactly what a business day constitutes is decided by
the trading partner. To request a response to a batch 270, right-click on any of the
relevant request rows in the workplace grid.

1ES 1 RESFUNUER INF HUVH FUSSUM, UASEY 240 1290 &
TESTRESPONDER INF RCVR CASTILLO, FRANK
[20| TESTRESPONDER INF RCVR FOSSUM, CASEY View Request [=]

View Request as EDI

Edit Request
Write Request to File
Send to Trading Partner
I New Request ” Edit Request “ View Request ] [ Write to File ] [Send To Trading Partner ] I View Response Fetch Acknowledgment E
Query Settings Fetch Result ‘
[ Limit quantity of records to show at once to Break Group thanges
] Show records created during the period from | 5/26/2015 to | 5/26/2015 Delete Request e Records

[] Show only records which are not sent yet

Requesting the batch results.

The resulting 271 batch file is a response to all the rows written into the related 270
Eligibility request. It will be processed and written to file.

EDI creation started at 13:29:42
SQAL Query: "Select™ from EDI_EligRequestHeader where EligRequestlD = '53' or EligRequestlD = '54"
MNumber of found records: 2

HIPAA Compliance Check
SEF file 'HIPAAEligibilityChecker. SEF_Files.270_005010X279A1.SemRef SEF' loaded for transaction set '005010X279A1'
1records are updated: TraceMNumber on record 54 assigned to: 54_20150526_012943
Record #54: check on compliance
Mo Warnings

1records are updated: TraceMNumber on record 53 assigned to: 53_20150526_012943
Record #53: check on compliance
Mo Warnings

MNumber of records: 2
Processing ended at 13:29:44

The process results window after receiving a batch response.

If the receiving Trading Partner has been configured with the option sending an EDI
acknowledgment in the Trading Partner window, HIPAA Eligibility Checker will then send a
999 to the Trading Partner for the received 271.

5.11 Viewing Responses
Double clicking a request that has received a response will no longer load it into the

manual entry forms, either, but will present the response on screen. The response form
will be presented. From here all pages of the response can be viewed and printed.

This is an example rejection response.
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(e - ==
Print | Close +~ Pagel/1l —
Health Care Eligibility Benefit Response
Trading Partner 1D: HIPAASUITE Document Date: 81712015
Transaction |D: l
l Response 48 =
Information Source
Entity Type:  Payer FayorID:  HIPAASUITE
Mame: HIPAASUITEDYNDNS
RequestWalid: No Reject Reason:  Invalid Participant Identification Reject Loop: 2100A
Follow-Up Action:  Please Correctand Resubmit
Requesting Provider m
Entity Type:  Provider Mational ProviderID: 1447252804
Mame: INF RCVR
Subscriber
Mame: FOSSUM CASEY Member ID: 5461296
Subscriber DOB: 05/0611976 Subscriber Sex:Female
RequestWalid: No Reject Reason:  Invalid/Missing Subscriber/insured Name Reject Loop: 2100C
Follow-Up Action:  Please Correctand Resubmit
Request
Trace Number Entity 1D Additional ID
48_20150512_122729 123456729
5.12 Responses in the Database
To view responses stored in the database, see Stored Responses.
6 Image Files
6.1 Creating Image Files
The HIPAA Eligibility Checker displays the content of EDI files as humanly readable forms
on screen and those forms can be printed in the basic version of the software. An
additional feature is to create image files in either TIFF and PDF format that can be
stored and viewed at any time.
This feature is available at additional cost and can be added at any time.
6.2 Image File Setup and Options

Under the menu item ‘Image’ we see two sub menus, Image Viewer' and ‘Image File
Options'
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Image | Log  Setup  EDIEx

Image Viewer

" Image File Options ||

The image menus
When we click on Image File Options the following setup screen comes up

Image Files
Output Path For Image Files |DHIPAASuite\EDI ROOT | ]

Image Format Image folder ophions Color On Images
() TIFF Format () PDF Format @ Mone @ Red

Image File Options ) Sub-Folders for Year, Month and Day e LEE

= All images in one File with EDI

@ y

~ File Name as Image File Name ) Sub-Folders for Year and Week Options for PDF
) One Image File per Record 7 Sub-Folders for Year and Day [[] Use content compression
Options for TIFF

Color Depth: Compression: Image Resolution: Set default values
) Black/White @ LZW SR Horizontal resolution: 200 dpi

) 4bpp ) Packbits e ' U

) Bbpp CCITT Group 3 @ Blackls Zera Wertical Resclution = Horsontal Resolution

@ 24 bpp B __::_ T ' Vertical resolution: 200 dpi

) 32 bpp o 1 _ ' U

Cane

The Image File Options screen
You can configure the following options:

e Set the directory where image files will be saved

Set image file and folder options

Determine image format

Determine options for PDF and TIFF files

Determine the document background color for images

Read the detailed descriptions further.
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3. Once you have finished editing the options, click "Save."

The settings are saved to the Windows registry and will be retained for the next time you
run the program. Check your permissions to write to the registry if you encounter any
problems with saving settings. Your administrator might help you.

Image Files

e Output Path for Image Files — Define the destination folder where the images will
be stored. See also Creating Image Files.

Image Format
Choose whether to create PDF or TIFF files.
e TIFF

o PDF

Image File Options
The following options are available:
¢ All Images in One File with EDI File Name as Image File Name

* One Image File per Enrollment Record
Image Folder Options

When you create a lot of images, it is important not to place them all in the same folder.
Microsoft Windows has issues handling more than 1000 files in a folder. That is the
reason why the HIPAA Claim Payment Master can hash the image files over many sub-
folders. You have the following choice to use:

¢ None — Default value.

e Sub-folders for Year-Month and Day — The sub-folders will be created within the
Image File Location. Example: \2012\February\29\.

(&} Desitop

= ) My Documents

7 EDT ASCTE Cuitpuk
=1 I EDI Images Output
= | 2012
=1 i) May
) 29

) EDI Spreadshest Output

The folder structure in "Year, Month and Day" mode

e Sub-folders for Year and Week — The sub-folders will be created within the Image
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File Location. Example: 2012\9\.
e Sub-folders for Year and Day — The sub-folders will be created within the Image

File Location. Example: 2012\20120229\.

Color on Images

¢ Choose a color for the form when saving claims to image files. You have the choice to
render the form in red or in black.

Note: The data is always black.

Options for PDF

e Use Content Compression — Checking this option does result in considerably smaller
files.

Options for TIFF

e Color Depth — You can change color depth of the image (black / white, 4 bpp /
8bpp / 24bpp / 32bpp).

Note: TIFF in Window's GDI library does not work with 16 bpp (bits per pixel). Color depths set lower
than 16 bpp results in some losses in image quality.

e Compression Algorithm — You can use compression with TIFF files: LZW and
Packbits is used for all Colors, CCITT4 for black and white.

¢ Image Resolution — You can change the resolution of image from 96 to 300 dpi
(dots per inch).

Note: Theoretically we could use even higher resolutions, but it will slow down processing significantly
and result in approximately the same result in quality.

6.3 Viewing Image Files

HIPAA Enrollment Master Image Viewer allows you to view images stored in the output
folder, defined in the image options. See Adjusting Image .

Follow the instructions below to view images.

1. To access Image Viewer, select the "Image Viewer" option under "Image” menu item.
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FAHipaa Enrollment Master - 64bit

EDIExchange  Heslp

o

File Wiew Database CodeSets =
] > Viewer
1 AN T e
Image Fie Optons
— Dutput Mode
" Screen ‘

The "Image Viewer" menu

Alternatively, you can select the "Image Viewer" option under "View" menu item.

FAHIPAA Enrollment Master - 64bit

File | View | Database CodeSets Image Setup Log EDIExchange Help

TS P
[F Form - hlll

The "Image Viewer" menu under the View' menu

2. The "Image Viewer" window will open.

g

2K
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Image Viewer !El

=1 P e 171 > - 3% 4
= B34 =
= B34 pdf

Enrollment Record
Trarmacton F Lt e T -
Original 12456 12raae0 12:00:00 PM
Update '
Lpowae § L a '
BT
a5 Paye Feders SEpayeT N .
Insured Information
Subscriber  Sell Addition Active Active
BT Meacars Py Lozl Mascane 3 Mo A Ciaplfyng L] SOyl S el
Full-Tire
1T 123458001 05TV
AT 341 Pl ut Mama g Cilk 2 ry tu =
DOE SOHN P 123438789
[TIT) 2242004 {.';'“'I 2.“.-12‘!0
CEER LY
100 MARKET ST APT 3G
CAMP HILL PA 1ro11 CUMBERLAND
th Cate Bets Crder | Doath Cute | Martsl Stata Hyce oo
1B 040 ]
wegte | Weght | Healn relased Cooe Cesatiny Typs aabeity 1D | Doplin m | Denatedety T
Y & ™ al - - 1
CGUQT-\)Q! Information
laniecgnce Type s gnce »rage
additicn Health d
1 o1017002
1o |, a2} =
a Secondary 890111 Winknawn
l‘.ﬂ:IIHIJMECD
tatengace Tope g @ | o sage Leve
9 Addtion Dental -
1 a0d
Mantemgnca Tyra vorance | ne wrage Leve
3 Mgditien Wislon
B10172001
-
< | +0

3. Select the necessary image in the left navigation pane.

a1

= 834 pdf

4. For pages navigation, use the arrow buttons.

5. To scale the image, use "+" or "-" buttons or define the percent manually.
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71
711

EDI Exchange

Getting Started
About EDI Exchange

EDI Exchange is a module available in most HIPAAsuite EDI applications. It is an option
that you can purchase for an additional cost. Some of our products, such as HIPAA Claim
Master, process EDI files but do not receive or send EDI files to and from your trading
partners. EDI Exchange is created to do that. EDI Exchange is designed for those
organizations that have a large volume of EDI files, need more order and automation and
adhere to tougher compliance rules. The EDI Exchange is an EDI pre-processor that
handles FTP transport, encryption, HIPAA compliance check, trading partner
management, etc. Outgoing EDI files can be checked for compliance; individual records
that do not pass the check can be withheld.

HIPAAsuite products with EDI Exchange module have a main menu item called "EDI
Exchange” with sub-menus to call the module’s functions.

,

File  View Database CodeSets Image Setup Log IEDIExchangeIHeIp

e i ) = Check EDI File
,;‘1. e
E - [.&Bﬂ S L ;_“:,

Trading Partners

D_dm Mode Inbox Manager

LR FTP Client

oAl ~ SEF Files

© Spreadsheet e EDI Exchange Setup

© ASClI File Encryption Setup

() Image File Create EDI Exchange Tables
Create 999 Files Tables

[[] Data Export Autoprocess Setup

Counter . Automatic Scheduler

I PP cDiReceive Lo
Records [ | EDI Send Log

Request EDI Exchange License
b’ " EDI Exchange License Information

The "EDI &chaﬁée" menu in HIPAA Enrollment Master

EDI Exchange performs the following functions:
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¢ Trading Partners Management — The following Trading Partner's parameters can
be stored and transparently managed with the help of EDI Exchange: name,
address, EDI identifiers, delivery methods, encryption parameters, FTP servers,
CORE-Compliant server addresses and credentials, communication numbers and
folders to keep files separated, special requirements specific to this trading
partner. Read more in Setting up Trading Partners.

¢ File Transport — EDI Exchange has a built-in FTP client that can securely connect to
your trading partner's FTP servers. If you employ your own FTP server, you can
utilize the folder structure that EDI Exchange uses to manage incoming files, users,
home directories and permissions so that your Trading Partners can drop off and
pick up EDI files. Supported are:

e Simple FTP
e FTP Secure
e Implicit FTPS
e Explicit FTPS
e Secure Shell FTP or sFTP

Read more in Using FTP Client.

e Encryption — Many healthcare-related companies use encryption to cloak the
content of their EDI files. The prevalent method of encryption is PKI (Private Key
Infrastructure) that uses the product of two incredibly large prime numbers as
cipher. EDI Exchange supports PGP (Pretty Good Privacy), the leader in PKI products
as well as the open source GPG project with its Windows sub project PGP4Win. Both
are implementations of the same encryption mechanism. Read more in Using
Encryption.

¢ File Management — EDI Exchange uses a clear directory structure to store EDI files.
The structure is based on root directories for incoming files, outgoing files,
processed files and suspended files. Below these root directories, there are
subdirectories for each trading partner and then each transaction set. Read more
in Defining Root Directory and Initializing EDI Exchange.

e EDI Compliance Check — EDI standards are strict and precise; adherence to the
standards is very important so that any organization can work with them regardless
of their backend system software. EDI Exchange has a built-in compliance engine
that checks incoming files for compliance. The engine also generates a report listing
each problem with the exact location. Outgoing EDI files can also be checked and
you have an option to withhold individual records that violate the rules. Read more
in Checking EDI Files.
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e EDI Control for Transactions — The EDI protocols have a few supporting transaction
sets that are useful to the smooth functioning of EDI exchanges. They provide the
sender with an instant feedback on receipt. The following transaction sets are
available:

e TA1 Acknowledgment
® 997/999 Functional Acknowledgment
e 277U/277CA Unsolicited Claim Status Response (in case of Claims)

e Logging — EDI Exchange has several logs that are instrumental to keep processing in
order and allows to forensically investigate mishaps. There are three logs in EDI
Exchange:

¢ Incoming file log — See Accessing EDI Receive Log.

e Outgoing file log — See Accessing EDI Send Log.

e Daily transaction log

71.2 Requesting EDI Exchange License

If your trial has expired, you can request an extension to the trial.

If you purchased the product and need a final license key, you should request an EDI
Exchange license.

Follow the instructions below to request a trial or final license key.

1. Select "Request EDI Exchange license" under the "EDI Exchange” menu item.
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|

File  View Database CodeSets Image

1 @ Check EDI File
E — Esmr ]

o

Trading Partners
Tm Mode Inbox Manager
® Sorcen FTP Client
R SEF Files
Ll ErEaralEs EDI Exchange Setup
() ASCIl File Encryption Setup
(Z) Image File Create EDI Exchange Tables

Create 999 Files Tables
[[] Data Export Autoprocess Setup
Counter \ Automnatic Scheduler

s [ ] 8 . EDI Receive Log
Records [ | Bl EDISendlog

Request EDI Exchange License
Run .' | ' a EDI Exchange License Information

Run with

A menu item to request a license key

2. Once you have clicked this menu item, your default email application appears. In our
case, it is Microsoft Outlook. All information necessary to produce the key is
automatically filled out.

From ~ Martin.Scholl@HIPAALuite.com

= = [
Send i
Ct... [
Bic... !

Subject: [EDI Exchange][7SDCFEEF]: Request for License

Request for License

Product: EDI Exchange
Veolume ID: JEDCFBBF

Current Key:

KE"'I': - NP - e e

Email message created by EDI Exchange

3.You can add a trial extension or a final key after purchasing or relocating the
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software.

Once you receive the response with the key for EDI Exchange, you can bring the
"Registration Form" screen up again and click on "Register”. Enter the key to unlock EDI
Exchange. In the Result area, you will see that EDI Exchange has been registered.

'__\'* Registration Form [—J..

License Registration Form
EDI Exchange

License Key

Reqister ] | Close

Result

Thank you for evaluating ED| Exchange!
EDN BExchange is fully functional with certain trial limitations.
This evaluation version expires in 14 days

L
Entering the license key

71.3 Registering EDI Exchange

EDI Exchange is licensed separately from the host application, HIPAA Claim Master, for
example. The reason is that EDI Exchange will work on all HIPAAsuite Products that are
installed on your particular computer. For example, if you have HIPAA Claim Master and
HIPAA Enrollment Master licensed, only one license of EDI Exchange is needed and the
module will work across two products.

When you first install a HIPAAsuite product of your choice, a 15-day EDI Exchange trial is
included. Once the trial expires, EDI Exchange loses its functionality. The menu items
under "EDI Exchange"” become disabled except the last ones that allow you to license and
enable the product.
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A HIPAA Claim Master - 32bi
EDI Exchange | Help

File  Forms  View  Search  Claim Entry/Edit

Data Base

Code Sets

Logs

Image

Setup

Output Mode
) Printer

@ Screen

) Image Fle

Data Import
Claim Type

() Professional
) Institutional
() Dental

(©) Reporting
Counter

Total Amourt

The "EDI Exchange” menu with menu items disabled

You can register the product by clicking on the "EDI Exchange License Information” option
under the "EDI Exchange"” menu.

EDI Exchange | Help

Check EDI File

Trading Partners
Inbox Manager
FTP Client

SEF Files

&

EDI Exchange Setup
Encryption Setup

¥:= Create EDI Exchange Tables
-
B Create 999 Files Tables
..':_E;Ein Autoprocess Setup

=$F Automatic Scheduler

B8 EDI Receive Log

== EDI Send Log

R
= Request EDI Exchange License

: EDI Exchange License Information

97

Check EDI File

Trading Partners
Inbox Manager
FTP Client

SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup
Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDI Exchange License

EDI Exchange License Information
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"EDI Exchange License Information” option under the "EDI Exchange”

Then the license screen appears. In the lower left corner you can find the unique
registration number needed to create either trial extensions or final licensing.

R )

EDI Exchange

1.0
Day(s) remaining for trial 8

This software is for evaluation purposes only and has limited
functionality

You will have to purchase this software if you want to continue using it
after a free evaluation has expired.

Registration Mumber:
3E76196D [

Ty || Orer || Regater |

The license information screen

Once you click on "Register," you can enter the license key that you have previously

received via email from us (see Requesting EDI Exchange License.) Click on "Register" and
you will see the registration message in the "Result” area.

T . ==

License Registration Form

EDI Exchange

License Key

[ Regigter ][ Close

Result

Thank you for evaluating EDI Exchange!
ED| BExchange is fully functional with certain trial limitations.
This evaluation version expires in 14 days
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Extending the trial by entering a license key
Close the "Registration Form" and continue using the EDI Exchange.

7.2 Configuring EDI Exchange (Obligatory Settings)

7.21 1 Setting up Database Connection

EDI Exchange work is based on the database connection that you define under Database »
Connection and Data Fields in the main menu of the HIPAA host application. Make sure
the connection has already been set up and tested before proceeding with EDI Exchange.

Then proceed to the next step: Creating Database Tables.

7.2.2 2 Creating Database Tables

Once you have configured the database connection (Setting up Database Connection),
follow the instructions below.

1. Select EDI Exchange » Create EDI Exchange Tables in the main menu.

EDI Exchange
Check EDI File

Trading Partners
& Inbox Manager

FTP Client

SEF Files

EDI Exchange Setup

Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables

Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDI Exchange License

EDI Exchange License Information

-

The menu item to create the necessary tables.
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2. The "Create Tables for EDI_Exchange" screen will appear. Table creation and/or
modification for your database is handled here.

F R

Database
@ Microsoft SQL Server ) MySQL/Generic

Trading Partner | TRANS_LOG | TRANS_LOG_ERRORS | SEND_LOG | cOMPANY_SETUP|

TradingPartner Table script:
1 CREATE TABLE [dbo] [TradingPartner]( -

2 [TradingPartnerlD] [varchar](15) NOT NULL,
3 [TradingPartnerlD_QUAL] [char](2) NULL,
- [ETINMo] [varchar]{15) MULL,
5 [NAME] [warchar](40) NULL.
6 [Contact] [varchar](100) NULL.
7 [Phene] [varchar](15) NULL.
8 [Extension] [varchar](10) NULL,
9 [Email] [varchar](75) NULL.
10 [Fax] [wvarchar](15) NULL.
1 [LocalFtpUser] [varchar](20) MULL.,
12 [LocalFtpPassword] [varchar](20) NULL,

13 [Address1] [varchar](100) NULL,

- [Address2] [varchar](100) NULL,
[City] [warchar](30) NULL.,

16 [State] [char](2) MULL,

7 [£ip] [wvarchar](10) NULL,
[FtpAddress] [varchar](50) NULL,
[PutDirectory] [varchar]|(50} MULL.
[GetDirectory] [varchar](50) MULL,

21 [FtpArchive] [varchar](20) NULL,
[FtpUserMame] [varchar](40) NULL.
[FtpPassword] [varchar](40) NULL.
[FTPPort] [warchar]{12) NULL,

25 [Outbax] [varchar]{50) MULL, N

l Compare Script with existing Table ] Save l [ Execute Script l

The screen to create the tables

3. Select the database type you use for your host HIPAA application.
e Database
e Microsoft SQL Server (SQL Server 2008 and above)
e MySQL

Note: In case your database is not listed, modify the scripts or ask your database administrator to
make the necessary modifications.

4. The following tables are part of EDI Exchange:

e TradingPartner — SQL statements to create the "TradingPartner” table in your
database. This table contains information about trading partners.

e Trans_Log — SQL statements to create the "TRANS_LOG" table in your database.
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This table contains incoming file information, keeps track of all EDI files that you
receive and the compliance check report.

e Trans_Log_Errors — SQL statements to create the "TRANS_LOG_ERRORS" table in
your database. This table collects the results of the compliance check and keeps
track of all sent files.

e Send_Log — SQL statements to create the "SEND_LOG" table in your database.
The table contains information about EDI files created and sent to trading
partners.

e Company_Setup — SQL statements to create the "COMPANY_SETUP" table in your
database. This table collects information about you, the sender of EDI
information.

5. You can modify the scripts so that they run on your specific database. Once you have
you modified the script, click "Save."

Tip: Every database system has their own little syntax idiosyncrasies and the scripts might require
tweaking. You can edit the table scripts in this screen and save your modified scripts. One example
are 'date’ and 'time’ or ‘'money' data types that do not exist in SQL Server 2005. You can just rename
those types to 'datetime’ and save you script and it will run fine.

F B

Database
@ Microsoft SQL Server ) MySQL/Generic

Trading Partner | TRANS_LOG | TRANS_LOG_ERRORS | SEND_LOG | COMPANY_SETUP|

TransLog Table script:

T CREATE TABLE [dbo] [TRANS_LOG( R
[1D] [varchar](200) NOT NULL, B
[PayloadID] [varchar](200) NULL,
[TRADING_PARTNER] [varchar]{15) NULL
[TRANSACTION_TYPE] [char](3) NULL.
[ORIG_TRANSACTION_TYPE] [char](3) NULL,
[PROCESS_DATE] [date] NULL,
[PROCESS_TIME] [time](0) NULL.
[OPERATOR] [varchar](20) NULL.

10 [RECORD_IDS] [varchar](2000) NULL.

11 [RECORD_COUNT] |bigint] I\{ULL.

WO =N N £ LIk

m

- [CHECK_MESSAGES] [bigint] NULL,

15 [RespanseFile] [varchar] (300) NULL,

16 [AcknowledgementFile] [varchar] (300) NULL,

7 [ExitCode] [smallini] NULL.

18 CONSTRAINT [PK_TRANS_LOG] PRIMARY KEY CLUSTERED

20 [IDJASC

]
22 ) ON [PRIMARY]
23 =

-

[ Compare Script with existing Table ” Drop TRANS LOG schema [ Save ” Execute Script ]
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The "Save" button

6. For each script on every tab, click "Execute Script” to create the corresponding table

in the database.

Database
@ Microsoft SQL Server

 Trading Partner || TRANS_LOG | TRANS_LOG_ERRORS | SEND_LOG | COMPANY_SETUP |

F R
Create Tables for EDL_Exchange ol o

) MySQL/Generic

TradingPartner Table script:

1 CREATE TABLE [dbo] [TradingPartner](
[TradingPartnerlD] [varchar](15) NOT NULL.
[TradingPartnerlD_QUAL] [char](2) NULL,
[ETINNo] [varchar](15) MULL.

[NAME] [warchar]40) NULL.

[Contact] [varchar]{100) NULL,

[Phone] [warchar](15) MULL,

[Extension] [varchar](10) NULL,

[Email] [varchar](75) NULL.

[Fax] [varchar]{15) MULL.
[LocalFtpUser] [varchar](20) MULL.,
[LocalFtpPassword] [varchar](20) NULL.
[Address1] [varchar](100) NULL,
[Address2] [varchar](100) NULL,

[City] [warchar](30) NULL,

[State] [char](2) NULL,

[Zip] [varchar](10) NULL,

[FtpAddress] [varchar](50) NULL,
[PutDirectory] [varchar]|({50} MULL.
[GetDirectory] [varchar](50) MULL.
[FtpArchive] [varchar](20) NULL,
[FtpUserMame] [varchar](40) NULL.
[FtpPassword] [varchar](40) MULL.
[FTPPort] [warchar](12) NULL.

[OQutbox] [varcharl(50) NULL.

l Compare Script with existing Table ]

S ————
L0 00 ] O LN e Ll P — 00 00 =] 0N N e LIRS

P B T 3 B Tl
N e Ll b =22

-

Save l[ Execute Script l

The "Execute Script” button

Notice: Creating tables means clicking the "Execute Script” button in all five tabs of the "Create Tables

for EDI_Exchange" window. Then close this window.

7.0nce the table has been created successfully, you will see the following notification:

e

Table 'TradingPartner' successfully created

The Create Table script success message
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Warning: Double-execution of a script wipes out the previous table you have created. A prompt will
warn you before deleting an existing table. To Add/Remove fields use the "Compare Script..."
button. Remove the script files once you have created the tables so nobody can destroy the tables
by accident.

( Caution ‘ l_‘*_] ]

Iel This action will wipe cut all your data in TradingPartner table. Proceed?

ves || Mo

e R 1 T

The double-execution warning message.

Make sure there are no error messages and the table creation has been completed
successfully.

Compare Script with existing Table

HIPAAsuite products go through continual development and improvements. Often these
changes lead to new fields in the database. While it is easy to drop a table and
regenerate it with the new fields, you will loose all the data in the table. To avoid this
trouble there is the button "Compare Script with existing Table". | you click this, the
table structure in your database will be compared with the script. There are two possible
outcomes. Your table is up to date

- =)

You hawve all the fields in your table,
There is nothing to do

o]
. — —
Table is up to date

or if your table is missing recently added fields, you will see a window pop up that shows
an 'Alter Table' script with which you can add those fields to the table without interfering
with existing data.
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n'J Changes to your tab_ll LI_Ig

1 Alter Table TradingPartner

Add
[SourceEntitylD] [char](2) NULL.
[SourcelDQualifier] [char](2) NULL,
[SourceMame] [varchar]{50) NULL.
[SourcelD] [varchar](50) MULL

N LT ek L P

-

Execute Script ]

The 'Alter Table' script that shows as a result of missing fields

You can now click the "Execute Script” button and the field will be added and a message
will confirm your changes

. =)

Table successfully altered

| |

Alter Table statement successfully executed.

Once you have created the tables, you can start setting up the other application options.
See the next step: Defining Auto-Processing Options.

7.2.3 2b Creating 999 File Tables

Once you have configured the database connection (Setting up Database Connection),
follow the instructions below.

1. Select EDI Exchange » Create 999 Files Tables in the main menu.
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&

EDI Exchange | Help

Check EDI File

Trading Partners
Inbox Manager
FTP Client

SEF Files

EDI Exchange Setup
Encryption Setup
Create EDI Exchange Tables

Create 999 Files Tables

Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDI Exchange License

EDI Exchange License Information

The menu item to create the necessary tables

2. The "Create Tables for 999 Files" screen will appear. Table creation and/or

modification for your database is handled here.

105
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F ™

Database
@ Microsoft SQL Server ) Oracle O MySQL/Generic

ImplementationAck |Transac1.ionF{espcmse | SegmentErrors | Elemenﬂ'\lutes|

ImplementationAck Table script:

1 CREATE TABLE ImplementationAck( -
[ID]int IDENTITY NOT NULL.
[FileName] varchar{100) NULL.
[SenderlD] varchar(15) MULL,
[SendTime] datetime NULL.
[GroupControlNo] varchar(9) NULL,
[TransactionControlNo] varchar(9) NULL,
[FuncitionallD] char(2) NULL,
[OnginalGroupControlMa] varchar(9) NULL,
10 [Version] varchar{12) NULL.
1 [AckCode] char(1) NULL,

[IncludedTS] int NULL.
13 [ReceivedTS] int NULL,

[AcceptedTS] int MULL.

LD 00 s O 0N fe LIPS

[ErrorCode1] char{3) MULL.

[ErrorCode?] char({3) NULL,
7 [ErrorCode3] char{3) MULL.

[ErrorCode4] char{3) NULL.
19 [ErrorCode5] char{3) NULL,
20 PRIMARY KEY ([1D])

’ Compare Script with existing Table Save l [ Execute Script l

The screen to create the tables
3.Select the database type you use for your host HIPAA application.
e Database
e Microsoft SQL Server (SQL Server 2008 and above)
e Oracle
e MySQL

Note: In case your database is not listed, modify the scripts or ask your database administrator to
make the necessary modifications.

1. The following tables are part of EDI Exchange:

¢ ImplementationAck — SQL statements to create the "ImplementationAck” table in
your database. This table contains information about Acknowledgments.

¢ TransactionResponse — SQL statements to create the "TransactionResponse” table
in your database. This table contains individual transactions contained in 999 files.
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e SegmentErrors — SQL statements to create the "SegmentErrors” table in your
database. This table contains individual segments in error contained in 999
transactions.

e ElementNotes — SQL statements to create the "ElementNotes" table in your
database. The table contains the elements in error in a specific segment.

5. You can modify the scripts so that they run on your specific database. Once you have
you modified the script, click "Save."

Tip: Every database system has their own little syntax idiosyncrasies and the scripts might require
tweaking. You can edit the table scripts in this screen and save your modified scripts. One example
are 'date’ and 'time’ or ‘'money' data types that do not exist in SQL Server 2005. You can just rename
those types to 'datetime’ and save you script and it will run fine.

F B

Database
@ Microsoft SQL Server ) Oracle @ MySQL/Generic

ImplementationAck |Transac1ionF{esponse | SegmentErrors | EIementhrtes|

ImplementationAck Table script:

1 CREATE TABLE ImplementationAck( »
[1D] int IDENTITY NOT NULL.
[FileName] varchar(100) NULL
[SenderlD] varchar(15) MULL.
[SendTime] 5 NULL.
[GroupContralMNo] varchar(9) NULL,
| TransactionCaontrolMo] varchar(9) NULL,
[FuncitionallD] char(2) NULL,
[CnginalGroupControlMNa] varchar(9) NULL,
10 [Version] varchar(12) NULL.
1 [AckCode] char{1) NULL,
12 [IncludedTS] int NULL.
13 [ReceivedTS] int MULL,
B lAcceptedTS] int MULL.
15 [ErrorCode1] char{3) NULL,
16 [ErrarCade2] char{3) NULL,
7 [ErrorCode3] char{3) NULL,
)
)

[Telye-TL ey A g RN - SN LN

18 [ErrarCade4] char{3) NULL,
19 [ErrorCodeb] char{3) NULL.
20 PRIMARY KEY ([ID])

21 :]j
[ Compare Script with existing Table Save ] [ Execute Script ]

The "Save" button

6. For each script on every tab, click "Execute Script” to create the corresponding table
in the database.
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F ™

Database
@ Microsoft SQL Server ) Oracle O MySQL/Generic

| ImplementationAck | TransactionResponse |SegmentError3| Elemenﬂ\lntes|

SegmentErrors Table script:

1 CREATE TAELE SegmentErmors( -
[ID] int IDENTITY NOT MULL,

[TS_ID] int NOT NULL,

[Ack_ID] int NOT NULL,

[SegmentlDCode] char(3) NULL.

[SegmentPosition] int NULL.

[LooplD] varchar{4) NULL.

[ErrorCode] varchar(9) NULL.

LD 0O ] O LT e La B

10 fFCTX

11 [CTX1_ContextName] varchar{35) NULL.

12 [CTX1_ContextReference] varchar(35) NULL,
13 [CTX1_SegmentlD] char(3) NULL,

14 [CTX1_LooplD] varchar(4) NULL,

15 [CTX1_SegmentPosition] int MULL,

16 [CTX1_ElementPosition] int NULL.

17 |[CTX1_ComponentDataElementPos] int NULL.
18 [CTX1_RepeatingDataElementPos] int MULL.
19 [CTX1_ElementReferencel] varchar(4) NULL,
20 [CTX1_ElementReference?2] varchar(4) NULL,

22 [CTX2_ContextName] varchar(35) NULL,

23 |[CTX2_ContextReference] varchar(35) NULL,

24 [CTX2_SegmentlD] char(3) NULL,

25 [CT*2_LooplD] varchar(4) NULL, -

[Compare Script with existing Table ] Save ] [ Execute Script ]

The "Execute Script” button

Notice: Creating tables means clicking the "Execute Script” button in all four tabs of the "Create
Tables for 999 Files" window. Then close this window.

7.0nce the table has been created successfully, you will see the following notification:

)

Table 'ElernentMotes’ successfully created

Ok

The Create Table script success message

Warning: Double-execution of a script wipes out the previous table you have created. A prompt will
warn you before deleting an existing table. To Add/Remove fields use the "Compare Script..."
button. Remove the script files once you have created the tables so nobody can destroy the tables
by accident.
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# ™
I -

:] This action will wipe out all your data in ElementMotes table, Proceed?

The double-execution warning message.

Make sure there are no error messages and the table creation has been completed
successfully.

Compare Script with existing Table

HIPAAsuite products go through continual development and improvements. Often these
changes lead to new fields in the database. While it is easy to drop a table and
regenerate it with the new fields, you will loose all the data in the table. To avoid this
trouble there is the button "Compare Script with existing Table". | you click this, the
table structure in your database will be compared with the script. There are two possible
outcomes. Your table is up to date

. )

You have all the fields in your table,
There is nothing to do

1 |

Table is up to date

or if your table is missing recently added fields, you will see a window pop up that shows
an ‘Alter Table' script with which you can add those fields to the table without interfering
with existing data. In the latter case, you can click the "Execute Script” button and the
field will be added and a message will confirm your changes
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[t

e

Table successfully altered

Alter Table statement successfully executed.

7.24 2c Updating Database Tables

To update an existing table (in the event of an update, for example), follow the
instructions below.

1. Start with the table creation script window of the table you want to update. In this
example, we will use the Trading Partner table.

F ™

Database
@ Microsoft SQAL Server ) MySQL/Generic

Trading Partner | TRANS_LOG | TRANS_LOG_ERRORS | SEND_LOG | comPany_seTup|

TradingPartner Table script:

1 CREATE TABLE [dba].[TradingPartner]( .
[TradingPartnerlD] [varchar](15) NOT NULL.
[TradingPartnerlD_QUAL] [char](2) NULL.
[ETINNg] [varchar](15) NULL,
[NAME] [warchar]({40) MULL,
[Contact] [varchar]{100) NULL,
[Phene] [varchar]({15) NULL.
[Extension] [varchar](10) NULL,
[Email] [varchar](75) NULL.
10 [Fax] [varchar](15) MULL,
11 [LocalFtpUser] [varchar](20) NULL,
12 [LocalFtpPassword] [varchar](20) NULL.
13 [Address1] [varchar](100) NULL,
4 [Address2] [varchar](100) NULL,
15 [City] [warchar](30) NULL,
16 [State] [char](2) NULL,
7 [Zip] [wvarchar](10) NULL,
18 [FtpAddress] [varchar](50) NULL,
19 [PutDirectory] [varchar|(50} MULL.
20 [GetDirectory] [varchar](50) NULL.
21 [FtpArchive] [varchar](20) NULL,
22 [FtpUserName] [varchar]{40) NULL.
23 [FtpPassword] [varchar](40) NULL.
24 [FTPPort] [varchar]({12) MULL,
25 [Outbox] [varcharl{50) NULL, -

’ Compare Script with existing Table ] Save l [ Execute Script l

[felye-RL s S PR FLY K )

The table creation script for the Trading Partner table.

2. In the case of modifying a table to include/exclude/change a field or fields required by
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a program update, the script will have been updated for you and clicking the Compare
Script with existing Table button will bring you to the next step. To modify the table
yourself in order to conform to your particular database, first edit the script text to
suit your database system, click the Save button, then the Compare Script with
existing Table button, and proceed to the next step.

Tip: Every database system has their own little syntax idiosyncrasies and the scripts might require
tweaking. You can edit the table scripts in this screen and save your modified scripts. One example
are 'date’ and 'time’ or ‘'money' data types that do not exist in SQL Server 2005. You can just rename
those types to 'datetime’ and save you script and it will run fine.

3. Having clicked Compare Script with existing Table, the script will be compared to the
existing table and any additional fields will be presented. In this example, the Trading
Partner table's Address fields will be added.

5! Changes to your table — O e

1 Alter Table TradingPartner

; Add
[Address1] [varchar]({100) NULL,
[Address2] [varchar]{100) NULL,
[City] [warchar](30) NULL,
[State2] [char]i2) NULL.
[Zip] [varchar](10) NULL

P o L P

Execute Script Cancel

Changes to be made to Trading Partner table.

4. Click Execute Scipt. This will perform the additions/changes stated in the alter table

script and a prompt will appear informing you of the change. The table has now been
modified.

Table successfully altered

Table has been altered.
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7.2.5

3 Defining Auto-Processing Options

In the "Auto-Process Setup” you can instruct the program on what to do after analyzing
and decrypting the received files in the Inbox Manager. The auto processing enables you
to combine and run multiple fulfilment steps together (for example, export, saving,
printing.) These options are important for the hand-over from EDI Exchange to the other
HIPAAsuite program that hosts EDI Exchange.

Follow the instructions below to specify the Auto Process Options.

1. Select EDI Exchange » Autoprocess Setup in the main menu.

Check EDI File

Trading Partners

Inbox Manager

FTP Client
SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables

Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Leg

Request EDI Exchange License

EDI Exchange License Information

The "Autoprocess Setup” menu item

2. The following screen will appear if the host HIPAA application is Enrollment Master.
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Automatic Processing Cptions ‘ l"':' (S] S

Get Rles from Trading Partners

[C] Check FTP servers for new files and place them into Inbox

Default Automatic Processing Options
[] Export in Database

[”] Print i

Saveto: [|Image  [C] Excel [T ASCII

Save Cancel
h. E - A
Defining the Auto Processing Options

3. The following options can be specified:
Check Path Options

e Check FTP servers for new files — If checked, EDI Exchange automatically looks for
new files for all trading partners that have FTP connection set up. Then the program
gets all the waiting files and puts them into the Inbox. In the second step, it goes
through every file.

Default Automatic Processing Options
e Export in Database — If selected, the module exports new files to the database.
¢ Print — If selected, the module prints files using the selected printer.

e Create Auto-Response — If selected, the module creates an auto-response to the
received files.

e Save to — If selected, the system automatically saves files as:
¢ Image
e Excel
e ASCII
4. Click "Save."
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7.2.6

-

Automatic Processing Options l = | (] |_i3-]

Get Rles from Trading Partners
/| Check FTP servers for new files and place them into Inbox
Default Automatic Processing Options
¥| Export in Database

4| Print  Use printer: Fax -
Save to: ¥l Image J| Excel < ASCI
Save | Cancel |

The "Save" button

Once you have saved the auto-processing options, the files will not only be analyzed but
also processed according to the defined settings. Proceed to the next step: Defining
Communications Directory.

4 Defining Communications Directory

EDI file directory is an obligatory setting you need to set up before starting using the EDI
Exchange. In order to keep track of the thousands of EDI files that accumulate over
time, EDI Exchange uses a folder structure which we call the "HIPAAsuite Communications
Directory” or "HIPAAsuiteCommDir” in short. In it, you will find all your EDI files sorted
into several categories:

¢ Inbox

e Outbox

¢ ProcessedFiles

¢ EncryptedFiles
e SuspendedFiles

Within these directories, there will be folders for each Trading Partner and type of
transaction. The location and names of the sub-folders are handled in the "Trading
Partner Setup.” See Setting up Trading Partners.

Follow the instructions below to specify EDI communications root directory.

1. Select "EDI Exchange Setup” under the "EDI Exchange"” menu item.
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EDI Exchange
Check EDI File

Trading Partners
& Inbox Manager

FTP Client

SEF Files

EDI Exchange Setup

Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDI Exchange License

EDI Exchange License Information

The "EDI Exchange Setup” menu item

2. The following window will appear.

EDI Exchange Directory Setup

Root Directory Path Browse

Email Server Information Email Notification

SMTP Server Sender's email address [7] Send email notice of newly arrived Files?
Add

UserName Password Recipients
[C] SMTP server requires Logon P

[] Connectto the SMTP server via the SSL protocol Use Port
Outgoing Files Other options

[] Validate outgoing files [[] RejectIncoming Files with more errors than
. . (set Count below)
Halt records if EDI compliance

warnings are found

EDI Fles with Other Type in Inbox

® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ]

@ Leave file for other program

) Auto process if other program is available

The "EDI Exchange Setup” window

Note: The icon in the lower left corner indicates that EDI Exchange has not been initialized yet.

3. Under "EDI Exchange Directory Setup” specify the following setting:
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e Root Directory Path — Define the root path in the "Root Directory Path" text field.
The root path is the folder where all your EDI files reside. EDI Exchange will later
create sub-directories required to operate.

EDI Exchange Directory Setup

Root Directory Path Browse

The root communications directory setup

4. Click "Save."”

-
EDI Exchange Directory Setup
Root Directory Path  pAEDI Browse
Email Server Information Email Notification
SMTP Server Sender's email address [7] Send email notice of newly arrived Files?
Add
User Name Password Recipients
[7] SMTP server requires Logon B
[7] Connectto the SMTP server via the SSL protocol Use Port
Outgoing Files Other options
[[] Validate outgoing files [[] Reject Incoming Files with more errors than

. . (set Count below)
Haltrecords if EDI compliance

warnings are found

EDI Fles with Other Type in Inbox
@ Leave file for other program

©) Auto process if other program is available

® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ]

The "Save" button

After setting the root directory, you can click the "Initialize EDI Exchange" button. Read
more in Initializing EDI Exchange.

7.2.7 5 Initializing EDI Exchange

Before you can use EDI Exchange, and after you have configured the obligatory settings,
you have to perform the initialization. Follow the instructions below.

1. Select "EDI Exchange Setup” under the "EDI Exchange” menu item.
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EDI Exchange
Check EDI File

Trading Partners
& Inbox Manager

FTP Client

SEF Files

EDI Exchange Setup

Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDI Exchange License

EDI Exchange License Information

The "EDI Exchange Setup” menu item

2. The following window will appear.

EDI Exchange Directory Setup
Root Directory Path Browse

Email Server Information Email Notification
SMTP Server Sender's email address [] Send email notice of newly arrived Files?

UserName Password Recipients
[C] SMTP server requires Logon P

[] Connectto the SMTP server via the SSL protocol Use Port
Outgoing Files Other options

[] Validate outgoing files [[] RejectIncoming Files with more errors than
. . (set Count below)
Halt records if EDI compliance

warnings are found

EDI Fles with Other Type in Inbox

® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ]

@ Leave file for other program

) Auto process if other program is available

The "EDI Exchange Setup” window

Note: The icon in the lower left corner, indicating that EDI Exchange has not been initialized yet.

3. After setting the root directory (see the previous step Defining Communications

© 2014 HIPAASuite



118 HIPAA Eligibility Checker

Directory), you can initialize EDI Exchange module. Click the "Initialize EDI Exchange”
button to accomplish the process.

EDI Exchange Directory Setup

Root Directory Path  pEDI, Browse

Email Server Information Email Notification

SMTP Server Sender's email address [C] Send email notice of newly arrived Files?

Add

User Name Password Recipients

[C] SMTP server requires Logon

[[] Connectto the SMTP server via the S5L protocol Use Port

Qutgoeing Fles Other options

[] Validate outgoing files [[] RejectIncoming Files with more errors than

. . (set Count below)
Haltrecords if EDI compliance
warnings are found

EDI Fles with Other Type in Inbox

( 9 EDI Exch; is NOT initialized! Initialize EDI Exchange _
anges yet initia [ ] @ Leave file for other program

) Auto process if other program is available
é

The "Initialize EDI Exchange" button

Once the "Initialize EDI Exchange” button is clicked, the system checks if all settings have
been configured correctly.

1. The first thing the initialization process checks is the connection to the database and
the presence of the necessary tables. EDI Exchange relies on the database connection
that is part of the HIPAAsuite application that you are using. EDI Exchange needs
Database Connectivity licensed and enabled. If this part is not yet set up, then you will
get an error like this:

Processing Results A=
EDI Exchange intialization started

Checking SOL settings and tables:
Could not establish connection

EDI Exchange encountarad the above errors
EDI Exchange is not operational until everything checks out

Initialization failed because of SQL connection problems

Read more in Setting up Database Connection.

2. Once the connection is established, the program checks if the correct tables exist in
the database. See Creating Database Tables. Once the SQL part checks out, you will
see the following message.
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Checking SQL settings and tables:
Connection settings are checked. Trading Partners table is checked.
TRANS_LOG table is checked.
TRANS_LOG_ERRORS table is checked.
SEND LOG table is checked.

3. The next step of the initialization processes — the program checks and, if necessary,
creates the root directory and five sub-directories. Within these root directories, there
will be folders for each Trading Partner and type of transactions. The location and
names of the sub-folders are handled in the "Trading Partner” setup. The root folder is
specified via the "EDI Exchange Setup” screen. Read more in Defining Root Directory.

The sub-directories that EDI Exchange creates are as follows:

G,\ J + Computer = WS2008 (C:) = 3 -
Organize * Indudeinlirary +  Sharewith +  New folder
- Favorites MName * Date modified Type
Encryptedtles 1/31,/2013 5:55 PM Fle folder
y Libraries Inbeox 1/31/2013 5:56 PM File folder
Outhox 1."3!_|"2l] 13 5: 56 PM Fle folder
"}f“‘“”“m’ ProcessecSies 1312013 5:56PM  File folder
Y WS2008 (C:
_— () SuspendedFiles 1/31,/2013 5:55 PM File folder
g Data (D:)

The directory structure of EDI Exchange

4. The next step of the initialization — the program checks if the HIPAA EDI compliance
engine is properly installed.

5. The last thing checked by the system is if the Automatic File Processing options have
been set up. Read more in Defining Auto-Processing Options. The options are
important for the hand over from EDI Exchange to the other HIPAAsuite program that
hosts EDI Exchange.

Once all verifications have been completed successfully, you will see the following
message:
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Processing Results

EDI Exchange inibalization started

Checking SQL setings and tables:
Conneclion sellings are checked
Trading Parners table is checked.
TRAMNS_LOG table is checked.
TRANS_LOG_ERRORS table is checked.
SEND_LOG table is checked.
COMPANY_SETUP table is checked.
COMPANY _SETUFP data is validated.

Checking for Required Directories:
Inbox Directory is checked.
Outbox Directory is checked.
Processed Directory 15 checked.
Crypt Directory is checked.
Suspense Directory is checked.

Checking for EDIDev:
EdiDev is found.

EDI Exchange has been successfully iniialized and is ready for use.

Successful initialization of EDI Exchange

After that your EDI Exchange is initialized.

EDI Exchange Directory Setup

RootDirectory Path  p1EDI, Browse

Email Server Information Email Notification

SMTP Server Sender's email address [] Send email notice of newly arrived Files?
Add

UserName Password Recipients

[[] SMTP server requires Logon
[[] Connectto the SMTP server via the SSL protocol Use Port
Outgoing Fles Other options

[] Walidate outgoing files [ RejectIncoming Files with more errors than
. . (set Count below)
Haltrecords if EDI compliance

warnings are found

EDI Fles with Other Type in Inbox

J EDI Exchange is successfully initialized. Initialize EDI Exchange ]

@ Leave file for other program
Save () Auto process if other program is available

The "EDI Exchange is successfully initialized" message on the bottom of the "EDI Exchange Setup” window

Troubleshooting Initialization
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When you are going through the Initialization process of the EDI Exchange, you can
encounter the following message in the "Processing Results” window:

Checking for EDIDev:

EDIDev is not installed!

Processing Results !EIE |

EDI Exchange inifialization started

Checking SOL setings and tables:
Conneclion setings are checked
Trading Farners table is chacked
TRAMS_LOG table is checked.
TRANS_LOG_ERRORS table is checked
SEMD_LOG table is checked.
COMPANY_SETUPR table is checked
COMPANY_SETUF data is vaelidated.

Checking for Reguired Directones:
Inbox Directory is checked.
Digthoee Directony is checked
Processed Directary is checked.
Crypt Directory is checked,
Suspense Directory is checked.

Checking for EDIDesw
|E|:IiDews not installed! |

EDI Exchange encountered the abowve errors
EDN Exchange is not operational until everything checks out,

The EdiDev component is not installed
To resolve this issue, do the following.

1. Go to the http://www.edidev.com/ediregis.htm site.

2. Some systems may require Microsoft Redistributable Package to be installed first. In
this case, download one of the following components according to your OS' bit depth.
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The recommendad minimum system requirement for Framework EDI:

« 256 MB RAM
s 1GB available disk space
« Windows 2000/2003/2008/XP/Vista'7

L] Prefequisit&s: Some Tystems may mquise Micmecd Redistribotabls Peckage 1o be installed fins o suppoet

O Prmnework EDIMNET (31 -bdt) - dowalead Microsodt Viegal €+ 200 Radisuitucsble Paclags (x88)

O Franework EDINETS (32-bif) - downlosd hlicmosoll Vissal O+ 1010 Radsssributabls Packags (168
O Famswork EDINET ($4-bif) - downlead hitrosofl Vissal C+ 2005 Badistitutable Packaze (x64)
0 Foenework EDNETH (§4-bit) - download hliooecd Vissal C<= 2010 Redistributsbls Packaee (x6d)

3. Download one of the following components you need according to your OS' bit depth:
e Framework EDI Enterprise evaluation 32-bit
e Framework EDI Professional evaluation 64-bit

4. Install downloaded components and start again the EDI Exchange initialization
procedure.

7.3 Configuring EDI Exchange (Optional Settings)

7.3.1 Setting up Email Notifications

EDI Exchange can send emails to operators and trading partners to notify them about files
and processing results. This functionality of EDI Exchange lies beyond the most basic
setup that the initialization checks for. For this feature to work properly, you need to set up
an email server which EDI Exchange communicates with. You can do this in the "Email
Server Information" frame of the setup screen. Follow the instructions below.

1. Select "EDI Exchange Setup” under the "EDI Exchange” menu item.
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EDI Exchange
Check EDI File

Trading Partners
& Inbox Manager

FTP Client

SEF Files

EDI Exchange Setup

Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDI Exchange License

EDI Exchange License Information

The "EDI Exchange Setup” menu item

2. The following window will appear.

EDI Exchange Directory Setup

Root Directory Path Browse

Email Server Information Email Notification

SMTP Server Sender's email address [7] Send email notice of newly arrived Files?
Add

UserName Password

Recipients
[C] SMTP server requires Logon ecipien

[] Connectto the SMTP server via the SSL protocol Use Port
Outgoing Files Other options

[] Validate outgoing files [[] RejectIncoming Files with more errors than
. . (set Count below)
Halt records if EDI compliance
warnings are found

EDI Fles with Other Type in Inbox

® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ]

@ Leave file for other program

) Auto process if other program is available

The "EDI Exchange Setup” window

3. Specify the following email options:
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Email Server Information
e SMTP server
¢ Sender's email address
e SMTP server requires logon
e Username
¢ Password
e Connect to the SMTP server via the SSL protocol

e Use port

EDI Exchange Directory Setup
Root Directory Path  D:\EDIy

Email Server Information Email Notification

SMTP Server Sender's email address [7] Send email notice of newly arrived Files?

smtp.gmail.com example@gmail.com Add
User Name Password

SMTP server requires Logon  yser R

Recipients

[] Connectto the SMTP server via the SSL protocol Use Port

Outgoing Fles Other options

[] Validate outgaing files [] RejectIncoming Files with more errors than
) ) (set Count below)
Halt records if EDI compliance
warnings are found

EDI Files with Other Type in Inbox

® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ]

@ Leave file for other program

) Auto process if other program is available

Setting up the email server

Note: If you do not have this information, please ask your administrator to set this portion up for you.

4. To configure email notifications, specify the following options:

Email Notification

¢ Send email notice of newly arrived files? — Use this checkbox to define if you want
to send email notice once new files have arrived.

¢ Recipients — You can add your staff's email(s) and the processing messages will be
sent to these emails.

Enter an email address and click "Add."
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. e
Browse

Email Notification
[] Send email notice of newly arrived Files?

example@email.com Add

Recipients

EDI Files with Other Type in Inbox
@ Leave file for other program

) Auto process if other program is available

Setting up the email recipients

The email address will appear in the list.

125
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T -
Browse
Email Notification
Send email notice of newly arrived Files?

Add

Recipients

example@email.com

EDI Rles with Other Type in Inbox
@ Leave file for other program

) Auto process if other program is available

e
Added email recipient

5. Click on the "Test" button to verify your settings.

6. Click on the "Save" button.

EDI Exchange Directory Setup
RootDirectory Path  p1gDI, Browse

Email Server Information Email Notification
SMTP Server Sender's email address Send email notice of newly arrived Files?
smtp.gmail.com example@gmail.com Add

User Name Password
SMTP server requires Logon  yser i

Recipients

example@email.com
Connectto the SMTP server via the SSL protocol Use Port

Outgoing Files Other options

Validate outgoing files Reject Incoming Files with more errors than
. . (set Count below)
Haltrecords if EDI compliance =

warnings are found U

EDI Fles with Other Type in Inbox
® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ]

@ Leave file for other program
) Auto process if other program is available

he "Save" button
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Troubleshooting Email Settings

If you have problems with setting up the email server, please contact your administrator. He/
She should know values to specify and how to test the settings.

Below is an example of what happens when the email server does not respond.

[ 2]

Failure!

After a time out, you get a failure notice

After acknowledging the failure, you get a more detailed error message in the process
result screen.

,
ECER . e

Percent Done: |

Sending email to
There was a problem with the email. See the log below.

220 smtp .gmail.com ESMTP p190sm 14579205ywp .56 - gsmip
EHLO 2h0-smtp gmail com at your service,
280-51ZE 35882577
250-8BITMIME
280-5TARTTLS
250-ENHANCEDSTATUSCODES
280-PIPELINING
250-CHUMKING
250 SMTPUTF2
AUTH LOGIN<CRLF= 530 5.7.0 Must issue a STARTTLS command first. p150s
MAIL FROM:<e@mple@gmail com=<CRLF= RCPT TO:zexample @email com:=<C
530 5.7.0 Must issue a STARTTLS command first. p150sm14575805ywp 56 - gsmtp
530 5.7.0 Must issue a STARTTLS command first. p190sm14573805%wp 56 - gsmtp
RSET=CRLF= 250 2.1.5 Aushed p150sm 14575805wp .56 - gsmtp

The process result screen with a detailed error message
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7.3.2

Setting up Incoming and Outgoing Files Options

To check if your files are HIPAA-compliant, EDI Exchange can run a compliance check on
outgoing EDI files. For incoming files, you can specify an acceptable error level. These
settings are especially important with new trading partner relationships or with new
processes since it always takes a while until an EDI process runs without issues and
problems.

Follow the instructions below.

1. Select "EDI Exchange Setup” under the "EDI Exchange” menu item.

Check EDI File

Trading Partners

Inbox Manager
FTP Client
SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables

Autoprocess Setup

Automatic Scheduler

EDI Receive Log
ECI Send Leg

Request EDI Exchange License

EDI Exchange License Information

:I'he "EDI Exchange Setup” menu item

2. The following window will appear.

© 2014 HIPAASuite



EDI Exchange 129

EDI Exchange Directory Setup
Root Directory Path Browse

Email Server Information Email Notification
SMTP Server Sender's email address [] Send email notice of newly arrived Files?

UserName Password

Recipients
[C] SMTP server requires Logon ecipien

[] Connectto the SMTP server via the SSL protocol Use Port
Outgoing Files Other options

[] Validate outgoing files [[] RejectIncoming Files with more errors than
. . (set Count below)
Halt records if EDI compliance
warnings are found

EDI Fles with Other Type in Inbox
® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ] P e T

) Auto process if other program is available

The "EDI Exchange Setup” window

3. Specify the following outgoing files options:
Outgoing Files

¢ Validate outgoing files — Select this checkbox to validate if the outgoing files are
HIPAA-compliant.

¢ Halt records if EDI compliance warnings are found — Select this checkbox to
suppress the sending of files with warnings or errors.

EDI Exchange Directory Setup
Root Directory Path  DAEDI Browse

Email Server Information Email Notification

SMTP Server Sender's email address [7] Send email notice of newly arrived Files?

smtp.gmail.com example@gmail.com m
User Name Password

Recipients
SMTP server requires Logon  yser P

example@email.com

[] Connectto the SMTP server via the SSL protocol Use Port

Outgoing Fles Other options

Validate outgoing files [] RejectIncoming Files with more errors than

set Count below

[T] Haltrecords if EDI compliance ¢ d
warnings are found

EDI Files with Other Type in Inbox

® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ]
() Auto process if other programis available

Validating outgoing files

@ Leave file for other program

4. Specify the following incoming files options:

Other Options
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¢ Reject incoming files with more errors than (set count below) — If checked, the
incoming files with more errors than defined will not be placed into the "Inbox"

folder.

EDI Exchange Directory Setup

Root Directory Path  pAEDI
Email Server Information

SMTP Server
smtp.gmail.com

SMTP server requires Logon

Sender's email address
example@gmail.com
UserName Password

R

user

[] Connectto the SMTP server via the SSL protocol Use Port

Outgoing Files

Validate outgoing files

[T Halt records if EDI compliance
warnings are found

Other options

Reject Incoming Files with more errors than
(set Count below)

® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ]

The "Reject incoming files with more errors than" option

5. Click on "Save."

Browse

Email Notification
[C] Send email natice of newly arrived Files?

Recipients
example@email.com

EDI Fles with Other Type in Inbox
@ Leave file for other program

) Auto process if other program is available

EDI Exchange Directory Setup

Root Directory Path  pAEDI
Email Server Information

SMTP Server
smtp.gmail.com

SMTP server requires Logon

Sender's email address
example@gmail.com
UserName Password

R

user

[] Connectto the SMTP server via the SSL protocol Use Port

Outgoing Files

Validate outgoing files

[T Halt records if EDI compliance
warnings are found

Other options

Reject Incoming Files with more errors than
(set Count below)

® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ]

7.3.3 Running the Application via Scheduler

Browse
Email Notification
[C] Send email natice of newly arrived Files?

Add
Recipients
example@email.com

EDI Fles with Other Type in Inbox
@ Leave file for other program

) Auto process if other program is available

EDI Exchange integrates with the Windows Scheduler to allow the automation of the EDI
file exchange process. You can set up EDI Exchange to go out to the trading partner's
FTP server, download files, decrypt and compliance check them and further process them
with the appropriate HIPAAsuite application, for example load claims into a SQL
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database.
Follow the instructions below to schedule the EDI files exchange process.

1. Select "Automatic Scheduler” under the "EDI Exchange” menu.

EDI Exchange
Check EDI File

Trading Partners
Inbox Manager
FTP Client

SEF Files

EDI Exchange Setup

Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Autormatic Scheduler

EDI Receive Log
EDI Send Leg

Regquest EDT Exchange License

EDI Exchange License Information

The “Aufomatic Scheduler” menu item

2. In the opened window, right click and choose the "Scheduled Task” menu item.

, ,

File Action View Help
e=|xEH
@ T_E;k Scheduler (Local) Name Status Triggers MNextRun Time Last Run Time Last Run Result  Author Created Acticns
4 [ Task Scheduler Library LIPAASuite R
& [ Microsoft
b 1 MysQL g Create Basic Task...
| HIPAASuite " Create Task...
Import Task...
Create Basic Task... [5 Display All Running Tasks
Create New Task... ] Enable All Tasks History
Loz e e ] MewFolder...
Refresh X Delete Folder
View 4
4 1 r G Refresh
ﬂ Help

Task Scheduler in Windows Vista onwards.
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In Windows XP, the Scheduled tasks directory looks like this:

File Edit View Favorites Tools Advanced Help l.."

Bk - g - ? 7 Search Folders HH (v“} CHHEPORMBALHA NArKH
Address || 4] Schedued Tasks >l Eso

MName = | schedule | Next Run Time | Last Run Tive | stabus | Last Result | Cre
12| Add scheduled Task

Other Places 2 @jn’r: Every 2 howr(s) froes 12:00 M For ... S:00:00PM ... 2:00:00 &M 1f... Could nok start 00000142 Ad

@ Conkrol Panel

[ Wiew L3

L) My Documents -

[y Shared Documents HArrange lcons By ¢

Refresh

& My Network Flaces

Details ¥

i _r|

The "Scheduled Task” menu item in Windows XP.

See "Running the Application via Scheduler” in the help of the host HIPAA application for
detailed instructions on how to schedule a task.

7.3.4 Using the Command Line Arguments (CLI)

The only EDI Exchange specific command line argument is "Auto”

The Auto processing options are defined in another screen and, with the command line
argument "Auto,” they will be exercised. Make sure that you have configured them
according to your needs.

7.4 Working with Trading Partners

7.41 Setting up Trading Partners

With EDI Exchange you can keep track of your trading partners. You can set up their
identifiers to send them EDI files or 999 acknowledgment, send email notifications and
compliance check results, encryption keys and file transport mechanisms.

Once you have created the trading partner table (see Creating Database Tables) and
initialized EDI Exchange (see Initializing EDI Exchange), you can set up the relationships
with your trading partner. Follow the instructions below.

1. Select "Trading Partners" under the "EDI Exchange” menu.
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EDI Exchange | Help

Check EDT File

Trading Partners

& Inbox Manager
FTP Client
SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDI Exchange License

EDI Exchange License Information

The "Trading Partners” menu item

2. The following screen will appear.

133
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- B
Trading Partners lﬂlﬁlﬁ
Name and Type List of Trading Partner
DC EXCHANGE
CALHEERS
FEDERAL EXCHANGE ARKANSAS
| EDI Identifiers | Options ! Remote FTP Contact Encryption Folders
E0N Yersior
@ 4010 5010
i alif,
46
=
[ MNew | [ Cose |

%

The "Trading Partners” window

4. Define the necessary options. They are described further.

3. Click the "New" button to start entering the trading partner information.
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-
Trading Partners

Name and Type

EDI Identifiers and Qualifier

15A Identifier and Qualifier (Record Key)
*

ETIN Number and Qualifier Application Sender Code (G502)
46

Application Receiver Code (G503) Trading Paner Assigned ID

*

Name
* (Required)
Address
City State Zip
EDI File Exchange Method Status
*
- -
Email Addresses to send process results Type
- -
EDI Identifiers Options | Remote FTP Contact Encryption Folders
EDI Version
@ 4010 5010

[ESEEN™)
List of Trading Partner
DC EXCHANGE
CALHEERS

FEDERAL EXCHANGE ARKANSAS

%

5. Click on "Save."

L

The "Save" button

6. The newly added Trading Partner's name will appear in the right pane.

Trading Partner Options

The company information of a trading partner can be specified on the top of the form.
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Trading Partners

HName and Type
Name

Address

City

EDI File Exchange Method
*

-

Email Addresses to send process results

State

&

Top area of the "Trading Partners” window

Name and Type

e Name — Trading partner's company name. Required field.

e Address — Trading partner's company address.

e City
e State

e Zip

* (Required)

Zip

Status

Type

e Status — Trading partner’s status. Choose one of the available options:

¢ |[nactive — No upload into a database system through ODBC will be done.

e Test Only — All outgoing EDI messages will be stamped with "Test” (ISA_15).

Records will only be exported to the test environment.

e Approved — All outgoing EDI messages will be stamped with

"Production” (ISA_15). Records will be exported to the Live system with ODBC.

e Type — There are five types of trading partners, select the necessary one:

¢ Providers — Hospitals, doctors or other health care providers.

e VANs — Value Added Networks like clearing houses or EDI Networks.

e Service bureaus — Third party entities such as repricing organizations.

e Sponsors — Entities that sponsor the benefits of subscribers such as MedicAid,

government agencies or large employers.

© 2014 HIPAASuite



EDI Exchange 137

e Payers — Entities that pay for health care benefits such as health insurers.
The next block on the form lists the communication methods and preferences.

e EDI File Exchange Method — Obligatory setting. HIPAAsuite supports three
communication methods. Choose a preferred mode of sending EDI communications
to the trading partner:

e FTP — Allows you to transmit files actively to the Trading Partner or his
Clearinghouse.

e Outbox — All files for Trading Partner are stored locally. The Trading Partner is
responsible for picking up files in his special directory of the local FTP or HTTP
server.

e SOAP - Allows you to transmit files to the Trading Partner or his Clearinghouse
using SOAP 1.2 (CORE) by default.

o SOAP Version - Defaults to CAQH CORE "SOAP 1.2". "SOAP 1.1" is also provided
as a compatibility option for Trading Partners that are not yet CORE-Certified
but use SOAP services.

e MIME - Allows you to transmit files to the Trading Partner or his Clearinghouse
using MIME (CORE). This is one of two CORE options.

e Email Addresses — Enter the email address(es) into the text field.

EDI Identifiers Tab

This tab relates to the EDI identifiers and EDI Version.

EDI Identifiers | Options | Remote FTP| Contact |Encryption| Folders CORE
EDI Identifiers and Qualifier

" . EDI Version
154 Identifier and Qualifier (Record Key)
* 4010 @ 5010
900737353 77
ETIMN Mumber and Qualifier Application Sender Code (G502) to use
46 900737353
Application Receiver Code (G503) to use Trading Partner Assigned D
*
CCHMP

The "EDI Identifiers” tab

e EDI Version — There are two standards for HIPAA:
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¢ 4010 — This standard was introduced in the original transaction from 2003 to

2011.

® 5010 — From 2012 on all HIPAA transactions must be conducted in the 5010

version.

¢ EDI Identifiers and Qualifier

¢ ISA Identifier and Qualifier (Record Key) — The ISA Identifier and Qualifier are

the unique key to the trading partner database file. The ISA identifier can be up
to 15 bytes long, the qualifier has to be 2 bytes. Approved qualifiers are:

e 01 — Duns (Dun and Bradstreet)

® 14 — Duns Plus Suffix

e 20 — Health Industry Number (HIN)

e 27 — Carrier Identification Number as assigned by HCFA

e 28 — Fiscal Intermediary Identification Number as assigned by HCFA

e 29 — Medicare Provider and Supplier Identification Number as assigned by
HCFA

e 30 — U.S. Federal Tax Identification Number
¢ 33 — National Association of Insurance Commissioners Company Code (NAIC)

e 77 — Mutually Defined. Many organizations use the ZZ qualifier with their
name as the ID, for example ZZ and HIPAASUITE.

e ETIN number — The Electronic Transmitter Identification Number established by

a Trading Partner Agreement. This number occurs only in the 837 transactions.
Often, the ETIN is same as the ISA ID.

Application Receiver Code (GS_02) — A code identifying a part that sends a
transmission or the specific application within the sender's organization. Codes
are agreed by Trading Partners. Again, usually this code is same as the ISA ID.
This code is placed in the GS_02 element in the Functional Group Header (GS).
Some Trading Partners want to send a specific code in GS_03, the application
receiver code. You can enter it into the corresponding field. Most of the time it
is not necessary.

Assigned ID - Some trading partners, like health insurance exchanges will give a

plan an ID that is different from the ISA identifier defined in the Company Setup
screen of the application. Especially in the creation of filenames is this Assigned

ID important.
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Options Tab

EDI Identifiers, Options |Remote FTP| Contact | Encryption| Folders CORE

¥| Send EDI Acknowledgement (397 or 999)
Send e-mail with compliance check and process results
Send e-mail notification when receiving Files
Send e-mail notification when sending Files
Reject Files with Compliance Errors (EDI Exchange)
Create a 277CA for 837 Claims
Cne ST-SE loop per claim

The "Options” Tab
You can choose one of the following options:

e Send EDI Acknowledgment (997 or 999) — This check-box allows sending
Functional Acknowledgment transactions to the Trading Partner.

e Send e-mail with compliance check and process results — This option allows
sending the compliance check results back to your contact at the Trading Partner
via email. No PMI will be transmitted. Adding an email address is important, even
when the Communication method is not "Email.”

¢ Send e-mail notification when receiving files — This option allows sending an
acknowledgment email of EDI files. This option is not necessary when you choose
997 or 999 acknowledgments.

¢ Send e-mail notification when sending files — This option allows sending a file to
the Trading Partner notifying them that a file has been created for them.

¢ Reject Files with Compliance Errors - This option will reject files that have
compliance warnings and move them into the suspended files directory. It also
determines whether the TA1 and 999 indicate acceptance or the 999 lists all the
errors and warning.

e Create a 277CA for 837 claims — This option only applies to 837 Claims. Checking
this option will produce a 277CA Claims Acknowledgment report for received 837
Claim files.

e One ST-SE loop per claim - This option separates all claims into individual
transactions enclosed by their own ST and SE segments.

Remote FTP Tab

© 2014 HIPAASuite



140

HIPAA Eligibility Checker

If your trading partner has an FTP Server, then you can set up here the connection
information. Read more in Using Built-in FTP Client.

EDI Identifiers | Options | Remote FTP | Contact | Encryption | Folders CORE

@ FTP Remote Connection and Directories Different Download Server
Secure FTP FTP Address
_healinghospital.com
Explicit FTPS fip ghosp
User Name
Implicit FTPS user
SFTP Paszzword
|ser + password Auth
private Key Auth Port:
After Download 21 . )
. Put Directory Get Directory
@ Delete Files -
DropOff PickUp

Move to Folder |

| Test Upload Connection | Test Download Connection

The "Remote FTP" tab

The file transfer protocol (FTP) is one of the first internet protocols and goes back to
the 1960's. Transporting electronic files was one of the great achievements of the
internet. During the last 50 years a lot of improvements to this protocol have been
made, mainly to increase the security of the transfer.

e FTP — For security reasons, EDI Exchange supports secure FTP or FTPs.

e Explicit FTPS Connection — The explicit method is a legacy compatible
implementation where FTPS aware clients can invoke security with an FTPS
aware server without breaking overall FTP functionality with non-FTPS aware
clients. In explicit mode (also known as FTPS), an FTPS client must "explicitly
request” security from an FTPS server and then step-up to a mutually agreed
encryption method. If a client does not request security, the FTPS server can
either allow the client to continue insecure or refuse/limit the connection.

¢ Implicit FTPS Connection — The implicit method requires that all clients of
the FTPS server be aware that SSL is to be used on the session, and thus is
incompatible with non-FTPS-aware clients. Negotiation is not allowed with
implicit FTPS configurations. A client is immediately expected to challenge the
FTPS server with a TLS/SSL ClientHello message. If such a message is not
received by the FTPS server, the server should drop the connection. In order
to maintain compatibility with existing non-TLS/SSL aware FTP clients,
implicit FTPS was expected to listen on the IANA Well Known Port 990/TCP for
the FTPS control channel and 989/TCP for the FTPS data channel. This allowed
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administrators to retain legacy compatible services on the original 21/TCP FTP
control channel.

e SFTP — also known as FTP over SSH is deemed the most secure form of FTP and
uses encryption certificates. There are 3 different ways to authenticate a SFTP

connection,
= With user name and password, just like a regular FTP connection,
= User name and a certificate
= User name, certificate and password

Remote Connection and Directories

You need the FTP address, the user name and password to establish the connection
and the directory information where files are picked up and where dropped off. Fill in
the following fields:

e FTP Address - This is usually the IP address of the server

¢ User Name

e Password

e Put Directory - This is the directory where you drop off files

e Get Directory - This is the directory where you download files from

It is possible that a trading partner has two FTP servers, one for ‘put’ and another
one for ‘'get’. If so, check "Different Download Server" and additional fields will
become visible so you can specify the those connection parameters.

After Download: You have two choices. Files on the server will be either deleted or
moved to another folder of your choice

Contact Tab

The Contact Tab stores contact information for your selected Trading Partner.
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EDI Identifiers | Options | Remote FTP| Contact |Encryption| Folders CORE

Contact Information
Contact Name

Communication Number A
Mumbers Type
TE - Phone - 1234567 A
EX - BEdension * 1111
FX - Fax ~ 9876543

Local Access for FTP and HIPAAsuite Web
User Name Registered Users

User Password

Paszsword

The "Contact" tab
Contact Information

Enter the name and the number into the corresponding fields and select the
communication type from the drop-down list.

e Contact Name
e Communication Numbers — Valid Communication number qualifiers are:
e TE — Stands for Telephone.
e FX — Stands for Fax.
e EX — Stands for Extension.
e EM — Stands for email

Click the "Add" button and the contact will appear in the "Communication
Numbers” table.

Note: The information that you fill in goes also into EDI files in the "PER" segment.
Local Access for FTP and HIPAAsuite Web

To register a user, enter the user name and the password into the corresponding fields
and click the "Add" button. The user will appear in the "Registered Users" table.

e User Name

e Password
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e Registered Users

Encryption Tab

EDI Exchange supports PKI encryption. Encryption keys are defined by the email address
of the owner. Both supported products, PGP and GnuGP use this logic. Read more in

Using Encryption.

You can set up the encryption parameters for a Trading Partner on the "Encryption” tab.

EDI Identifiers | Options | Remote FTP| Contact @ Encryption | Folders CORE

Encryption Setup
Asymetrical Encryption

Private Key Infrastructure (PGP)

ey (email address of key owner)

@ Mo Encryption

The "Encryption” tab

Encryption Setup
e Asymmetrical Encryption
¢ Private Key Infrastructure (PGP)

Key (email address of key owner)

¢ No Encryption

Folders Tab

Within the HIPAAsuite Communications Directory, each Trading Partner has his own
folder. This keeps files finely separated and in order. Here is where you can set this up.
Read more in Defining Communications Directory.
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 EDI Identifiers | Options | Remote FTP

Contact | Encryption| Folders CORE

Local Directory Settings
Cutgoing Files Root
DAEDNOutbox
Processed Files Root

DAEDNProcessedFiles

File Maming Convention

Trading Fartner's Qutbox
Y TXEBS

Trading Partner's Repository
Y\ TXEBS

Create Folders Using Trading Partner 1D I

CMS -

:I'he "Folders” tab

e Outgoing Files Root — This field has a pre-generated path. You can change this
path by changing the EDI Root Directory.

¢ Trading Partner's Outbox — Mandatory setting. Click on the three-dots button to
access the "Select Folder” window. There you choose an existing folder or create a
new one.

¢ Processed Files Root — This field has a pre-generated path. You can change this
path by changing the EDI Root Directory.

e Trading Partner's Repository — Mandatory setting. Click on the three-dots button
to access the "Select Folder” window. There you choose an existing folder or create
a new one.

Once you have specified the directory settings, click on the "Create Folders Using Trading
Partner ID."

 EDI Identifiers | Options | Remote FTP | Contact | Encryption| Folders | CORE
Local Directory Settings

Cutgoing Files Root
DAEDNOutbox
Processed Files Root

DAEDNProcessedFiles

File Maming Convention
CM5 -

Trading Fartner's Qutbox
Y TXEBS

Trading Partner's Repository
Y\ TXEBS

Create Folders Using Trading Partner 1D

:I'he "Create Folders Using Trading Partner ID" button

¢ File Naming Convention - Health Insurance Exchanges (HIX) demand that a carrier
adheres to more or less complex File naming conventions. Since these conventions
are often really complicated we decided to hard code several schemes. California,
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Maryland, DC and the CMS scheme are among those currently configured and we will
add other schemes if needed.

Rle Naming Convention

Filenaming dropdown menu options

The Custom File Naming Convention option requires some additional setup. This is

covered in Custom File Naming Conventions.

CORE Tab

This tab stores settings for the use of CORE-Compliant SOAP- and MIME-enveloped
transactions. When using a Requester or similar application, these settings apply to the
information source. When using a Responder or similar application, these settings apply
to the information requester/receiver. Soap 1.2 or 1.1 will use the same options.

| EDI Identifiers | Options | Remote FTP | Contact | Encryption| Folders

CORE [

CORE Settings
UzerMame

Password

S5L Certificate

Real Time
MIME Address

SOAP Address

Batch

MIME Submission Address

MIME Retrieval Address

SOAP Submission Address

SOAP Retrieval Address

-CO RE settings tab
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e UserName - UserName portion of the username authentication token. Used to verify a
Trading Partner's Username token's Username or in your own Username token
authenticate yourself to a Trading Partner's CORE-compliant servi e.

e Password - Password portion of the username authentication token. Used to verify a
Trading Partner's Username token's Password or in your own Username token to
authenticate yourself to a Trading Partner's CORE-compliant service.

e SSL Certificate - Instead of Username tokens, use an SSL certificate to verify a
Trading Partner’s identity or access a Trading Partner's CORE-compliant service. Not
currently implemented.

¢ RealTime
o MIME Address - Trading Partner's web address for MIME Real-Time transactions.
o SOAP Address - Trading Pertner's web address for SOAP Real-Time transactions.
e Batch

o MIME Submission Address - Trading Partner's web address for MIME Batch
transactions.

o MIME Retrieval Address - Some Trading Partners may use a different address to
submit or retrieve batch transactions. Use this field for a retrieval-specific address.

o SOAP Submission Address - Trading Partner's web address for SOAP Batch
transactions.

o SOAP Retrieval Address - Some Trading Partners may use a different address to
submit or retrieve batch transactions. Use this field for a retrieval-specific address.

7.4.2 Custom File Naming Conventions

Health Insurance Exchanges (HIX) demand that a carrier adheres to File naming
conventions. These file naming conventions enable a reader to quickly determine the
date, time, sender, recipient, etc. of a particular file among other files without the need
to open them individually. The custom File Naming Convention option enables you to
create a file naming convention scheme tailored to your (or your trading partner’s)
requirements.
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Rle Maming Convention

-_ m _—
CA
CMS
DC
MD
FHH
OR

Custom File Naming Convention option highlighted

Selecting the Custom option in the File Naming Convention dropdown menu option and
clicking the Custom File Naming button below it:

Rle Naming Convention

= 7]

| Custom File Maming |

Custom File Naming button enabled

will bring up the screen pictured below. This screen is used to create file naming
conventions for a particular trading partner. These examples will use the 835 file type as
an example, but all file types the HIPAASuite product represents (as well as TA1s and
999s) can have their own file naming convention applied to each trading partner. The

following picture shows the file name customization screen with the default building
blocks for an 835 EDI file.

gl Customize File Name

- o x
File Name for: [835 v]
Company Fie ID_|X | [ Datein YryymmpD' [ | [ Time in hhmmss' | || Fie Type ||| File Version [x ] | Trading Pattner ID x|
Available additional file name parts:
Yearin YYYY format | X | | Time in ‘hhmssf' [ | [ Company ID [ | [ Company EIN [ | Transaction ID ] | Transaction Type x|
Save file name Close

File Naming Customization screen with default custom file naming convention

Filetype
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Here we can create a custom file naming convention for a specific file type. The file
types available will depend on the HIPAASuite product used to create the file naming
convention. To change the file type, select it from the file type dropdown menu:

o5 Cuctomize File Mame

File Name for: |5 v Resh
]

Compary Fle ID ] 1539 L Tx E
TA1

Changing the filetype

Creating the file naming convention

A coherent file naming convention can be created by clicking and dragging elements into
order. Present elements can be reordered by clicking and dragging them into position:

g5 Customize File Mame

File Name for: |B35

Company File ID | X | | Datein Wﬁ;ﬁmmmss | x| | Fie Type |

Available additional file name parts:

[ Yearin vy fomat | x | | Tmein hhmmsst' | | | Company ID | x | | company EIN

Click-dragging an element into position

Existing elements can be removed by clicking the X to the right of the element:

o5l Custormize File Mame

File Name for: 835 | Restore default fi

Compariy File 10 |}( | | Time in ‘hhmmss’ | X - | File Type |}( | | File Version | X

Available additional file name parts:

Yearin YYYY fornat | | | Time in hhmmssi* | | | Company ID | x| | Comp
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Deleting an element

The greyed-out elements towards the bottom of the screen can be added to the custom
file naming convention by clicking and dragging them into place:

o5 Customize File Mame

File Name for: 835 v|

| Compary File |D |X| | Time in ‘hhmmss’ |)(| | File Type

Available additional file name paris:

| Timein ‘hhmmsst* | % | [ Company 1D | x | | Transactior

Adding a file name element

To discard the current changes and start over with the default file naming convention,
click the Restore default file name button.

o) Customize File Name

File Name for: |335 V| Restore default file name

Company Fie ID_[X | [ Date in "vyyYMMDD' [X ][ File Type [ [ File Version || | Trading Pariner D [ ]

Available additional file name parts:

Time in hmmssf’ | X | | Compary ID [ | | Transaction ID [X ] | Transaction Type || | Company EIN [ ] [ Yearin Y¥¥ fomat ] X | | Time in ‘hhamss' [

Save file name Close

Restore default file name button

Saving or discarding

Finally, the custom file naming convention can be saved by clicking Save file name or
discarded by clicking Close.
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gl Customize File Name — O %

File Name for: |335 v| Restore default file name

Company Fie ID_|X | [ Datein YryymmpD' [ x| [ Time in hhmmss' | || Fie Type | X || File Version [x] | Trading Pattner ID x|

Available additional file name parts:

I Save file name I Close

Save button on file name customization screen

7.4.3 Using Built-in FTP Client

EDI Exchange has a built-in FTP client. This utility allows you to drop-off and pick-up files
from a trading partner that you have defined in the "Trading Partners” menu (see Setting
up Trading Partners.)

Follow the instructions below to exchange EDI files with your Trading Partner.

1.To access the FTP client, select "FTP Client” under the "EDI Exchange” menu item.

EDI Exchange
Check EDI File

Help

Trading Partners
Inbox Manager
FTP Client

SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 399 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Leg

Request EDI Exchange License

EDI Exchange License Information

The "FTP Client" menu item

2. The following window will appear.
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o

o

FTP Server User Password Directory
@ FTP Secure FTP Port 21
I Connect Te Trading Partner ” Connect " Disconnect ) SFTP
Remote FTP Server: Local:
Decrypt &3 My Computer
Files G
3 o

Not Connected

The built-in FTP client

3. Click the "Connect to Trading Partner” button on the FTP client window.

e

The "Connect to Trading Partner” button

4. The following screen opens.

Trading Partner dmﬂ

~ List of Trading Partner

Pariner 1

Upload

Selecting a Trading Partner for FTP transfer

5. Highlight the trading partner that you want to connect to.

FTP Server User Password Directory
@ FTP Saecure FTP Port 21
Connect Te Trading Partner I Connect “ Disconnect @ SFTP
Remote FTP Server: Local:
| - Decrypt | C] My Computer I
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6. Click on the "Upload” button to connect to the "Put” directory that you set up in the
trading partner screen.

~1o(x]
~ List of Trading Partner
Parner 1
Updoad | Download Close

The "Upload” button

Or click on the "Download” button to connect to the "Get" directory that you set up in
the trading partner screen.

_Ioix]
 List of Trading Partner
Partner 1

The "Download” button

5. Once you have chosen a trading partner, the following fields will contain values derived
from the trading partner's properties. You can change them manually if you need.

e FTP server — IP Address or URL of the FTP server.

e Username

¢ Password

e Directory — If you leave this value blank, the FTP root directory will be opened.

e Secure FTP — If you enable this option, then you can select between implicit
and explicit FTPs. See Setting up Trading Partners for an explanation of the two
secure methods:

e Explicit FTPS Connection

¢ Implicit FTPS Connection

Note: You can also fill in the connection information manually. In this case, the entered credentials
will not be saved once you close the FTP client window. Click on the "Connect” button to establish
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connection to the FTP server.

FTP Server

153

i

& FTP
C SFTP

I Secure FTP

|+

Decrypt
r Files
—>Get—>

<—Put<—

aF

4. Once connected, the content of the folder on the server is displayed. On the right

side, you can browse your local PC.

5. To upload a file to the server, select the file on your local PC and click on the "Put”

button.
=10 x|
FTP Server User Password Directory
|ftp://example con |example @gmail com
& FTP | [ Secure FTP
Connect To Trading Partner | Connect | Disconnect |  SFTP
Ri FTP Server: Local: DAEDNnbox
= ! Ramate Directory / = Decrypt 3 My Computer 1bd
@ fipqueta Files &ca B34 edi
B hteccess = DA 234_09ed
[B) emoriog —>Get—> ) SRECYCLEBIN
S oot = G
[3 index pho «—Pue- || =0 EDI
[®) cense 2 'S €3 EncoyptedFies
= i)
== put €5 Outbox
[3) 834 09ed 3 ProcessedFiles
[B) test_test edi €2 SuspendedFiles
[® readme himi £ EN

The file will appear in the remote folder. You will receive the "File <filename>
successfully uploaded” message on the bottom status bar of the FTP client.

Remote FTP Server: Local: D:AEDMnbox
= T Remote Directory / = | €3 My Computer
B fipqueta Files &ca
[ htaccess =6 DA
B erorlog —>Get—> £ SRECYCLEBIN
0 ot £ dvd
[3 indexpho =6 EDl
B s L
8 pdf & Inbax
e put €2 Outbax
[3) 834ed 3 Processedfiles
B 234 0524 €2 SuspendedFies
[B) test_test ed £ Gabery

Carnected Fle 834,00 sucessly ulooded
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6. To download a file from the server, select a file in the left side, and then click on the
"Get" button.
=101 x|
FTP Server User Password: Directory
[ﬂp;ffmcm Il:xﬂwll:@gmil.ml |
& FTP | SecureFTP
Connect To Trading Parner | Connect | Disconnect | © SFTP |
Remote FTP Server: Local: D:AEDMnbox
2 | Remote Direct = =
"B - e Bies
B htaccess a6 DA 534 09.edi
B emorog —Get—> || 2y SRECYCLEBIN
Cioat £ dvd
B indexphe <—Put<— =65 EDI
B 3 EncrytedFiles
S pdf &> Inbax
= ot €3 Outbox
¢ 4 09ed 3 ProcessedFiles
[E) fest_test ed O SuspendedFies
The file will appear in the local folder. You will receive the "File <filename> successfully
downloaded" message on the bottom status bar of the FTP client.
Remote FTP Server: Local: D:AEDMnbox
= T Remote Direct - Decrypt | & My Computer 1
[ #paucta o | s (=1 g ed
[B) htaccess =63 DA 234 D3ed
[ emortog —>Get—> £ SRECYCLEBIN ftest_test odi
S oet & dvd
[®) index php e=Put<= =63 ED
3 hicense bt €3 EncryptedFiles
S pdf & Inbax
B8 put €3 Outbox
[B) 834 _0Sed 3 FrocessedFies
[2) test_tested 3 SuspendedFiles
£ Galery
Connected File test_test.edi successfully downloaded
7.4.4 Creating a Trading Partner Automatically

When you process a file with EDI Exchange the sender’s ID is compared to the trading
partners on file. If the trading partner does not exist you have the opportunity to create
a rudimentary new trading partner record. Now you have the choice to either create this
new record, process the file without the trading partner record or to abort the
operation.

MNew Trading Partner

The sender of this file with the |D of 'MDSCRIPTS' is not setup as Trading
Partner. Do youwantto create a new record?

Abort Processing

% <

The "New Trading Partner” dialog box
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If you abort the process, you still will get the EDI file analysis.

- -
Inbox Manager o

Loading EDI Files into Inbox Processing Inbox
Download from FTP Server l [ Process Inbox l

Allfiles in Inbox have been processed

Activity Log and Wamings

m

Filename: keyhealth. 837

SEF file "HIPAAClaimMaster. SEF_Files 837_X098A1_SemRef . SEF’ loaded for transaction set: "004010X098A1" |

The Transaction type is 837 . Version: 004010X098A1

The Trading Partner with the ID "MDSCRIFTS' is not set up.

The file's further processing is suspended

346 warming messages were given.

The following Wamings with the X12 implementation were found:
i n Line 2 — GS*HC*MDSCRIPTS*KEYHEALTH*20121012* 1607*00001*X*004010X098A1 at Position: 6: [DESCRIPTION:Lea
ng in Line 6 —> REF*ZZ*264101398: [DESCRIFTION:Unexpected data segment 'REF" encountered in transaction setimessage '
Waming in Line 11 —> NM1*85*2*KEY HEALTH DEMO****** at Position: 8: [DESCRIPTION:No data in mandatory data element "66" ir
Waming in Line 11 —> NM1*85*2*KEY HEALTH DEMO****** at Position: 9: [DESCRIPTION:No data in mandatory data element 67" ir
Waming in Line 14 —> REF* 1J* at Position: 2: [DESCRIPTION:No data in mandatory data element 127" in Data Segment "REF"_J[COL
Warning in Line 14 —> REF* 1J* at Position: 2: [DESCRIPTION:Conditional data element missing. Element="127", Position="2"][CODE:
Waming in Line 14 —> REF* 1J* at Position: 3: [DESCRIPTION:Conditional data element missing. Element="352", Position="3"][CODE:
Line 14 —> REF*1J*: [DESCRIPTION:The REQUIRED rule syntax for data segment REF has been violated. At least one of
ng in Line 14 — REF* 1J*: [DESCRIPTION:Conditional syntax check failed for segment "REF". Buffer="REF*1J**.][CODE:12459]
Wamlng in Line 15 —> PER*IC**TE* at Position: 2: [DESCRIPTION:No data in mandatory data element "93" in Data Segment "PER"_J[(
Waming in Line 15 —> PER*IC**TE* at Position: 4: [DESCRIPTION:No data in mandatory data element "364" in Data Segment 'PER".]
Wamning in Line 15 —> PER*IC**TE* at Position: 4: [DESCRIPTION:Conditional data element missing. Element="364", Position="4"][C({
Waming in Line 15 —> PER*IC**TE*: [DESCRIFPTION:The PAIRED rule syntax for data segment PER has been violated. All of the dat:z
Waming in Line 15 —> PER*IC**TE*: [DESCRIPTION:Conditional syntax check failed for segment 'PER’. Buffe="PER*IC**TE*"_]J[CODI
Warmn Line 24 —> NM1*QC* 1*"DEMO*JOHN***MI* 123456789 at Position: 8- [DESCRIPTION-Value 123456789 not found in Datz _

) na 24 s MAMAIEOACE TENEMOE INHNE2 R 1 72ARR TR0 ot Prcitinn- 2- INESCRIPTION-Mavinmom lannth nf d=t= alamant ic .
4 1 +

1 Files processed

EDI compliance check results after further processing was aborted.

Files without a valid trading partner will be placed into the "suspended files” directory.
The final action taken after the analysis is recorded at the end of the results.

WaIMINgG In LINE 10/ — LIN N4~ 030,Y 1. £0UU3 8l FOSIIOoN: 12 [UEDLHIF HIUNIUEE SleMment 30U gesignaed Mol Used COon@Ein aaE
Waming in Line 167 —> LIN*N4**63629126003 at Position: 2: [DESCRIPTION:No data in mandatory data element "235" in Data Segm
Wamning in Line 168 —> SE*166*031111112 at Position: 2: [DESCRIPTION:Transaction set/Message header control number "0001" ds
Warmning in Line 169 —> GE*1*1 at Position: 2: [DESCRIPTION:Functional group header control number "00001" does not match traile

The file has 1 Interchanges. 1 Functional Groups and 1 Transaction Sets

The file contains 4 Claims

The file was mowved to: H:\HIPAAsuite\HIPAAsuiteCommDir\Suspense\83keyhealth 837
on 10/17/2012 at 9:50 AM

m

This file's processing was aborted. The file was moved to the suspended files folder

7.4.5 Certificate based authentication in SFTP

SFTP or FTP over secure shell as it is also known is deemed to be the most secure method
of file transport. There are 3 methods of authentication in Sftp.

1. with a user name and password
2. with a user name and a private key cryptographic certificate and

3. with a user name, a certificate and a password
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When you select SFTP as the FTP protocol, you will see two check boxes appear.

@ SFTP
|User + password Auth

private Key Auth

& Fy s 1 L

The sub choices when you select SFTP

Leaving both check boxes unchecked will result in the first option: Authentication with
user name and password. You can also check just the user name and password with the

same result.

In order to use the certificate based authentication you need to create and link to your
own certificate. The certification module that HIPAAsuite employs uses a so called private
key SSH2 certificate in pem format.

How do you create such a certificate? Here is one way:

The free secure shell program putty has the necessary tools. Download putty from
www. putty.org When you install the program you will see several program installed on

your computer.

Organize = Include in library = Share with +
. Mozilla Maintenance Service = Marmne
. M5Build TEEEE
. MSXML 4.0 -~
'Q pageant.exe
 MyFree Codec ‘@ o
plink.exe
, MySQL
N':: < @ pscp.exe
S P psftp.exe
, Mitro PDF I?H) tty.ch
utty.chm
. Motepad++ G tty.cnt
|| putty.cn
) 0
% 2
- ouTTY @ putty.hip
L @putt}-‘gen.exe
. Qualcomm Atheros ENDIETS
| QuickTi — '
gu'lc k'me %3 unins000.dat
. Realtel
ﬁ'uninsﬂ(](].exe
. Reference Assemblies -
(2l website
/ Samsung

The programs and files that come with putty

Burn

Date medified

/6/2013 6:12 PM
/6/2013 6:12 PM
/6/2013 6:12 PM
/6/2013 6:12 PM
/6/2013 6:12 PM
/6/2013 6:12 PM
/6/2013 6:12 PM
/6/2013 6:12 PM
/6/2013 6:12 PM
(2013 6:12 PM

oo 0o 0 00 O 00 08 00 O 0D

11/16/2004 11:14 ...

Type Size

File 2 KB
Application 144 KB
Application 304 KB
Application 316 KB
Application 328 KB
Compiled HTML ... 438 KB
CNT File 32 KB
Application 484 KB
Help file 644 KB
Application 180 KB
Text Document 2 KB
GOM Media file(.d... 4 KB
Application 705 KB
Internet Shortcut 1 KB

One of the programs is puttygen.exe. This program creates the necessary keys. When

you start it up, you can generate a key pair.
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.
E PuTTY Key Generator ? 2

File Key Conversions Help

Key
Public: key for pasting into Open55H authorzed_keys file:

zshsa -
AAAARINzaC lyc 2EAAAABJQAAAG EAGIBLNBRIKMOMOFP Sysh5CPhle TINENzo DHS |T:' |
" w3 TulScearsV =
+0rTr2Two3u5¥C In 8D Lpa Dor e Ald ULbedVCip TRXmnfg sV 3Basa Rgwf SRy TOm
OHm/ghulaGrMRVPjnZrkb SCFp0Ve PArWh RH Ta 26ub¥mXSEODHGgbuhikjOIkJJFHE -

Key fingerprint: sshsa 2048 69:2e:37:48:93:90:c2:33:39:2:0ab1:cc: 1 2:ed a3
Key comment: rsadeey-20131230
Key passphrase: Ty

Confimn passphrase: esssssssss

Actions

(Generate a public/private key pair [ Generate ]
Load an existing private key file [ Load ]
Save the generated key Save public key ] [ Save private key ]
Parameters

Type of key to generate:

(71 S5H-1 (R5A) i@ 55H-2 RSA (71 55H-2 DSA

Mumber of bits in a generated key: 2048

L A

Creating a public/private key pair with puttygen

You can save the public and private keys separately as .ppk files but that is not what we
need. But puttygen has also tool to convert the keys to pem files. The top menu has a

g PuTTY Key Generator
File Key [ Conversions | Help
Ky Import key
Public e Exmort OenSSH k vz file:
ssh{sa port pen il
AAAABS Export ssh.com key N ]|
u3VTulA rvll
" . " +0rTr2 Twg3u5¥C Ind 80 Lpa Derl e Aled U dVCip TRXmnfg
tab "Conversions MHm b Na G RV PR Prkh GT FrW= P AR RH T 20 R

Converting the SSH key into a pem certificate

When we click on "Export OptnSSH key" we can then save the key with an .pem ending
and that is it.
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7.5

7.5.1

7.5.2

Using Encryption

About Encrytion

EDI Exchange supports the Private Key Infrastructure (PKIl) encryption method. This
type of encryption is the most generally accepted method of protecting EDI Files from
being pried upon by unauthorized persons. Without going further into the details of PKI,
Public-key encryption is a cryptographic technique which enables users to securely
communicate on an insecure public network, and reliably verify the identity of a user via
digital signatures. Read more in Private Key Infrastructure.

A public-key infrastructure (PKI) is a system for the creation, storage, and distribution of
digital certificates which are used to verify that a particular public key belongs to a
certain entity. The PKI creates digital certificates which map public keys to entities,
securely stores these certificates in a central repository, and revokes them if needed.

A PKI consists of:
¢ A certificate authority (CA) that both issues and verifies the digital certificates.

¢ A registration authority which verifies the identity of users requesting information
from the CA.

e A central directory is a secure location to store and index keys.
e A certificate management system.

EDI Exchange relies on other software to establish the PKI. It only uses the capabilities of
these programs through their Application Programming Interface (APl). You need to
separately install either PGP Desktop or the open source GPG4Win programs and set them
up with the public keys of your trading partners and your own private key.

Setting up Encryption
EDI Exchange allows you to set up the encryption for your EDI files. Follow the steps
below.

1. Access the "Encryption Setup” window by selecting "Encryption Setup” under the "EDI
Exchange” menu.
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&

EDI Exchange

Help

Check EDI File

Trading Partners
Inbox Manager
FTP Client

SEF Files

EDI Exchange Setup

Encryption Setup

The encryption setup menu

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
ECI Send Leg

Request EDI Exchange License

ECI Exchange License Information

2. The following window will appear.

159
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P ™

General Encryphion Options

Original Unencrypted Outbound Files Key Pair Information
Mame (e-mail) for Public Key

@ Keepacopyinan 'UnEnCrypted' Folder
) Delete the original File Pasz Phrase for Private Key

Crypto Program
@ GnuPG ) PGP Desktop
GnuPG

Path to gpg.exe E

The program didn't find GnuPG executable. Please specify path manually
or download GnuPG installation from hitp:"www.gnupg.org/

SFTP Client
Path to private key file

Pass Phrase for Private Key

The encryption setup screen

3. In this window define the following options:

General Encryption Options
¢ Original Unencrypted Outbound Files

e Keep a Copy in an 'Unencrypted’ Folder — When the HIPAAsuite program
creates an EDI file for a trading partner that has selected encryption, you can
keep an unencrypted copy in the "Outbox/[trading partner]/Unencrypted”
folder. This is useful when you need to go back to the file and check on
problems.

Note: Once you encrypt a file with the public key of your trading partner, you will not be able to
open it again. Only the owner of the private key can decrypt it and read it.

e Delete the Original File — If you do not want to keep the unencrypted copy,
select this option.

¢ Key Pair Information
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e Name (e-mail) for Public Key — Enter name or e-mail that will be used to
encrypt files for you by your trading partners.

e Pass Phrase for Private Key — Enter passphrase here to decrypt files encrypted
previously with the pass phrase.

Note: The keys are identified by the email address of their owner.

e Crypto Program

e GnuPG — Select this option if you have already installed the GnuPG software and
want to use it.

— Crypto Program
& |lGnuPG " PGP Deskiop

GnuPG
Path to gpg.exe | |C-\Program Files (x86)\GNU\GnuPG\gpg2.exe

_ save | _ Cancel | y

The configuration using GnuPG

Note: When you select GnuPG, the program checks if the executable gpg.exe/gpg2.exe is present
on your computer. If it is not found, you will have to specify the path manually or install the program

first.

e PGP Desktop — Select this option if you have already installed the PGP Desktop
program and want to use it. You will see a different lower half of the screen,
where you can indicate the location of the keys. PGP Desktop uses "key rings”
encrypted folders that contain all your keys. The location of these two files is
very important for PGP Desktop.

— Crypto Program -
C GnuPa [ /PGP Deskiop

Key Rings
Public | |
Private | |
Save Cancel
_ save | _ome |

The configuration using PGP Desktop

4. Once the settings are done, click the "Save" button.

-

( Save
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7.5.3

The "Save" button

5. The following notification will appear. Click the "OK" button.

Records Saved

I
|
Notification window

Using PGP Desktop

Pretty Good Privacy (PGP) is a data encryption and decryption computer program that
provides cryptographic privacy and authentication for data communication. PGP is often
used for signing, encrypting and decrypting texts, e-mails, files, directories and whole
disk partitions to increase the security of e-mail communications. PGP and similar
products follow the OpenPGP standard (RFC 4880) for encrypting and decrypting data.
For more information, see How PGP works.

EDI Exchange supports PGP encryption and works seamlessly with PGP Desktop and open
source Gpg4Win applications.

PGP Desktop (Symantec’s encryption solutions) is a comprehensive suite of encryption

applications which provides flexible, multi-layered encryption by bundling Drive Encryption
to secure the files stored on local hard drives, and Desktop Email Encryption to secure
confidential data in email. For more information, see PGP Desktop documentation.

PGP Desktop key features:

1. Hard drive encryption software locks down the entire contents of a laptop, desktop,
external drive, or USB flash drive, including boot sectors, system, and swap files.

2. Enables encrypted email and secure AIM® Instant Messages.

3. Creates storage-independent encrypted containers for transport and sharing of specific
files using included utilities; PGP Self-Decrypting Archive, PGP Virtual Disk, and PGP
Zip.

4. Includes PGP Shredder which can completely destroy unwanted disk-based files and
folders.

5. Drive Encryption can be centrally deployed and managed by Symantec Encryption
Management Server.
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PGP Desktop key benefits:

1. Secures email without burdening users, to improve compliance with policies and
regulations without hindering productivity.

2. Allows users to easily and transparently share encrypted files and folders, improving
data security without impacting user productivity.

3. Management by Encryption Management Server centralizes creation, deployment and
management of data security policies and reporting.

PGP Desktop bundles the following products:

1. Drive Encryption. See System Requirements.

2. Desktop Email Encryption. See System Requirements.

3. Encryption Management Server. See System Requirements.

7.54 Using GnuPG

GnuPG is an Open Source project for the implementation of the OpenPGP (Pretty Good
Privacy) protocols of encryption. GnuPG allows to encrypt and sign your data and
communication, features a versatile key management system as well as access modules
for all kinds of public key directories. GnuPG, also known as GPG, is a command line tool
with features for easy integration with other applications. Front-end applications and
libraries are also available. Version 2 of GnuPG also provides support for S/MIME.

GnuPG is a free software, so it can be freely used, modified and distributed under the
terms of the GNU General Public License.

We recommend Gpg4Win for encrypting of your files and emails. Gpg4Win supports both
relevant cryptography standards, OpenPGP and S/MIME (X.509), and is the official GhuPG
distribution for Windows. Gpg4Win contains Kleopatra as one of its Free Software
components. For more information, see Gpg4Win documentation available both in PDF
and HTML versions.
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rﬂ' Kleopatra | =B &% .|1
B = e W o)
Import Certificates  Export Certificates Redisplay Stop Operation Lookup Certificates on Server
Find: Wy Certificates - ]
My Certificates | Trusted Certificates | Other Certificates | E
Name E-Mail Valid From Valid Until Details Key-ID
Martin Sc... Martin.5chol... 2011-12-10 OpenPGP C1F4C4Cs

Kleopatra, a certificate manager for OpenPGP and X.509 (S/MIME) and common crypto dialogs

With Kleopatra, it is easy to manage your certificates and create your own ones. It
seamlessly integrates with GnuPG. You can manage the key that you receive from your

trading partners, because there is a screen to view the details of a key.

M Certificate Details ?

-

&=

Cwerview | User-IDs and Certifications | Technical Details | Chain | Dump|

This certificate is currently valid.
User-ID: Chiffaengine Co <chiffaengine@gmail com:=
Validity: from 2011-08-19 12:09 until forever
Certificate type: 2,045-bit RSA
Certificate usage: Signing EMails and Files, Encrypting EMails and Files, Certifying other Certificates
Key-ID: B399D4A0
Fingerprint: BC3FE3157D02D23E12DB8CADIABCBE922B399D4A0
Ownertrust:  unknown

Stored: on this computer
Photo Actions
At the moment, Kleopatra does not support photos Trust Certifications made by this Certificate. ..

in certificates. It has no support for adding, nor for
displaying them. This is for the following reasons:

* Photos give a false sense of security.
* Photos increase the size of certificates.

Close ] l Help

L

Certificate details with Kleopatra
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7.6 Using EDI Exchange Features

7.6.1 Accessing Inbox Manager

Using the Inbox Manager you can access the most important functions of EDI Exchange.
Inbox Manager allows you to download EDI files into the "Inbox" folder and process these
files. This screen handles the post-processing of the EDI files, their compliance check and
auto-processing options.

1. To access the Inbox Manager, click the "Inbox Manager” under the "EDI Exchange”
menu.

EDCI Exchange | Help

Check EDI File

- Trading Partners -
& Inbox Manager
FTP Client
SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Autormatic Scheduler

EDI Receive Log
EDI Send Leg

Reguest EDI Exchange License

EDI Exchange License Information

D] | T T

The "Inbox Manager” menu item

2. The following screen will come up.
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7.6.2

& Inbox Manager C=RAcY X

Check EDI File Loading EDI Files into Inbox Processing Inbox
| Selectand Check EDIFile | | Download from FTP Server | | Process Inbox |

Activity Log and Wamings

The "Inbox Manager” window
Read more in:

e Downloading EDI Files From FTP Server

¢ Processing EDI Files

e Selecting and Checking EDI Files
Checking EDI Files

EDI file analysis based on the HIPAA standards. Compliance with HIPAA EDI rules is an
essential part of the exchange of EDI documents. The standards are the only agreed upon
rules that sender and receiver use to exchange data from completely different backend
systems. Strict adherence is therefore necessary to guarantee frictionless operation.

Unfortunately, HIPAA compliance is difficult and the truth is that many HIPAA EDI files
are truly bad. Syntax errors, omitted loops, missing elements, wrongly formatted
elements — these are the most common EDI errors. Without a true analysis, it is difficult
to say what data ends up in your system.

EDI Exchange has a built-in compliance engine that analyzes each incoming and outgoing
EDI transaction. Line by line, element by element, error reporting provides a powerful
tool to determine the quality of the incoming and outgoing EDI files. All HIPAA file
versions are supported. The compliance check creates a detailed report that lists every
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compliance issue. Outgoing files can also be checked and individual transaction in
violation of HIPAA rules can be held back.

Note: You can enable automatic compliance check on outgoing and incoming EDI files. See Setting up
Incoming and Outgoing Files Options.

Follow the instructions below to check EDI files for compliance.
1. Select "Check EDI File" under the "EDI Exchange” menu item.

.
EDI Exchange | Help

Check EDI File

Trading Partners
é] Inbox Manager

FTP Client

SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDT Exchange License

EDI Exchange License Information

The "Check EDI File" menu item

Alternatively, you can click on the "Select and Check EDI File" button in the Inbox
Manager window. Read more in Accessing Inbox Manager.
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e T

Check EDI File Loading EDI Files into Inbox
| Selectand CheckEDIFile | Download from FTP Server

Activity Log and Wamings

Filename: 140123142208h.x12
SEF file "HIPAACIaimMaster. SEF_Files.837_005010X222A1 SemRef. SEF loaded for transaction set: "005010X222A1"
The Transaction type is 8§37 ., Version: 005010X222A1
Passed. No Errors. No Wamings
The file has 1 Interchanges. 1 Functional Groups and 1 Transaction Sets
The file contains 4 Claims

The "Select and Check EDI File" button
2. In the opened file selection dialog, select an EDI file and click "Open.”

3. In the Inbox Manager, you can see the result messages for the operation. The details
are displayed in the "Activity Log and Warnings" area.

Check EDI File Loading EDI Files into Inbox
_ Selectand Check EDIFile | Download from FTP Server

Activity Log and Wamings

Filename: 140123142208h.x12
SEF file "HIPAAClaimMaster SEF_Files 837_005010X222A1 SemRef SEF" loaded for transaction set: "005010X222A1"
The Transaction type is 837 . Version: 005010X222A1
Passed. No Errors. No Wamings
The file has 1 Interchanges. 1 Functional Groups and 1 Transaction Sets
The file contains 4 Claims

The "Activity Log and Warnings" area displaying log messages

7.6.3 Downloading EDI Files From FTP Server

EDI Exchange Inbox Manager allows you to load EDI files into the "Inbox" folder and
process these files. Be sure you have setup FTP settings in the "Remote FTP" tab of the
Trading Partner window (see Setting up Trading Partners).

Follow the instructions below to upload EDI files into the "Inbox" folder.
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1. Access the Inbox Manager by clicking the "Inbox Manager” under the "EDI Exchange”
menu.

EDI Exchange | Help

Check EDI File

- Trading Partners -
& Inbox Manager
FTP Client
SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDI Exchange License

EDI Exchange License Information

e — -
il - T ]

The "Inbox Manager” menu item

DAE®

2. Click the "Download from FTP Server” button.

Check EDI File ~ Loading EDI Files into Inbox — — Processing Inbox

[ Selectand Check EDIFile |  Download from FTP Server | Process Inbox |
| |

~ Activity Log and Wamings

The "Download from FTP Server” button
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3. When the process has been finished, the "Activity Log and Warnings" area displays the

report.
Inbox Manager M=
Check EDI File —— " [~ Loading EDI Filez into Inbox ~ Pro 1 Inbox
Select and Check EDI File | | Download from FTP Server | Process Inbox |

Activity Log and Wamings

Checking FPT servers at 3:40:15 PM
1 Trading Partners are sel up for FTP transfer
Checking for files at Trading Pariner PARTNER 1
Successfully connected to PARTHNER1s FTP directory
File: test_test edi deleted on server.
1 Files mowed from FTP Servers into Inbox

ChProgramData\HIPAAsuite\HIPAA Enrollment M 1 Files moved from FTP Servers into Inbox

Activity Log and Warnings information

7.6.4 Processing EDI Files

EDI Exchange Inbox Manager allows you to process EDI files downloaded to the "Inbox"
folder beforehand.

Note: Once you have saved the auto-processing options (see Defining Auto-Processing Options), the
files will not only be analyzed but also processed according to the defined settings. The auto
processing enables you to combine and run multiple fulfillment steps together (for example, export,
saving, printing.)

1. Once Downloading EDI Files From FTP Server is completed, and no errors are displayed,
click on the "Process Inbox" button. This will autoprocess all files present in the EDI
inbox directory.
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Inbox Manager

M= E
[ Check EDIFile [ Loading EDI Files into Inbox ~ Pro ing Inbox
Select and Check EDIFile | [  Download from FTP server | Process Inbox >

Activity Log and Warnings:
Checlkang FPT zservers at 3:40:15 PM
1 Trading Pariners are set up for FTP transfer
Checking for files at Trading Partner PARTNER 1
Successfully connected to PARTNER 1 s FTP directory
File: test_test edi deleted on server.
1 Files moved from FTP Servers into Inbox

ChProgramData\HIPAAsuite\HIPAA Enraliment v 1 Files mowed fram FTP Servers into Inbox

The "Process Inbox" button

2. Once the processing is completed, review the Activity Log and Warnings information.

Inbox Manager

M= E

Check EDIFile [ Loading EDI Files into Inbox — Pro ing Inbox
Select and Check EDI File | Download from FTP Server ‘ [ Process Inbox I

Al files in Inbox have been processed

Activity Log and Wamings:

Filename: B34_09 edi
SEF file "HIPAAEnrolimentMaster SEF_Files 834_X095A1_SemRef SEF loaded for transaction set: "004010X095A1°

Filename: test_test edi

The file was not recognized as a valid EDI file.

Parser Error: Segment - ISA: Error - ISA segment has not enough elements.
It will not be processed

The file was moved to: CAS\SuspendedFiles\Otheritest_test edi
on 2/15/2013 at 3:58 PM

2 Files processed

Activity Log and Warnings information

7.6.5 Accessing EDI Receive Log

EDI Exchange has a file log. Each processed file creates an entry in the Trans_rog table.
You can access the "EDI Log" window to query this table and see what files came in and

how they were processed. You can access the EDI Receive Log once the application has
been initialized. Follow the instructions below.

1. To open the "EDI Log" window, select "EDI Receive Log" under the "EDI Exchange” menu
item.
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Check EDI File

Trading Partners
& Inbox Manager
FTP Client

SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDT Send Log

Request EDI Exchange License

EDI Exchange License Information

The menu for the EDI Receive Log
2. To display data, specify the time period and select trading partner.

e Time Period — Period of time when the file was processed. Choose one of the
available options:

¢ Receive Date
¢ Load Date

¢ Trading Partner Name — You can select your trading partner from the list. If
you select "---All---", all your trading partners will be included.

3. Click on the "Find Log Files" button to see the list of log files corresponding to your
query.
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eoton ~=loix|

— EDI Files

Specify the time period in which the file

was processed

 Time Pesiod

From | 2/26/2013 ~| & Raceive Date

To |z,rzs.'2c|13 -I " Load Date

~ Trading Partner Name

Find Log Files

Specifying the time period

4. The log will be displayed in form of a tree.

eottog =lojx

 EDI Rles:

8 Query

Specify the time period in which the file
was processed
~ Time Period
From | 2/26/2013 *| & Raceive Date

To IZ,I‘ZBJ'ZEHS vI " Load Date

Displayed log

5. You can open the folder icons and see details related to each file.
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7.6.6

R1-TES
[0 Pl Specify the time peniod in which the file
-2 Quesy was processed
=0 1902950005  irst_claim_missing_DTP096.2d

Trans Type: 837 ~ Time Period
Trading Partner: ~PLEASE FILL THIS RECORD- 13 B )
Complance Check Diate: 04/27/2012 From | 2/26/20 Receive Date
Complance Check Tene: 1:30 PM To | 226/2013 =| C LoadDate

Result: Waming in Line 16 => : [DESCRIPTION:Missing mandatory segment in EDI file. Segment PAT is eopecte
Waming in Line 21 -» CLM"A37YH556°3025.0013:A:1 & Pesition: 6: [DESCRIPTION:Mo data in mand
Waming in Line 21 -> CLM™A3TYHS5673025.00™13:A:1 &t Postion: 8 [DESCRIPTION:No data inmand Find Log Files
Waming n Line 21 -> CLM'A37YH556"3025.0013:A1 at Postion: 9: [DESCRIPTIONNo datainmand | Jraing PartnerMame —
Waming in Line 21 -> CLM"A37YHS56"3025.0013:A:1 2 Pesttion: 18: [DESCRIPTION:He data in man
Waming in Line 25 -> HI"BK:T840°ZZ: at Posttion: 2 at SubBlement: 2 [DESCRIPTION:Mo data in mand:
Waming in Line 2B —> NMT71°17"0{" 1285740290 2t Pestion: 3: [DESCRIPTION: Mo data in mandatc
Waming in Line 25 ~> NM1-72*1=="5{"1285740230 at Postion: 3: [DESCRIPTION:No data in mandatc
Waming in Line 25 ~> NM1°72* 175" 1285740230 2t Postion: 4: [DESCRIPTION:No data in mandatc
Waming in Line 37 <> SBR"P™"Group Name™ 98910 at Posttion: 3: [DESCRIPTION Value "S8910" not f
Waming in Line 37 ~> SBR*F~"Group Name™ 38510 at Position: 3: [DESCRIPTION: Maximum length of
Waming in Line 41 > DMG"DE™19330706°F~RE:E2 &t Postion: 5: [DESCRIPTION: Non-compaste data
Warming in Line 41 > DMG"DE™19330706°F~RE5:E2 at Position: 5: [D

Load Date:

Load Time:

Operator:

[ 0 Records. from to
m-C 310747539 “TEST_EBMC_p_50101x
€3 411479417 Tep0302p

e

Details of the EDI Receive Log

If the records have been exported to the database, you can see the time, date and
record count.

Accessing EDI Send Log

This page contains instructions on how to access the "EDI Send Log" window. It becomes
available once EDI Exchange has been initialized.

1. Select "EDI Send Log" under the "EDI Exchange” menu.
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EDI Exchange | Help
Check EDI File

Trading Partners
é Inbox Manager

FTP Client

SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log I

Request EDI Exchange License

EDI Exchange License Information

The "EDI Send Log" menu

2. The following window will appear:

EDI Send Log o] o 3

Specify the time period in which the file
was processed

Time Period
From &/ 52015 ~

To 8/ /2015~

The "EDI Send Log" screen

© 2014 HIPAASuite



176 HIPAA Eligibility Checker

3. To display the log data, select the time period and a trading partner.

e Time Period — Period of time when the file was processed. Choose one of the
available options:

e Receive Date

¢ Load Date

e Trading Partner Name — Select a trading partner in the list. If you select "---
All---", all trading partners will be included.

4. Click on the "Find Log Files" button to display the list of log files corresponding to your
query.

7.6.7 Listing SEF Files

SEF (Standards Exchange Format) files are repositories of standards information that
define the format of EDI documents. SEF files are the basis for the compliance check
engine that EDI Exchange uses. These files contain all rules of the implementation guide
of a transaction. There is a SEF file for each transaction that EDI Exchange is licensed
for. For example, for 837 transactions we have SEF files for institutional, professional
and dental claims in 4010, 4010A1 and 5010A1 version and the 997 and 999 transactions.

1. To access the list of available SEF Files, select "SEF Files" under the "EDI Exchange”
menu.
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EDI Exchange
Check EDI File

Help

Trading Partners
,% Inbox Manager

FTP Client

SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Leg

Request EDI Exchange License

EDI Exchange License Information

The "SEF Files" menu item

2. The "SEF Files" window will appear.

(i SEF Files A@Iﬂg"

Awailable Standard Exchange Format (SEF) Rles

834_005010X220A1 SemRef.SEF
834_X095.5EF
834_X095A1_SemRefSEF
997_4010.5EF
999_0050M10X231A1.5EF

A list of SEF files

8 Automating
8.1 Using Command Line Arguments (CLI)

The HIPAA Eligibility Checker can accept command line arguments. The following is the
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list of the command line arguments; they must be separated by commas.

1. The first command line argument is the filename or the directory path. If not
applicable (such as when querying the database), leave blank.

If this is the only argument used, the file will be shown on screen:

HIPAA Preview 2
Print | Close | Next Pagel/5 —

-

Health Care Eligibility Benefit Response

Trading Partner ID: ORDHS Docurnent Date: 10/9/2015
Transaction ID: 2fcal416-6793-11e5-8 315-85c4M0381118
Filename: De-ldentified 271 (2).1xt

Response 1
Information Source
Entity Type: Payer Federal Taxpayer's ID Mumber: 930592162
Mame: OR-MMIS

2a. The second argument or combination of arguments contains the processing options.

Combining multiple processing options is possible. Querying database in order to create a
270 EDI file requires additional arguments.

P - Print.

X - Export to database.

| - TIFF file.

Note: using multiple processing options is possible.

Example: To both export an Eligibility Response to the database and print it:

C:w>"CinProgram Files“HIPAAzuite~HIPAA Eligibility Checker~HIPAAEligibhilityChecK

er.exe' D:“\EDI-TEST278.edi.PX

2b. Building a 270 Eligibility request will require arguments 3, 4, 5, and 6 to be filled.

Q - Database query.

E - Create EDI in conjunction with Q. The query results will be used to generate a
270 Eligibility Request.

Example:
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C-52>'"CosProgram Files“HIPAAsuite“HIPAA Eligibility Checker“HIFAAEligibhilityCheck

er.exe' _QE,.SELECT TOF 1 = FROM EDI_EligibilityHeader . TestTradePartner, T

This query will use the first Eligibility Request in the EDI_EligibilityHeader table to create a 270
Eligibility Request EDI file. The third argument, output filename, is left blank so the file will be created
in your Output Directory.

3. The third command line argument is the output filename. A relative address can be
used and will be based on your default Output Directory.

4. The fourth argument is your Query should you should have "Q" as a second argument.

5. The fifth argument is the target trading partner. This works only with the EDI
Exchange module enabled.

6. In the sixth argument you specify whether to use "T" Test or "P" Production database
connection if you have "Q" for query as the second argument.

Using Several Arguments
You can have a combination of the above arguments. For example, "QE"

8.2 Autoprocessing with the EDI Exchange Module

Autoprocessing the Inbox

When processing from the command line with the EDI Exchange module enabled, the
argument you need is "Auto”. The directory used to look for new files and the processing
options are defined in the setup screens for EDI Exchange. No further arguments are
needed.

C:sProgram Files“HIPAAsuite~HIPAA Eligibility Checker>*HIPAAEligibilityChecker.ex

e auto

To setup autoprocess options, go to EDI Exchange » Autoprocess Setup:
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EDI Exchange | Help

Check EDI File

Trading Partners
Inbex Manager
FTP Client

SEF Files

&

EDI Exchange Setup
Encryption Setup
Create EDI Exchange Tables

Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDT Exchange License

EDI Exchange License Information i

Autoprocess Setup option in EDI Exchange menu

Any options selected for autoprocessing will carry over to the command line.

i B

Get Rles from Trading Partners
[[] Check FTP servers for new files and place them into Inbox

Default Automatic Processing Options
Export in Database

(]
1]
o
m
T
=
[}
(45}
[7¢]
J
]
T
1]

[] Print

s

Saveto: [| Image Exce ASCI

EDI Exchange Automatic Processing options

Autoprocessing a Single File

To run a single file through the autoprocessor, add the full filename as second argument

© 2014 HIPAASuite



Automating 181

to your command.

C:\Pl*ugl*am Filez~HIPAAsuite~HIPAA Eligihility Checker*HIPAAEligihilityChecker . ex
e auto D:=S\EDI-720_3.edi

Command to autoprocess a single file.

8.3 Changing the Default Company

The default company is the identity you assume as the sender when creating EDI files.
This affects the ISA, GS, and NM1 sender segments. A single entity may have a need to
act as multiple sender identities and so has a need to change the information in the EDI
envelopes.

The default company can be changed using command line arguments, affecting the ISA
and GS sender ID segments.

ISA Segment Sender Identifier HIFAASUITE

Qualifier ZZ - Mutually Defined -
Application Sender's Code G5 _2 HIPAASUITEN *
Tax ID 9876543210 *

— - —_

Sender ID segments in Company Setup

To change the default company, a single argument is needed. "Setcompany” followed by
the company ID of the company you wish to set.

"setcompany <ID>"

The Company’s ID in this case is not its EDI identifier, but the value of the ID row in the
COMPANY_SETUP table. It can also be found in the Company Setup window:

Cumrent Company: ¥ | 4 Default company
1 - TESTRESPOMDER

2 - HIPAASUITE1
3 - HIPAASUITEZ
- Add company -

Company selection in Company Setup

Example

The command argument setcompany 3
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9.1

9.2

C:s~Program Files“~HIPAAsuite“HIPAA Eligibility Checker*HIPAAREligibilityChecker.ex

e setcompany 3

will set the default company to ID = 3, which is HIPAASUITE2 in the example picture
above. The log entry for this command will be

'Set default company with ID 3
Company # 3 iz 2et as a default company

Excerpt from log. Default company changed.

HIPAAsuite RealTime Client
Concepts

The HIPAA RealTime Client is a communications client designed to interact with SOAP
and MIME services. This makes HIPAA Eligibility Checker able to request and receive EDI
files, in turn enabling providers of health care services to check whether a patient is
covered by a health insurance policy electronically. The client will package and send EDI
270 files and receive the 271 eligibility response transaction files using secure http as a
transport medium. The RealTime Client is also capable of sending unencrypted test-only
messages for use in a testing environment, however in a production environment they
will be sent via https. This means every service needs an SSL Certificate signed by a
recognized certificate authority and every EDI message sent through https will be sent
encrypted and can only be decrypted by its intended recipient.

With the Affordable Care Act's (ACA or Obamacare) adoption of the EDI connectivity rules
developed by the Coalition for Affordable Quality Healthcare (CAQH), a consortium of
healthcare industry providers and insurers, the need. They devised and prescribed
mechanisms to transfer eligibility information in real-time between two computers.These
new CORE standards will greatly enhance the efficiency of establishing insurance coverage
for a patient, reducing the wait time to under a minute. CAQH's CORE standards for
administrative data exchange are rolled out in segments referred to as Phases. The
HIPAA RealTime Client is CORE Phase Il-certified, meeting all connectivity and data
content rules specified therein.

The HIPAA Eligibility Checker's RealTime Client requires EDI Exchange. It will allow you to
send EDI 270 requests securely to the trading partner of your choice and process the
resulting EDI 271 file. Although named RealTime, the client does support batch mode EDI
transfers for large or bundled eligibility requests.

Trading Partner Setup

The HIPAAsuite RealTime Client can be used to consume a CORE-compliant service hosted
by a Trading Partner. In HIPAAsuite Eligibility Checker, this means you can verify a
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patient's medial coverage in real time; RealTime Client also supports batch mode
transfers for larger or multiple Eligibility requests packaged in a single EDI file. In order
to consume a client’s CORE-compliant SOAP or MIME service, the following steps must be
taken:

1. You will need your Trading Partner's service’s URL address. Some Trading Partners may
have separate addresses for SOAP and MIME services (both being specified in the CORE
Connectivity Rules), Real Time and Batch services, or Batch request submissions and
Batch request pickup.

2. Head to your trading partner's configuration settings under the "EDI Exchange” menu:

1 | EDIExchange | Help
= Check EDI File

| Trading Partners
[% Inbox Manager
FTP Client
SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDI Exchange License

EDI Exchange License Information

The "Trading Partners” menu item.

3. The "Trading Partners" configuration window will appear. If the Trading Partner for
whom you are configuring the RealTime Client is already listed, double click on the
Trading Partner and skip to step #5. Otherwise, click the "New" button and continue onto
step #4.
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~
Trading Partners E@é
List of Trading Partner
| DC EXCHANGE
CALHEERS
FEDERAL EXCHANGE ARKANSAS
EDI Identifiers O_plions [ Remote FTP Contact Encr!r!}iinn Folders
@) 4010 5010
46
| Delete | | Refresh |
[ Mew | | Gose |

Trading Partner configuration window populated with some Trading Partners.

4. The left side of the Trading Partner configuration window will become available to you
for editing. Fillin at least the Trading Partner's name, ISA identifier and qualifier, the
Trading Partner's application code, and finally, under the "Folders" tab, the outbox and

repository folders to be used for this Trading Partner. The "Create... " button

underneath these last two fields will automatically fill in the text for you using the

Trading Partner's name.
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r B
Trading Partners l |5 é
Name and Type List of Trading Partner
Hame [DC EXCHANGE
* (Required) CALHEERS
FEDERAL EXCHANGE ARKANSAS
Address
City State Zip
EDI File Exchange Method Status
- * -
Email Addresses to send process results Type
-

EDI Identifiers Options [ Remote FTP Contact Encryption Folders

EDI Version

@ 4010 5010

EDI ldentifiers and Qualifier

1SA Identifier and Qualifier (Record Key)

*
ETIN Number and Qualifier Application Sender Code (G502)
46 *
Application Receiver Code (G503) Tradrsy Paner Assigned ID
| Delete Refresh |
[ New |
%

A blank Trading Partner.

5. The fields specific to the RealTime Client are the "EDI File Exchange Method" dropdown
selection in the main configuration window and the "CORE" tab on the bottom of the
same window. You can select either CORE or MIME from the "EDI File Exchange Method"

to send messages to your trading partner using

the RealTime Client.

Trading Partners

—MName and Type
Mame
I & (Required)
Address Address 2
| |
City State Zip
| ! |
EDI File Exchange Method Status
*
| =l | -]
gr::t; sults Type
[Flialu)y
MIME JZI | |

Selecting MIME or SOAP will use the RealTime Client to send EDI requests to this trading partner.
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6. To flag the trading partner as OK for EDI transfers, the Status field must be set to
Active or Test Only. "Test Only" is only for testing and will enable you to use unsecure
http:// addresses to contact your Trading Partner. The "Approved” option flags enables
secure transfers to this trading partner.

Trading Partners

~Marne and Type
MNarme
* .
I (Required)
Address Address 2
City State Zip
EDI File Exchange Method Status
| =™ | -
Ernail &ddresses to send process results Inactive
:l Testonl
=

"Approved” will let Eligibility Checker know this is a trusted Trading Partner.

7. Lastly, the "CORE" settings tab. Settings dealing with addressing and user credentials
are stored here. Type in the addresses for this Trading Partner's SOAP or MIME servers.
Some Trading Partners listen on different addresses for RealTime and Batch transfers,
and some even have distinct addresses for Batch Mode request submissions and Batch
Mode results retrieval. Spaces for all of these are provided. If this Trading Partner doesn't
have a different service address for Batch Mode result retrieval, the address is the same
as for Batch Mode request submission; likewise if this Trading Partner does not have a
different address to distinguish RealTime from Batch mode, they are the same address.

Currently only username tokens are supported. Fill in the username and password
textboxes with the credentials your Trading Partner has provided you for use of their
CORE-compliant service. These will identify you to this Trading Partner when requesting a
patient’s eligibility information.
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'EDI Identifiers| Options | Remote FTP| Contact | Encryption| Folders CORE

— CORE Settings
UserMame — Batch

I MIME Subrnission Address
Password

| |
SEL Certificate I
|

RealTime
MIME Address

SOAP Address I
|

MIME Retrieval Address

SOAP Submission Address

SOAP Retrieval Address

User credentials and CORE-compliant service addresses. Both are required for successful communication.

9.3 Sending Requests and Receiving Responses

There are two methods of sending requests via the HIPAAsuite RealTime Client and, by
extension, MIME or SOAP to a desired Trading Partner.

Sending an Eligibility Request using the Workgrid

After creating an Eligibility request using the "Create Eligibility Requests” using the
Manual Entry method it will be presented on the workgrid as follows:

List of Authorization Request

Trading Partner Requester Subscriber Dependent Subscriber ID s
3 WELBY DOE, JOHN 53-008342-01

If you are having trouble finding the correct request, try filtering by date created or
unsent requests only.

Query Settings
[7] Limit quantity of records to show at once to Apply changes

] Show records created during the period from | 3/ 4/2015 to | 3/ 42015

] Show only records which are not sentyet

Having located the record to be sent, click on "Send to Trading Partner”. This will present
you with a selection of Trading Partners and, having double clicked the desired receiver
for your request, will then send the EDI request to the selected Trading Partner through
the method you selected during the Trading Partner setup. If the method selected was
MIME or SOAP, the request will be sent to the selected Trading Partner's MIME or SOAP
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service.

:ords I Send To Trading Partner ‘

Sending an Eligibility Request using a DB Query

To send an eligibility request created from a query, first open the "Create 270
Transaction Sets" form.

ntry | Database | Image Log Setup  EDIExch

Connection and Data Fields

By ! Table Creation

Fields Mapping

Database 5chema

Stored Eligibility Responses

Stored Eligibility Requests

Create 270 EDI Files

In the "Create 270 Transaction Sets" form, first select the trading partner to whom you
wish to send a request by clicking "Select Trading Partner”. If no trading partners are
listed, you must enter them as shown in Setting up Trading Partners.

Selecting a trading partner will fill in the appropriate EDI fields in the ISA and GS
segments when the EDI file is created.
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Create 270 Transaction Sets

=S

1 SELECT*

2 FROM EDI_EligRequestHeader

Exit ] [ Go!
ISA seament
Authorization Info Password 1D Type Sender ID ID Type Recsiver ID Date Time
ISA 00 ~ 00 ZZ ~ HIPAASUITE 77 ~ RECEIVER 150304 1504
GS segment
Sender Code Receiver Code Group Control Mo Version
GS HS HIPAASUITE RECEIVER 20150304 1504 63150416 X 0D05010X279A1

Efective Date
3/ 4r2015 G~

Select Trading Partner ]

Fields with t will be populated by the process.

Interchange 1D Ack T/P

~ 00501 063150416 1 ~ T =~ :
ST segment
Transaction IDt  Version
ST 270 005010X279A1

1

After selecting a trading partner, click the "Go!" button. This will generate a 270
Eligibility request EDI file. If the contents are satisfactory, save the file.

Go! | [ Write to File ]

After saving, the "Send EDI" button will be active. To send the newly saved file, click it.
This will send your EDI request to your trading partner via the method you specified when
setting up the selected Trading Partner. If MIME or SOAP was selected, the file will be
sent through the RealTime Client to the Trading Partner's MIME or SOAP service.

J |

File Send EDI File | | View
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