The HIPAA Eligibility Responder

© <2006> ... Martin Scholl Consulting, Inc. Martin Scholl Consulting 2006




HIPAA Eligibility Responder

Table of Contents

Foreword 0
Part | Introduction 1
1 The Eligibility tranSACIION .....uiiii et 1
2 The HIPAA Eligibility RESPONUET ...t e e e e 4
I T T L (U] = S PP TPTPPRPTN 5
4 ReqUIremMentS N0 VEISIONS ...ttt ettt et ettt et e et raa e 5
Part Il Installation 6
1 ODbtaining the SOTWAIE ...cve i e e e e 6
2 INStAlliNG the SOTWAIE ....iee e e e e e e e e eaees 7
IS o ) 10T Z= U= I - Y P 10
Part lll Setup 13
oo [T =) £ PP PT PP UPT PPN 13
P2 ©o T 1 T o =1 0 VAR S T 1] o PP 15
3 APPHICALION SETUD ooriiiiie ittt 17
4 The EDI File BEQITOr .ottt e e e e et e e et e e e e eanss 19
Part IV Using the Software 22
1 RUNNING T PrOGram oottt et r et e et e e e aeens 22
2 0pENING AN EDI File o.iuiriiii i 23
3 Answering an individual REQUESE ..o 25
4 Returning the Minimum INfOrMation ... ..o e e 27
5 REJECHNG @ REQUESE ...ttt et ettt et e e e e e en 28
6 Creating @ FUll RESPONSE ..iuiii e 34
Higibility and Benefit INTOrMAatION .......ooiiii et 34
Delivery SPeCifiCc INFOMALION .....ooiii ettt sareeaneee e
Adding Entity Information ............
Military Personell Information
7 Creating the ReSPONSE file e e
8 MOVING the ProCesSSea File ..o e e e e e eens 43
9 ViIieWing the RESPONSE ...ttt ettt e e e e e e aeens 43
Part V Database Interaction 44
I e L d oo [V Tox £ o] o HE TP P TP PTR PP RPPTRPN 44
2 DAtBDASE SEUUP 1oetiiiiii i 46
I 1= Vo IST=] =Tt o o I PP 50
4 ReNAMING FIEIAS ot e e e e e e e e e e e ans 51

© <2006> ... Martin Scholl Consulting, Inc.



Contents I

5
6
7
8
9

10
11

Part VI
1

2
3
4

Part VII

1
2
3

Part VIlI

1
2
3

Part IX
1

L T=] Lo = o 0] S PP 53
Exporting Eligibility REQUESES . .vuiii i e e e e e e e e 54
(=T =1 o= KT 0] = 55
EXPOItEd REQUESES ...ttt ettt et et e e e r e e eens 57
Creating Responses from the database ...........cooiiiiiiii i 59
Database SChema .. ..o 60
Creating TablES oo e 62
Populating Members and Benefits 63
(0] 003 =7 ¢ 1 £ 63
1T 001 o 1T S TP TSP 64
T2 o= P 65
1Y 0T Y= = U YA = Ko 66
Automating File Processing 68
Using Command Line AFQUIMENTS ....cuuuuiiiieiii ettt et et e e e e e e enens 68
Autoprocessing with the EDI Exchange Module .........cooviiiiiiiiii e 68
Changing the Default CoOmMPanY ... e e eens 70
Automatic Responses 71
LN (o T [0 Tox 4 o ] o 71
R L N LIS T=T V=] PP PTPRPRPPR PPN 72
TS Y V2= g T= (U o 73
EDI Exchange 7
LCTCy (Yo ] F= g (=T o [ PSPPI 77
F N Lo UL = B ol o = Ty [ 1 OO P U RV UPROPPOE 77
Requesting EDI EXChANGE LICENSE ..ottt ettt e bbb e st e e nab e saneesntee e 80
ReQiStEring EDI EXCRANGE .. ..ooiiiiieee ettt ea et e et e e bt e e sab e e st e e nnb e e nabeeanteeens 82
Configuring EDI Exchange (Obligatory Settings) ......ovvviiiiiiiiiici e, 84
1 Setting up Database CONNECHION .....cciiiiiiiiieiei e bbbttt er bbb 84
2 Creating Databas e TaDIES ... e e 84
2b Creating 999 File TADIES ..ottt 90
2c Updating Database TaDIES .......ccociiiiiiiii ettt st 96
3 Defining AUtO-Processing OPLIONS ..ot st 98
4 Defining CoMMUNICAtIONS DIFECLOTY ..ottt bbbt 100
51INitializing EDI EXCRANGE ...cviiiiiiiiiiieccre ettt bttt e et b e sb e eb e es 102
Configuring EDI Exchange (Optional Settings) .....ovvvviiiiiiiiiieie e 108
Setting up EMail NOTIFICALIONS ..c..iiiiiiiiiei bbbt b et sb et ne 108
Setting up Incoming and Outgoing FIleS OPLIONS ...cciiiiiiiiiiiiie et 114
Running the Application Via SChEAUIET ....c...oiiiiiii et 116
Using the Command Line Arguments (CLI) ..ot 118
Working With Trading PartnNersS ...t nes
Setting UP Trading PartierS ..o ittt h et bt e et e e bt e e sbb e e asbee e abeeesabeeanbeeeabeeaaseeeanns

Custom File Naming Conventions

© <2006> ... Martin Scholl Consulting, Inc.



1" HIPAA Eligibility Responder

USTING BUIE-IN FTP CHENT oottt ettt ab e sab e et e e s ab e e sat e e et e e e sabeesabeeennees 136
Creating a Trading Partner AUtOM AtICAIIY ......oooiiiiiiii e e 140
Certificate based authentication iN SFETP ... e 141
B USING BNy Pt ON o e et
ADOUL BNCIYION ot bbbt b et e bbb bbb e e b b e b e s b e s bbbt be e s
Setting up Encryption ...
USTNG PGP DESKEOD .ttt etttk b e e bbbt eb e e bbb e bt et et e st e na e sttt et eebeeaneineas
USTNG GNUPG ...t e et bbbtk b e h e s b b e e bt eb e e bt e bt e bt et et e na e st e st e e bttt e beebneinens
6 Using EDI EXChange FEAtUIES .....iieiii ittt e e e et e e e ans 151
Accessing Inbox Manager
ChECKING EDI FIIES ..ttt ettt bbbtttk h e eh ekt e e bt e bt e bt e bt e bt et e enneanneeane e
Downloading EDI FIIeS FrOomM FTP SEIVET ..ottt ettt 154
ProCeSSING EDI FIIES ..ottt a bbbt bbbt ettt nne s 156
ACCESSING EDI RECEIVE LOQ ittt et b ettt ettt sa e b e sb et e e bt et e e nbesaneeare e 157
ACCESSING EDI SENT LOG .viiutieiiieiieiiiiiet ettt h bbbt ettt a e s e s be e e b e e sb e e bt e bt et e e b e anneeane e 160
LISTING SEF FIIES .ottt et h e h e bbbt e bt et et et e it eab e b e nbr e be e e ens 162
Part X Issue Tracking 163
I (=Y o Yo T Lo = g T 163
Index 0

© <2006> ... Martin Scholl Consulting, Inc.



Introduction 1

1 Introduction
1.1 The Eligibility transaction

The Health Insurance Portability and Accountability Act (HIPAA) of 1996 prescribed the
270 and 271 X12 EDI transactions for the transmittal of eligibility data. Checking the
eligibility of insurance coverage is an essential operation in health care. Doctors should
know by the time they see a patient whether the patient is covered, if there are co-
payments to be collected and whether coverage for a certain diagnosis is included.

The 270 EDI transaction is the request for eligibility information. Typically a provider
would take the patient information and then compose the request message. He would
then expect a 271 EDI response message. EDI transactions that begin with a 2" are real-
time transactions. That means that the response is expected within 20 seconds.

HIPAA implemented this differently at first and did not mandate real-time responses for
any transaction. Having the response by 7 am the following day was acceptable. The
Accountable Care Act (aka Obamacare) tightens this requirement.

Nevertheless, in planning your HIPAA solution you should strive for real-time execution of
the 270/271 as well as the 276/277 claim status information.

What is a response?

The basic functionality between 270 and 271, between the request and the response is
important to understand. Though request and response should be linked, this is often not
possible and a generic answer is returned.

Here are some different scenarios:
Manual Mode:

1: Provider has a generic request asking for service type code 30. (health plan coverage)
This seems to be the encouraged version by the implementation guide. We can give a

a) Quick response with service type code 30 and optional dates
b) Rejection for different reasons
c) Detailed response listing all available benefits

2: Provider is specific and has a detailed request. Maybe he/she specifies procedure
codes and diagnosis and has inquires about several benefits employing multiple loops
2110D or 2110C. This is the idealized case on the request. If the request is the same for
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several service type codes, they can be repeated within EQ_01. For the response we can
have several scenarios:

a) Quick response. Yes, you can even on the most detailed request just give a
quick response and get away with it

b) Rejection

c) No matter how complex the request, you create your standard response, listing
all available benefits

d) Each loop 2110C/D in the request is answered in detail with a loop 2110C/D in
the response. The EB_03 segment of the response mirrors the EQ_01 segment of the
request.

i) Single service type code in EQ_01 <-> Single service type code in EB_03,
one request loop answered by one response loop

ii) Single loop with Multiple service type codes in EQ_01 <-> answered by
multiple service type codes in EB_03, one request loop answered by one response loop

iii) Single loop with Multiple service type codes in EQ_01 <-> answered by
multiple loops 2110C/D, each service type described as needed

The HIPAA Eligibility responder is able to serve all these scenarios, but, we should be clear
that case 2.d.ii and 2.d.iii can get infinitely complicated and complex and should be
avoided.

The quick response is the easy way out. We support it for sure.

The most common case in the industry is 1.c and 2.c; No matter what the request,
simple or complex, the response lists all the available benefits and their limitations
as specific as possible.

Case 2.d.i is possible for a trained and dedicated case worker to provide a very specify
response with the HIPAA Eligibility Responder but it will take time to get efficient and
gain a deep understanding of the process.

We spent a lot of thought on the matching of EQ 01 to EB_03 (Service Type Codes)
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requirements. We won’t limit the software to this case alone. EB_03 does not have to
match EQ_01 and you should be able to change the Service Type Code. The EQ_01 value
is pre-loaded on the response form into combo box. We can have requests with multiple
EQ loops but we won't have to answer them all.

Auto-Processing:

No matter what the request, simple or complex, the response lists all the available
benefits and their limitations as specific as possible.

This motto will be the case in the Auto-Process especially. The computer cannot make
diagnosis and procedure specific decisions.

One of my objectives for the development of the HIPAA Eligibility Responder is to provide
an automated process with an easy configurable interface, so that these real-time
transactions can be automatically returned within seconds.

You might have seen the database menus. That’s part of this development and the
following is for your information.

The HIPAA Eligibility Responder will query a database table “ACTIVE.MEMBERS” where
the covered members and dependents are listed. Just 10 fields or so to uniquely identify
the member and match the request with certainty. This members table is linked to the
defined benefits. It will be updated daily by the Administrator.

e HIPAA Eligibility Responder reads the request
e finds the subscriber and/or patient if different and gets a link to the benefits.

e Then it returns all defined benefits or returns a rejection :AAA rejection code when the
member is not found for example.

There are three ways to link to benefits:

1. Our users have to pre-define benefits and the ActiveMembers table has a field that
contains a list of those benefits

2. The member ID is the foreign key to the DefinedBenefits table and each member’s
benefits are populated together with their defined benefits in an upload
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1.2

3. The ActiveMembers file has one 255 byte field which contains an EDI string with the
benefits. Customer has to write his own logic to formulate benefits in the 271 format.
All business logic is under the customers control within a stored procedure that returns
either AAA or the benefit segments.

The HIPAA Eligibility Responder

Before a provider renders medical services to a patient, he/she wants to know if this
service is covered by an insurance policy. Traditionally this has been handled by
telephone operators or voice response systems with fax back options. HIPAA was
conceived to bring administrative simplification into the provider-payer relationship and
was intended to lower the cost of doing business for payers and facilitate the
communications between payer and provider.

EDI, Electronic Data Interchange, revolutionized many industries. Banking exploded in the
last 30 years due in large part to the effectiveness of electronic transactions. Every time
you charge, every time you get cash from an ATM machine you invoke electronic
transactions. The health care industry came very late to this new business tool and was
forced into EDI by the Health Insurance Portability and Accountability Act of 1996 (HIPAA)
which mandated that every payer and many providers had to be able to communicate
through EDI. With lots of kicking and screaming the law was finally implemented
1/1/2003 and now 10 years later more than 90 percent of medical claims are transferred
as EDI. The other transactions limp, like payment advice and eligibility are somewhat
behind but they too are increasingly becoming the tool for the business transaction they
were designed for.

The 270 eligibility request transaction is designed to let a provider transmit patient
information that clearly identifies a particular patient and inquires about the policy
coverage of the services in question. Even multiple benefits can be requested and
diagnosis codes can be included. A payer's EDI system would parse out the request, look
up the membership records, find its eligibility status and transmit it back with the 271
eligibility response transaction listing existing coverage.

While this approach is straight forward, it is not easy to implement into an existing
information management system and if the volume of 270 requests is low or even non-
existent, then it would be sometimes unwise to spend a lot of money and resources on
the automatic handling of eligibility requests.

This is where the HIPAA Eligibility Responder comes in. This software was designed to
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parse out a 270 eligibility request file and allow the manual entry of eligibility response
information. It would then use the request information to construct a 271 response
transaction, ready to be sent back to the inquiring provider. The HIPAA Eligibility
Responder is a low cost solution designed to bring a payer or any other covered entity
into compliance with the HIPAA law.

The HIPAA Eligibility responder can work together with any SQL compliant database.
Eligibility requests can be exported into the database and a process to look-up member
benefit status is available. The implementer will have to populate the eligible benefits
tables from their database.

1.3 Features

Here is a list of the features of the HIPAA Eligibility Responder:

e Takes in X12 270 EDI files, version 4010 and 5010

¢ Parses the whole file and lists each individual request

e Allows to answer requests sequentially or randomly from the listing

e Editable code sets, so you can set the codes used by your company and delete codes
not applicable

¢ Allows to configure very specific and multiple benefits, utilizing the full breadth of
the 271 transaction set

e Quick Response option to return the HIPAA minimum information that the 271
transaction allows.

e Request rejection on multiple level in accordance with the implementation guide

e After eligibility status assignment the program will create one 271 file that can be
returned to the sender

e Exports information to any ODBC/SQL compatible database

e Retrieve eligibility information and create 271 eligibility response transaction

e Part of a CORE Phase | and Il compliant solution in conjunction with the HIPAA
RealTime Server

1.4 Requirements and Versions

When you download the software you are confronted with a choice of 32 bit and 64 bit
versions.

The 32 and 64 bit respectively refers to the Windows operating system and the processor
in your hardware. Since the early 1990's computers, hardware and software, were
running in a 32 bit wide bus. That means 32 individual pieces of information could be
processed as one. This was then a great jump from the previous 16 bit and in the early
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2.1

days 8 bit processors. Translated to an example. the biggest 8bit number is 256. That's
the highest number early computers could work with without engaging in some wizardry.
16bit brings us to 32,768. 32 bit to 2 billion which is good until now. In more recent years
we have seen 64bit computers emerge. Their memory and number capability is near
unlimited and all major operating systems are now available to run on this new 64bit
hardware.

For programmers this opens new possibilities while also confronting us with the necessity
to support two versions of the software. Fortunately this is solved by Microsoft with an
integrated development environment that allows you to write one set of code and create
two sets of installations. The HIPAA Eligibility responder is written in Visual Studio 2010
and needs the .Net framework 4.0. The installer checks for the presence of the
framework and will download it from Microsoft and install it if necessary. Programs based
on .Net architecture are resource hungry. We recommend a powerful workstation with
Windows7 or Vista.

If your computer has a 64 bit operating system, you should use the 64 bit version of the
HIPAAsuite software. It will better utilize the available resources. The 32bit version will
also run though.

If you have a 32 bit computer, you can only run the 32 bit version.

Installation
Obtaining the Software

The HIPAA Eligibility Responder can be downloaded from the HIPAAsuite's website at
www. HIPAAsuite.com. In addition, a CD with the software can be ordered directly with

HIPAAsuite.

The software is in trial mode when first installed. After the end of this period it will stop
working and can only be unlocked by either an extension of the trial for another 15 days
or by purchase. A permanent key will put the HIPAA Eligibility Responder into ful
production mode.
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2.2 Installing the Software

The software comes packaged as a zip archive 'HIPAAELligibilityResponderSetup.zip' Inside
are two programs

e setup.exe, a program that checks if the necessary .Net frame work is installed on the
computer. If not then the setup program will go to Microsoft's web site and update
your computer. This might require a reboot

e HIPAAELligibilityResponderSetup.msi. This Microsoft Windows Install Script (msi) file
contains all the necessary files that are contained in the package and the Microsoft
Installation engine will sort out merge modules and dependencies of system files and
other dlls.

Below are the screens that you will encounter through the installation.

Welcome to the HIPAAEIlgibilityResponderSetup
Setup Wizard

The installer will guide vou thraugh the steps required ta install HIPAAE igbilityR esponderSetup an
wour computer.

WARMIMG: Thiz computer program iz protected by copyright law and international treaties.
IInauthorized duplication or distribution of thiz program, or any portion of it, may result in zevere civil
or criminal penalties, and will be prozecuted to the mazximum extent possible under the lam.

| Cancel £ Back M et >

The first installation screen
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{4 HIPAAENigibilityResponderSetup E=RE0N X

Select Installation Folder [_‘I

The inztaller will install HIPAAE igibilityR ezponders etup to the fallowing folder.

To inztall in this folder, click “Mest". Toinstall to a different folder, enter it below ar click "Browse'",

Eolder:
C:AProgram Fileg\Default Carmparny Mame'HIPAAE igibilityR ezponders [ Browse. .. ]

[ Diisk Cost... ]

Install HIP AAHBligibilityResponderSetup for yourself, or for anyone who uses this computer:

(71 Everpone

@ Just me

Cancel ] [ < Back ] [ Mest >

The second screen
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4 HIPAAENigibilityRespanderSetup E=NE0N X

Confirm Installation [_‘I

The inztaller iz ready to install HIPAAE ligibilityF ezponderS etup an your compuker.

Click "Mext' ta gtart the inztallation.

Cancel ] [ < Back ] [ Mest >

The third screen
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10 HIPAA Eligibility Responder

Installing HIPAAEIligibilityResponderSetup

HIPAAE ligibilityF esponderSetup iz being installed.

Please wait...

Cancel < Back MHext »

The fourth screen

2.3 Software Trial

The HIPAA Eligibility Responder comes with a free trial of 14 days.

Should your trial time expire and you wish to continue your testing of the software,
please send an email to info@HIPAAsuite.com with the Registration number and we
will give you a trial extension.

If the product is not registered and you start it, you will see first the trial screen.
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mailto:info@HIPAAsuite.com

Installation 11

( 'ﬂ Licensze 28

HIPAA Eligibility Responder
20

Day{s) remaining for trial 6
| -y ,

This is a fully functional evaluation. You are free to evaluate this demao.

You will have to purchase this software if you want to continue using it
after a free evaluation has expired.

Registration Mumber:
FOBBFAC4 Ty || oOwder || Regiter

L &

The software trial screen

You can see clearly the registration number in the lower left hand corner.

Registration Mumber:
FOBBFACH

The Registration number

This number is needed for the registration as well as trial extension. It is unique to your
computer and hardware. You can copy the registration number to the clip board, just
hover with the mouse over it, so that you can easily paste it into an email. This avoids
human error. (There are no ‘O’, the letter in the number, only zeros!)

Registration Mumber:
FORREACA

Copy l
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Figure3: Copy the registration number to the Windows clip board by hovering over it with the mouse

Trial extensions

We don't mind extending your trial if you need extra time to evaluate the software. You
need to send us the registration number and we will gladly give you another 15 day trial.

Once you have an unlock key provided by us, you can register the product. Just click on
the 'Register’' button and you will see this screen

i N

@ Registration Form 2

License Registration Form

License Key

[ Register ][ Close

Result

L

Registering the software

Enter the License Key as supplied in our email. This field is case sensitive. The best way
is to copy and paste the information from our email.

Once the product is registered with a permanent unlock code, future upgrades will find
this key and install without further action necessary.
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3.1

Setup

Code Sets

EDI relies on transaction code sets. These codes represent longer explanations and
descriptions. At the onset of EDI one of the main design ideas was to make the EDI files
as short as possible and to allow different languages to use the same descriptions by
reducing long verbose explanations to 2-3 byte long codes. Computer storage was
incredibly expensive and making any file larger than it absolutely had to be was
considered wasteful.

The main menu of the HIPAA Eligibility Responder has the item ‘Code Sets'. Click on it and
sub menus will lead you to the individual code sets that the Eligibility Responder uses. The
code sets are stored in the file codesets.xml in the ‘Configuration’ subdirectory of the
Program Data section of the HIPAA Eligibility Responder, usually C:\Program Data
\HIPAAsuite\HIPAAEligibilityResponder\Configuration\Codesets.xml

all EDI X12 270 Eligibility BenefitInquiry =
File View | CodeSets | Setup Help
i, AtoE  » [, N
Fop » @
QtoZ » RelationshipCode

Record Count | RejectCode
ServiceType
TimeCode

The Transaction code sets
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ol Transaction Code Set: InsuranceType | =i &l & |
Record Count 4
Code Description =
»
12 Medicare Secondary Working Aged Beneficiary or Spouse with Empl Group Health Plan
13 Medicare Secondary End-Stage Renal Disease Beneficiary in the 12 month coordination pe...
14 Medicare Secondary No-fault. Insurance including Auto is Primary
15 Medicare Secondary Worker's Compensation =
16 Medicare Secondary Public Health Service (PHS)or Other Federal Agency
41 Medicare Secondary Black Lung
42 Medicare Secondary Veteran's Administration
43 Medicare Secondary Disabled Beneficiary Under Age 65 with Large Group Health Plan (LG...
47 Medicare Secondary Other Liability Insurance is Primary. =
APsy Auto Insurance Policy
c1 Commercial
co Consolidated Omnibus Budget Reconciliation Act (COBRA)
CPsy Medicare Conditionally Primary
D Disability
DB Disability Benefits
EPsy Exclusive Provider Organization
FF Family or Friends
GPs Group Policy
HM Health Maintenance Organization (HMO)
HN Health Maintenance Organization (HMO) - Medicare Risk
HS Special Low Ir Medi Beneficiary v

The code set editor
You can add, delete or edit codes.

To Add you type into the last row, and you see the grid change first into selected
mode and when you click it again you are in edit mode. Now write your text. Note:
Only after you leave this row will the changes take

IE

I elephone
UR URL
wP Work Phone

click into the last row and the cell is high-lighted
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TE Telephone
UR URL
WP Work Phone
F BP
*

Click again and you are in edit mode. See the little pencil symbol

To delete, click into the margin and high-light a row. Now press the delete key on
your key board

TE Telephone
UR URL
WP Work Phone

L

*

Highlighting a row by clicking into the left margin

To edit, click into the cell that you want to change and make your changes. clicking
or moving outside this cell makes the changes 'stick’

Don't forget to Save your changes by pressing the 'Save' button.

3.2 Company Setup

The HIPAA Eligibility Status Responder needs information about the Sender of EDI
transactions so that the software can create a valid EDI file.

The menu item 'Setup --> Company Setup' will present you with the following screen:
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Company Setup = |2 RS

- * Indicates Mandatory Fields
Company Information

* *

Mame HIPAASUITE ISA Segment Sender Identifier HIPAASUITE

Address1 18910 NEW HAMPSHIRE AVE Qualifier Z7 - Mutually Defined -
Address2 Application Sender's Code GS_2 HIPAASUITE =
City BRINKLOW : Tax D 521685400 :
State MD - Maryland .| Plan ID @ Payor ID 555555 *
Zip 20862 Plus 4 9703 Entity Type Code -

Three letter identifier to prepend HPS
to all outgoing EDI files

Contact Information ISA 14 and 15
Contact Person  MARTIN SCHOLL * EDIFiles will be:
Telephone (301) 924-6537 = Bxt Fax  (301) 570-0139 @ Test ' Production
E-Mail MARTIN.SCHOLL@HIPAASUITE.COM * [0 Acknowledgement (TAT) req.

Information Source for 270.276 and 278
Source Enitity ID PR Payer - Source Name  HIPAAPAYER
Source ID Qualifier P1 Payor Identification - Source ID 123412123

Save Help Cancel |

The Company Setup window

Fill in the information as far as you know it.
e Name and Address are self explanatory

e The ISA identifiers are needed create the outer EDI envelope, the ISA segment. If you
don't already have an EDI identifier, choose it careful. It should be unique and easily
identify your organization. You can use any name there with 15 character or less and
use the qualifier ZZ' or choose another qualifier from a list below. Your company might
already have a Duns ID or any other of those ID's.

001 Duns (Dun & Bradstreet)

014 Duns Plus Suffix

0 20 Health Industry Number (HIN)

0 27 Carrier Identification Number as assigned by Health Care Financing Administration (HCFA)

0 28 Fiscal Intermediary Identification Number as assigned by Health Care Financing
Administration (HCFA)

0 29 Medicare Provider and Supplier Identification Number as assigned by Health Care
Financing Administration (HCFA)

0 30 U.S. Federal Tax Identification Number

0 33 National Association of Insurance Commissioners Company Code (NAIC)

0zz Mutually Defined

e Application Sender's Code is the information that goes into the GS_02 element. You can
repeat your ISA identifier here or if your company has different EDI processes, put
HIPELIGRSP to identify the HIPAA eligibility responder as originator
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3.3

e Tax ID is a required field and represents your companies tax payer ID
e |n order to uniquely identify your files it is helpful to prepend a three letter code in
front of the filename

¢ Entity Type code holds information that goes into the NM1_01 of the 2100 loop and
classifies your business. There are 5 different choices to make

o Third Party Administrator
o Employer

o Gateway Provider

0 Sponsor

o Payer

e Contact information again is self explanatory.

¢ |SA 14 specifies whether your files are Test of Production files

¢ Acknowledgement requested means that you expect a TA1 Acknowledgement in
response to your file. Normally you would not.

Application Setup

When you select the menu item 'Setup --> Application Setup’ you will see the following
screen:
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Application Setup ':' = =

i * Indicates Mandatom Fields
Responze Files

Directary to write Bespaonze Files

Processed Files

@ Leave in Flace
hove to | C:AHIPAAsuiteAHIPAAsuiteCommDirsProceszedFiles

Delete
Log Update Document Color
[ k.eep alog of every file procezzed O] Mever check for update On Screen On Paper
@ Red @ Red
*Procezzed and Reszponse Files Folders Black Black

need to be zetin EDI Exchange Setup

LN e

The Setup screen

Here you can select important settings for the application.

First there are paths to two important folders:

e The output directory. This is the folder where response files will be created in.

e The processed file directory. If you want to move your request files after they have
been processed into an archive folder and get them out of the way, this is your folder

Then you can

e Determine whether you want to write every file processing to the log file, even
manually processed files. We recommend this setting.

e HIPAAsuite products always check for the availability of product upgrades. If you find
this annoying and the current version works for you, you can turn off the update check

¢ You can select the document color on screen and on paper for better readability

The last note refers to the EDI Exchange module. If it is licensed and activated then the
two directories are set through EDI Exchange's setup
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3.4 The EDI File Editor

Under the menu item 'View' you have the option EDI Editor’ plus you have the EDI icon on
the toolbar to invoke the EDI Editor.

EDI files are often hard to read, especially if they have no carriage returns and line feeds
to put each segment on a line of its own.

This option is only enabled when you have Opened an EDI File

When you click this menu option, the following screen will appear
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1 J5A™00° 0 “ZZ*BEECHSTREET ~Z77911363171  =100602*1301*U*00401*000000647 0P~ "
2 GS*HC*BEECHSTREET™311363171%20100602*130100"647-X*004010X09641~
ST"837°0001~
BHT0013700°014100625-2"20100602*1301°CH™ -
REF*B7-004010X09641~

NM1*41*2*EEECH STREET CORPORATION™"46*"BEECHSTREET™
PER*IC"Jane Doe*TE"3005555505*"EM*B005551212™
NMT*40"2*ALASKA LABORERS (WPAS INC y***46"911363171~
HL*1*=20"1™~

NMT*85"2*CAPITAL MEDICAL CENTER™33{*1841258639™

N3I"225 Main Street™

NA*Centerville*PA*17111™

REF'EI"621689675™

EFE310
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SBR*P*18"G01020102*Group Name**CI~
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24 CLM*AITYHE56"4441 94**13-A-1"N
25 DTPO96 TM*1130™
26 DTP434*RDE*20100419-20100415™
27 DTP 435 DT*199610131242~
28 CL1*Z2 101~
29 PWIKOZ*AA™ACDMNOD 12~
30 AMTC5"4441 94~
31 REFG1*13579~
32 REFEA"44444TH56~
33 REFD"TJI8UU321™
34 REF*9A™R.J55555™
35 HIFEK:7862°BJ:7862~
36 HIEF-78605"BF 78659
37 HFBH:11:D8:20100412°BH-A1:D8:19500424~
38 HIFBE:A3:::4441 94~
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[l Pl

42 SVZ'25814. M UN*1™

43 DTP472°D8*19370114~

44 NTE"ADD™301 NONPPQO THROUGH CONCENTRA PREFFERED SYSTEMS™
45 HCP 0000~

46 X2~

47 SNZ 27079 UN"Z™

5 DTP*472°D&*19370114~ L]
3 NTE"ADD*301 NONPPO THROUGH CONCENTRA PREFFERED SYSTEMS™
0 HCP=00r0*0™

LX*3~

SNZ2T2732UNZ™

DTP472"D8*19370114~

NTE"ADD*301 NONPPQ THROUGH CONCENTRA PREFFERED SYSTEMS™
HCP00 00~
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The EDI Editor

This Editor will replace all Element separators with a star ™', all sub element separators
with a colon ;" and all segment separators with a tilde '~' even if the original file uses
different delimiters. As long as you don't save, there will be no changes to the file.

When you right-click anywhere in the text, a floating menu will appear with typical test
edit options such as cut, copy and paste,
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12 NA=ANYTOWN*MD*21299™

13 REF*1C*395465™

14 HL=2*1*22*0™

15: SBR*P*13="MB™

16 NMTFIL*1*Nosmith®Herman™MI*65462 1234A™
17 :N3*10 Sth Avenue™

18 N4*Nanachut*MD*13747™

19 DMG*D8*19201 225" M™ Copy
20 NMT*PR*2"XYZ Carrier Services Inc™PI*8956751
21 CLM™ /7659926511 . 1Y " AMY™Y " C™ Paste
22 HI"BK-2749™ Diclete
23 NMT1=32*1*Wellmaker®John™"34*987121234™
24 PRNPE*ZZ7*203BF0100Y™

25 REF*1G*AB4321™ Select Al
26 LX=1™

27 SVI*HC-99213"65 UN"1==*1=*N"™ .

28 DTP*472*D8*20010315™ Find

29 REF*6R*C1™ Bepliics

30 HLEF 1=22=0™
31 SBR*P*1§™MB™
S22 MBI =1 *Mebhrille*Herminne***l[*q3 7RHA327 A ™

The floating menu of the EDI editor. right-click anywhere in the text to make it appear

Ctrl-F brings up the text search utility

E L = Ié?iﬁrﬁtl]_-l\:: RFTTRLLT JTTFEIET T SUTULRNTL T TUT U5 s UL TS
5_BHT*016*N0*N14 1N0&76.2*)01NNEND*1 N1 k- _ Ny
&l Find X )
:'3

g Find what: Find Mead

| 3 I.- ] | 3 |

14 [] Match case Olp @ Down

15

164, r,

17:PERTIC" Jane Dog™TE"9005E555555™

18 HL*2*1*22*0~

The search utility

Ctrl-H will bring up the replace utility

21
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4.1

, ;.r:.'-:r'.:.-ﬁ AR ket ek e "
32 E Replace X3

34 §

35 B | Find what: MOMN Find Mext

36K

:: P Replace with:

20 i

e lace Al

= [Feocs &

418

47 = Cancel

i, E [T} Match case l:

44 1

45 1 s~
46 h g
A7 wm

48 SN 270 T UN 2

4% DTP472"DE*19970114™

50 NTE"ADD™301 NONFPO THROUGH CONCENTEA PREFFERED SYSTEMS™

The Find and Replace utility

If you make changes to the file, the 'Save' button becomes enabled and you can save any
changes. The HIPAA Claim Master will further work with those changed files, you don't
have to open the file again.

Changing EDI files can be a tricky undertaking. You should be experienced in the format
of the 837 and understand that an 837 claim file could be a legal document that should
not be altered without the consent of the originator.

Using the Software
Running the Program

The installation will add a new group called 'HIPAAsuite' under your Start --> Programs
listing. When you click on the HIPAAsuite listing a sub listing called Eligibility Responder
will show. Click on it and the program will start.

The first thing you will see is the splash screen that indicated you are operating the
HIPAA Eligibility Responder in trial mode. Note the Registration number in the lower left
corner. This number is needed to create the unlock code for the unlimited use of the
product. Hint: You can right-click the registration number and copy it to the clip board.
This will avoid typos when you send the number to HIPAAsuite for the unlock code
creation.
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Once you click on Try' or when the software is licensed, immediately the main screen

shows

(7 HIPAA Eligibility Responder - 64bit

File View CodeSets Datsbase EDIExchange Setup Log Real Time Server  Help
A P
— Counter

i

% Manual Process

" Data Export

Process |

The main screen of the HIPAA Eligibility Responder

Mo update available

When the program starts up it checks automatically at HIPAAsuite's web site if an update
is available. If it finds an update you will be offered to download and install this update.

The menu bar on top gives you access to all the functionality of the software.

4.2 Opening an EDI File

You can either use the menu File’ and 'Open’
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r

a5 EDI X12 270 Eligibility Benefit Inquiry

File | View CodeSets Database  Se

|g Open

Select Printer

1@ 7 €

IR [ 5 SRR |

Figure1: Opening a file through the menu

or the taskbar icon the ‘Open 270 Folder' icon to bring up the Windows File Chooser

-

a5l EDIX12 270 Eligibility Benefit Inquiry

iz View CodeSets Database  Setup

B b

L

{_Dpen Docurment h
R

The 'File Open’ task bar icon

Navigate to your 270 EDI file and select it.

Hel

Now you can click on the red arrow button or on the ‘Process’ button and you will see the

listing of individual requests in the request grid.
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— . e cvmy

List of Elicbiltv Results
File View CodeSets Datsbase EDIExchange Setup Log  Help

¥ | = &
‘B> @070
Counter List of Eiigibilty Resuits
Files. l:| Payer Provider Subcriber Subscriber ID Bligibility

o s [

54 @ Manual Process

| © Data Export
!

Process

Run with
O compiiance check

View EDI File

l Exit l l Start Responses ] Move Processed File Refresh l

Create Response File View Report Send Response File

File Name: 270.edi No update available .:

After parsing a 270 request file

We can see that this particular 270 file contained 3 different requests. The window lists
the payer, the provider and the subscriber and ID. Please note that the last column with
the eligibility information is empty.

We can either double-click on a row in the request grid or by clicking on the 'Start
Responses’ button. The 'Start Responses’ button will start with request number one.

Once the eligibility information has been added, one can create the response file by
clicking on the 'Create Response File' button. Once the file has been created the View
EDI File' and the 'View Report' button will be enabled

The 'Move Processed File' button will move the file to the directory that has been
specified in the setup screen.

4.3 Answering an individual Request

When we double-click a line in the request grid or click the 'Start Response’ button, the
following split screen will come up that lists, in detail, all the information contained in the
request on the left side and has the tools to create the answer on the right. Since the
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C —— e = -~

incoming data cannot be changed, is makes sense to display the request in a report form
and visually separating the request from the response.

(B
t

 Inquiry1/3 Page1/1 —

Next Response 1/3
Health Care Eligibility Benefit Inquiry QuickResnores) Reject | _FullResponse
Filename: 270TestB2602.0xt Patient is Covered
Trading Partner D PALICHO Document Date 0712112003 10:18 AM Yes
Transaction ID. 10001234 Transaction Purpose:  Request 5
Inquiry 1 t
Infor Payer Federal Taxpayers ID Number.  72.0281240 !
ne PANAMERICAN LIFE DE PUERTO RICO
Requesting Provider
Entity Type:  Provider Federal Taxpayer's ID Number. 720281240
Name Pan-American Life Worksite
Subscriber
Name DOE MAYRA Member D 581112493
ber. 880890007
DOB: 1110411959 Subscriber Sex: Female  Eligibilty: 07/22/2003
Request
Trace Number [ Entiy D [ Adaitionai D |
[swrsotzar [ 9599955958
Eligibility Verification requested for the following Services
] se
Diagnosis Pointers
Biled Amount

The detailed view of an eligibility request on the left and the response creation on the left

Here one can see the details of the request starting with envelope data, the

organization that has the desired information, the requesting provider with all his
information is below, followed by subscriber information as well as dependent

information if the patient is not the subscriber.The details of request are then displayed

in the grid below. This particular request has 1 request line

Response 1/3

| Full Response |

Quick Response Reject

The response option and the navigation within the file.

We have several options to answer this request
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1. Give a quick response with the HIPAA minimum information
2. Reject the request for a variety of reasons
3. Give a full response with all the capability of the 271 transaction set.

4.4 Returning the Minimum Information

According to the implementation guide it is acceptable to just return whether a
subscriber is eligible for benefits at the time of the request or not.

If this is all you want to return to the requester, click on the '‘Quick Response’ button.

You will see the Response: Minimum Response screen:

Quick Response Reject Full Response

Patient 15 Covered
Yes

' No

Optional Dates

Add Dates to Benefit
Date Qualifier -

Date A ]

Date TimeQualifier Diate Edit

Help Done

The HIPAA Minimum Response screen

Dates are optional in the Quick Response Mode
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4.5

Here you can choose from a variety of different date types from the drop down menu

and select the date as well.

Date types that you can choose from are:
193 Period Start
194 Period End
198 Completion
290 Coordination of Benefits
292 Benefit
295 Primary Care Provider
304 Latest Visit or Consultation
307 Eligibility
318 Added
348 Benefit Begin
349 Benefit End
356 Eligibility Begin
357 Hligibility End
435 Admission
472 Service
636 Date of Last Update

Once you are done, click the 'Done’ button and return to the detailed request screen.

You can now save your eligibility information.

Rejecting a Request

When you click the 'Reject’ button you will be confronted with the Response: Reject

Eligibility Benefit Inquiry screen:
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Quick Response || Reject Full Response

Rejection due to Error Condition in Request

Reject at:
) TopLevel Request is Valid
) Insurance Level Requestis not Valid
0 Provider Level Rejection Reason
) Subscriber Level | '|
) Subscriber Benefit Level Follow-up Code
| -] | Add
Valid Reject Reason Follow-upCode Loop

The Reject screen

You can see in the left upper part of the screen an options menu. Here you have to
choose at which level the request is to be rejected. Accordingly, the Reject Reasons will
be available. Each level has different reject reasons. The most likely reason to reject is
that the provider is not in the network or the subscriber/patient is not on file.

e Top Level:Required when the request could not be processed at a system or
application level based on the entities identified in ISA06, ISA08, GS02 or GSO3 and to
indicate what action the originator of the request transaction should take. Below are
valid reject reasons for Top level rejections

04 Authorized Quantity Exceeded
41 Authorization/Access Restrictions

42 Unable to Respond at Current Time

© <2006> ... Martin Scholl Consulting, Inc.



30

HIPAA Eligibility Responder

79 Invalid Participant Identification

e Insurance Level:Required when the request could not be processed at a system or
application level when specifically related to the information source data contained in
the original 270 transaction’s information source name loop (Loop 2100A). it also
indicates that the information source itself is experiencing system problems and to
indicate what action the originator of the request transaction should take. Below are
the valid reject reasons for an insurance level rejection

04 Authorized Quantity Exceeded

41 Authorization/Access Restrictions

42 Unable to Respond at Current Time

79 Invalid Participant Identification

80 No Response received - Transaction Terminated

T4 Payer Name or Identifier Missing

e Provider Level:Required when the request could not be processed at a system or

application level when specifically related to the information receiver data contained in
the original 270 transaction’s information receiver name loop (Loop 2100B) and to
indicate what action the originator of the request transaction should take. Below are
the valid reject reasons for an provider level rejection

15 Required application data missing

41 Authorization/Access Restrictions

43 Invalid/Missing Provider Identification

44 Invalid/Missing Provider Name

45 Invalid/Missing Provider Specialty

46 Invalid/Missing Provider Phone Number

47 Invalid/Missing Provider State

48 Invalid/Missing Referring Provider Identification Number
50 Provider Ineligible for Inquiries

51 Provider Not on File
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79 Invalid Participant Identification
97 Invalid or Missing Provider Address

T4 Payer Name or Identifier Missing

e Subscriber or Dependent Level:Required when the request could not be processed at
a system or application level when specifically related to the data contained in the
original 270 transaction’s subscriber name loop (Loop 2100C) and to indicate what
action the originator of the request transaction should take.

15 Required application data missing

35 Out of Network

42 Unable to Respond at Current Time

43 Invalid/Missing Provider Identification

45 Invalid/Missing Provider Specialty

47 Invalid/Missing Provider State

48 Invalid/Missing Referring Provider Identification Number
49 Provider is Not Primary Care Physician

51 Provider Not on File

52 Service Dates Not Within Provider Plan Enrollment

56 Inappropriate Date

57 Invalid/Missing Date(s) of Service

58 Invalid/Missing Date-of-Birth

60 Date of Birth Follows Date(s) of Service

61 Date of Death Precedes Date(s) of Service

62 Date of Service Not Within Allowable Inquiry Period

63 Date of Service in Future

71 Patient Birth Date Does Not Match That for the Patient on the Database

72 Invalid/Missing Subscriber/Insured ID
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73 Invalid/Missing Subscriber/Insured Name

74 Invalid/Missing Subscriber/Insured Gender Code
75 Subscriber/Insured Not Found

76 Duplicate Subscriber/Insured ID Number

78 Subscriber/Insured Not in Group/Plan Identified

e Subscriber or Dependent Benefit Level:Required when the request could not be
processed at a system or application level when specifically related to the data
contained in the original 270 transaction’s dependent name loop (Loop 2100D) and to
indicate what action the originator of the request transaction should take.

15 Required application data missing

35 Out of Network

42 Unable to Respond at Current Time

43 Invalid/Missing Provider Identification

45 Invalid/Missing Provider Specialty

47 Invalid/Missing Provider State

48 Invalid/Missing Referring Provider Identification Number
49 Provider is Not Primary Care Physician

51 Provider Not on File

52 Service Dates Not Within Provider Plan Enrollment
56 Inappropriate Date

57 Invalid/Missing Date(s) of Service

58 Invalid/Missing Date-of-Birth

60 Date of Birth Follows Date(s) of Service

61 Date of Death Precedes Date(s) of Service

62 Date of Service Not Within Allowable Inquiry Period

63 Date of Service in Future
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64 Invalid/Missing Patient ID

65 Invalid/Missing Patient Name

66 Invalid/Missing Patient Gender Code

67 Patient Not Found

68 Duplicate Patient ID Number

71 Patient Birth Date Does Not Match That for the Patient on the Database

77 Subscriber Found, Patient Not Found

When you select Subscriber or Patient Benefit Level, drop down box appears that lets you
select which benefit line is rejected.

Subscrnber Level
Follow-up Code

@ Subscriber Benefit Level -

Service Type Code —
- Add

The drop-down box that let's you choose the benefit line of the request.

According to the reject reason select a meaningful follow-up code. There are:
C Please Correct and Resubmit
N Resubmission Not Allowed
R Resubmission Allowed (Use only when AAAQ3 is “42".)
S Do Not Resubmit; Inquiry Initiated to a Third Party
W Please Wait 30 Days and Resubmit
X Please Wait 10 Days and Resubmit

Y Do Not Resubmit; We Will Hold Your Request and Respond Again Shortly (Use
only when AAAQO3 is “42".)

Once you are done, click on the 'Save' button and return to the request screen.
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4.6 Creating a Full Response

4.6.1 Eligibility and Benefit Information

If you choose to create a full response, you will see the Response: Eligibility and Benefit
Information screen:

Quick Response Reject | Full Response

List of Defined Benefits

Status Cov  SerType Ins Type Desc Time Mon Perce QuantC Quant Auth In Proc
» ]
Add Benefit
Describe Benefit
Eligihility Status . Coverage Lewvel
+ I - + | Additional Entity ‘
Inf
Service Type Code Insurance Type Code =
98 - Professional (Physician) isit - Office | |- - Add Delivery ‘
Plan Coverage Description (50 characters max) Are Benfits In-Flan-Metwork? | Authariz. or Cert. regquired? Specs
Time Period to qualify Benefit Availability
- Eligibility Message [265 characters max)
Co-Pay. Co-lnsurance. Deductible
Amount Percent Quantity Time
ar Per hd
Add Dates to Benefit Additional Subscriber ldentification
Date Qualifier » Reference ldentification Qualifier Reference ID
Date Fram  _J_/ [l M
Description
D ateTimeQualifier D ate Edit I1dQualifier Id Description Edit

The Eligibility and Benefit screen

When you first call up this screen, you will notice that some values in the drop down
boxes are already filled in. This information is carried over from the request. While the
implementation guide does not force you to return the specifically requested
information, the HIPAA Eligibility Responder defaults to the requested information.

While creating benefit information, you can either leave the selected info and answer the
request or select any other values. If the request is for multiple services, that means
there are several lines in the request screen, you will see for each new benefit that you
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define the default information pre-selected.

Fill in all the information that you have on the patient. If you have further information
in regard to the benefit such as dates and ID's you can add this information in the bottom
of the form. This way the additional information is clearly belonging to the current
benefit.

You can add insurance information such as policy numbers, employee number etc. to the
benefit information. This information will be transmitted in the 'REF' segments.

Additional Subscriber ldentification

Feference ldentification Qualifier Feference ID

3F Referral Mumber » 2011051485537

Description Add
IdQualifier Id Description Edit

2342444

Adding Identifiers to the Benefit

You might want to specify time periods that pertains to the benefit. You can do this on
the bottom of the screen

Add Dates to Benefit

Date Cualifier 636 Date of Last Update -
Date A eme B Add
D ateT imeQualifier Date Edit

357 Eligibility End 1273172011 [r—

The Date screen
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Here you can choose from a variety of different date types from the drop down menu
and select the date as well.

Date types that you can choose from are:
193 Period Start
194 Period End
198 Completion
290 Coordination of Benefits
292 Benefit
295 Primary Care Provider
304 Latest Visit or Consultation
307 Eligibility
318 Added
348 Benefit Begin
349 Benefit End
356 Eligibility Begin
357 Hligibility End
435 Admission
472 Service
636 Date of Last Update

The above screen shows you a sample with three additional Identifiers and a description
for one of them.

Choose a qualifier and an Id. The description is optional. When you click the save button,
the additional identifier will be saved.

The last segment narrowing the benefit information is the ‘MSG' segment. This segment
an contain any text up to 256 characters long that can describe a benefit or have any
other information that might be important and can only be expressed in free format.

Ehqibility Message [265 characters max]

THIZ |5 A FREE FORM MESSAGE. IT CAN BE 264
BYTES LOMNG AMD |15 USED TO TRAMNSMIT
INFORMATION THAT CANMOT BE EXFRESSED

The free form Message

Once you are done with a benefit, you can click on 'Add Benefit’ and the line is saved to
the benefit grid.
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If you want to go back and edit a benefit or add additional information, just double click
a line in the defined benefit grid and the data is back in the fields and drop down boxes
above, ready to be added. You will see that the 'Add Benefit' button reads now ‘Save
Benefit' This way you know that you are in edit mode. After you made your changes or
added information, click on 'Save Benefit' to update the response.

4.6.2 Delivery Specific Infomation

In some cases it might be advantageous to narrow the eligibility information with delivery
specification. The 271 transaction set has therefore the 'HSD' (Health Service Delivery)
segment.

The HIPAA Eligibility Responder has a screen for this information. If you click in the
benefit screen on the 'Add Delivery Specs' button, you will see the Response: Health Care
Services Delivery screen:
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4.6.3

o5! Response: Health Care Services Delivery = | = x|
Describe Service Delivery Specifics
Quantity  Quantity Qualifier
3 VS Visits -
For example: 25 Visits per 3
Number Sampling Time Period Qualifier
1 per WK Weeks -
Twelve visits, three visits perweek, for 1
Mumber Time Frame
for g 34 Month v
One visit per week for 3 Month 1/3 Mon,1/3 Wednesday.1/3 Friday in AM
Delivery Pattern Delivery Pattern Time
E - Tuesday - E-P.M -
Save
Listed Service Delivery Specifications
Sampling Sample Time Period Pattermn
Quant Qua Quant Unit Mod Pesiod Cound Pattemn Time Edit
» |vs 3 WK 1 34 6 E E [ ]

b

The Health care Service Delivery screen

The information is a bit difficult to put in. Therefore we added some samples in green
onto the form to give you an idea what kind of information this screen takes.

For example a physical therapy benefit could specify how many session within a given
time frame are covered, or hospice service that consists of home visits could be specified
how many times a nurse would come.

The above figure shows the three delivery specification as mentioned in the green print.

Adding Entity Information

The 271 transaction set has a provision to add so called ‘'entity’ information to the
response. Entities could be
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e Primary Care Physician
e Another Payer
¢ A legal Representative

and a few others.

Required when provider was identified by Identification Number (not Taxonomy Code) in
the 270 Inquiry and was used in the determination of the eligibility or benefit response;

or

Required when needed to identify an entity associated with the eligibility or benefits
being identified in the 2110D loop such as a provider (e.g. primary care provider), an
individual, an organization, another payer, or another information source;

If not required by this implementation guide, do not send.

The Response: Eligibility and Benefit Information screen has the 'Add Provider Info'
button. Click this to bring up the 'Response: Additional Entity Information screen
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4.6.4

ot Response: Additional Entity Information = Z

MName and Address Info

Entity Identity Code ID Code D

P3 - Primary Care Provider » Fl-Federal Taxpayer's Identification - 321556465
Name First Middle Suffix
WELBY MARCUS

Address

20MAIN ST SUITE 300

State Zi

City P
ANYTOWN MD 20622

Contact Information
Contact Person Communication Communication

JASON DOE Type

No
Z)

Provider Information
Provider Type ID Qualifier D

P3 - Primary Care - -

L

The Additional Entity Information screen

Adding the information does not need further explanation.

Military Personell Information

The MPI segment that contains Military Personnel Information was introduced with 5010
standard.

This information is required when this transaction is processed by DOD or CHAMPUS/
TRICARE and when necessary to convey the Subscriber’s military service.

Clicking on the Military Information button will bring up the following screen
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-

o5 MILITARY PERSONMEL INFORMATION

Information Status Code
C - Cument -

Governent Service Code
C'J"".I'ITI}’ -

From Date
111978

Description

Clear

Employment Status Code
Al - Active Military - USA

Rank Code
L3 - Liewtenant Colonel

To
12/31/2011

Save

%

The Military Personnel screen

4.7 Creating the Response file

Once you have added the eligibility information and you get back to the main screen, you
will now see information in the eligibility column, the last column in the request grid.

You are now ready to create the EDI response file.

Payer Provider

4 PAN-AMERICAN LIFE DE PUERTO. .. [eiin con Ty I TR L [

PAN-AMERICAN LIFE DE PUERTO... | Pan-American Life Wor__.
PAN-AMERICAN LIFE DE PUERTO._. | Pan-American Life Wor___

Subcriber Subscnber ID
DOE. MAYRA 93175012547
SMITH. MARISEL 93175012548
JONES. MARISEL 93175012549

You can see now that eligibility information has been added in the last column

Higibility
EB*1*FAM*4°C1*5"V___

Click on the ‘Create Response File' button and the 271 file will be created and written into
the out directory that you specified during system setup.
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Once the file has been created, a message box appears, informing you that the file has
been created and asking you if you want to see the file.

Response File -

The file C\Termp'\271 Response Files\HPS20110408-024704-270T est82602.271 has

been created. Do you want to see it?

ves || No

The message after creating a 271 response

If you click yes and if you have the EDI File Editor installed and mapped, the File Editor
will come up and display your file.

o' File: C:\Temp\271 Response Files\HPS20110408-024704-270Test82602.271 - ____ IEEIE

S

1 ISAT00™ *00* TZZ'HIPAASUITE 277 PALICHO™110408%0247*U~00401*1097000071°0*P*"™ -
2 GS™HB*HIPAASUITE*PALICHO*20110408%024704105700001*X*004010X092A1™
3 ST277*109700001™

4 BHTT0022117201104087024704™

5 HL O™ 201~

& NMT*PR*2*HIPAASUITE™FI*52-1685100™

ZHL 102171~

3 NMT1"1P*2*Pan-American Life Waorksite™™F1*72-0251240™

9 HLZ*1*220™

10 TRN*2*93175-012547*3599999999™

11 NMTFIL*1"DOE*MAYRA™MI"581112493™

12 REF*6P*58089-0007™

13 EB"1*"FAM™ " CT™5™V5"1™Y™

14 SE*117109700001™

15 GE*1*109700001™

16 IEA*1*10970000™

17

The Response File
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4.8 Moving the Processed File

Once you have responded to a 270 eligibility request, you might want to archive the file
and take it out of the way to prevent duplicate processing. If you have specified a
directory for processed files in the setup and checked the ‘Move to' option, the file will be
moved after processing.

-

Application Setup I. = | (5] |_ihr

* Indicates Mandatony Fields

Response Fles

Directory to write Response Files
CAlzerz\Juanm\Document s \HIPAASuite\EDI ROOTWutbox

Processed Fles
Leave in Place

2 Move to | CAUsers\Juan\Documents\HIPAASuite\ED] ROOT\ProcessedFiles

Delete
Log Update Document Color
Keep a log of every file processed [] Mever check for update On Screen On Paper
@ Red @ Red
*Processed and Response Files Folders ! Black ! Black

need to be setin EDI Exchange Setup

This option moves the file after processing to keep the EDI root directory tidy.

L

4.9 Viewing the Response

After creating the response and writing it to file you can click the button "View Report”
This functionality will display the 271 transaction that you just created in a report type.

] ‘ View Report ‘ E

The "View Report” button
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5.1

Pressing it will bring up the report

-

HIPAA Preview -— - B

Print

Close

« Pagel/1l —

!

Health Care Eligibility Benefit Response

Trading Fartner ID: 610442 DocumentDate: 12/6/2011
Transaction 1D: 10001234
Response 1
Requesting Provider
Entity Type:  Provider Service Frov. Mumber: 2000035
Mame: Welby Marcus J
Frovider Type: Performing Specialty: Physician/Osteopath, Family Practice

Facility Network ID Number. 234899

Subscriber

Mame: DOE JOHN P MemberID: 11122333301
Group/Policy Number, 599119

Address: 100 MARKET ST APT 3G

City: CAMP HILL State: PA Zip: 17011

Subscriber DOB: 0816/1940 Subscriber Sex:Male Service : 05/01/2002

Request

Trace Mumber Entity 1D Additional ID

93175-012547 9877281234

Eligibility or Benefit Infoermation

=

Service Type: Professional (Physician) Visit - Office
Insurance Type:

Eligibility Status:  Inactive Coverage Level:

The response as a report.

Database Interaction

Introduction

-

m

The HIPAA Eligibility Responder has a database interface that allows the export of the EDI
request data in an SQL compliant database such as Microsoft SQL Server, mySQL, Access
or Oracle. The data is placed in two hierarchical tables,

e EDI_EligibilityHeader and

¢ EDI_EligibilityDetail.
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In addition the response can be saved. Here we use a schema of 4 tables.
e EDI_ResponseHeader which contains file level information

e EDI_ResponseMember which contains demographic and other member related
information

e EDI_ResponseBenefits which contains benefit information, in a one-to-many
relationship, meaning that a member record can have multiple benefit records
associated

e EDI_EligRequestValidation which contains error messages in case the response was a
rejection

Lastly there are the tables that contain membership information that will be used to
create automatic responses. These tables

¢ EDI_CoveredMembers and
e EDI_CoveredBenefits

are there to be populated by the users with their healthplan's data. This process will
require custom programming either on the side of the user or contracted out to
HIPAAsuite.

HIPAA
Eligibility Membership
Responder Data

Schematics of the database design for the HIPAA Eligibility Responder
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5.2

There are scripts provided and a screen to generate those tables for a few important
databases such as Microsoft SQL Server, the open-source database mySQL and Oracle.

The tables contain nearly every possible element of the request and it is possible to

answer requests from the database.

Database Setup

Under the main menu item 'Database’ is the first option "Connection and Data Fields"

Database | Log Setup  EDIExchange  Help

| Connection and Data Fields

Stored Eligibility Requests
Stared Eligibility Responses

Stared Covered Members/Benefits

Table Creation

[Ny

Fields Mapping

The menu under 'Database’

When you click on it the following screen comes up
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Database Server Setup for OLE/ODBC Connection _ (3] x|
rHIPAAsuitE's Eligibility | [~ Fields to be exported
—C ion Properties Eligibility tables |Memhership | Response and Validation |
Dstabase Troe Database Connection | Reguest Header B Beals
b - - [ Header Data =] [ = MAEigkitty Detsits
IMS S0OL Server Integrated Security j .. [ TradingPartnerD - [F] ServiceTypeCode
Database Server Name - [#] TradingPartnerDausl - [F] ProcedurelDausl
I.\SQLEXprESS - [ AppReceiverlD - [Pl Procedurell
Datab [ FileMame A Maciifiert
atabase . .
T Test Connection | - [¥] FileDate: = - [] Modifier2
| suite - [ FileTime [P Mociitier3
Username ™ Checked - [¥] ProcessDate - [ Mosifierd
ProcessTime Coveragelevel
- [#] Wersion - [¥] DisgnosisCodePainter1
Password - |w] PurpozeCode - |[w] DisgnosizCodePointer2
(& il
- [¥] Transactioni - [¥] DisgnosisCadePointer3
- [#] TransactionType - [¥] DiagniosisCodePointerd
q ship =1- [ Source Information - [#] SpertDownamount
. - [#] SourceErtitylD - [#] BilledAmaunt
v
I_R S R:sp ZnS?fshlln I;I\Jatahase SourceMame Facility TypeCade
ESpm?SE CETRET UEIE TS You can - ] Sourcefirstiame - [e] ReferralMumber
|EDI_EI|gResponseHeader create - [#] Sourcemiddietame - [ Prior AuthorizationMumber
Response Members Table Mame the - ] SourceSutfix ] EligibilttyDateCual
IEDI EligResponsehlembers tables [¥] SourceDGual Ehg!b!lrty'DaieFrom
= through - [¥] Sourced - [#] EligiiltyDateTo
Response Benefits Table MName a - [ Receiver Information
|EDI_EligResponseBenefits separate - B ReceiverEntityD
" . Screen
Request Validation Table Name Rece‘“’emame
" o - [¥¢] ReceiverFirsthlame
ED|_EligReguest'alidatian
I _Elgreq - [#] ReceivertiddieMame
- [#] RecaiverSuffix had
Save Connection Information | Select All ‘ Select Hone Select All Select Hone

Close | Help | Tes1Cunﬁguralion| Save Field Configuration
4

Database connection and data fields

On the left side of the screen you see the connection setup, here again in detail

Defining the connection parameters. Note that this image shows the check mark at "Save Responses in
database”

e Database Type --- is either ODBC or Microsoft SQL Server either with Windows
Authentication or with explicit credentials (If you need other types, please contact
us for customizations)

e Database Server Name or DSN --- In case of SQL server this is the IP address or
the name of the database server, for ODBC this is the Data Source Name (DSN)
that is defined through the ODBC setup in the Control Panel of Windows

e Database --- This is the database under the above connection, usually not needed in
ODBC setup.

e Username --- A defined user that has privileges to the database, usually not
needed in ODBC setup

e Password --- Usually not needed in ODBC setup.

e Eligibility Request Header Table Name --- The name that you give to your
Eligibility header table. A default name is suggested but can be changed
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e Eligibility Request Detail Table Name --- The name of the table that contains the
line information. A default name is suggested but can be changed

e Eligibility Response Header table name -- This box shows up if you choose to save
the response information

e Eligibility Response Member table name

e Eligibility Response Benefit table name

e Eligibility Request Validation table name

e Covered Members table name

e Covered Benefits table name

You can create the tables through a separate screen with scripts available in many
database flavors

If you select to save the responses in the database, you will see 4 more text fields appear

'Requests Responses | Membership |

¥ Save Responses in database
Fesponse Header Tahle Mame
|EDI_EIigRespnnseHeader

Response Members Table Mame
|EDI_EIigF{espDnaeMemhers

Fesponse Benefits Table Name
IEDI_EIigF{espunaeBeneﬁts
Feguest “alidation Table MNarme
|EDI_EligRequestvalidation

Checking to save responses reveals 4 more tables

These four tables are used to store the responses created.
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Eligibility tables | Membership Response and Vialidation |
EligResponse Header EligResponse Members EligResponse Benefits
Bl E_] Header Data = [¢] Subscriber Informatian 1= =k E_] EligResponze Information |5
- [#] TradinaPartneriD - [#] Subscrineriame - [#] EligikailityStatuis
- [] TradingPartner Dizusl - [#] SubscriberFirstiame - ] Coveranelevel
- [w] FileMame - [W] SubscriberMiddlietlame - [W] ServiceTypeCode
- [W] FileDate - [W] Subscriber Suffix - [¥] InsuranceTypeCods
- [W] FileTime - [w] SubscriberDoual - [¥] PlanCoverageDescription
- |w] ProcessDate - |w] SubscriberlD - |w] BenefitzinPlantetwork
i
- [W] Proces=Time - [W] Subscriber OtherlDCual - [w] CertificationRequired
- [ Wersion - [l SubscriberOtherlD - [#] Benefitvailabilty
- |w] PurpozeCode - W] SubzcriberCtherlDCual2 - |w] Benefit&mount
B Purp
- [w] TranzactionlD - [W] Bubscriber CtherlDz2 - [#] RemainingAnnualDedintletwol
- [#] TranzactionType - [¥] SubscriberCtherlDousl3 - [¥] RemainingAnnualDedinkletuor
I'_'I Saurce Information - [¥] SubscriberCtherlDd - [¥] FemainingAnnualDedOuthlsta,
— Feditdl - [¥] Subscriber Addres=1 - [¥] RemainingAnnualDedOuthlsta,
Select All Select Hone - [#] Subscribersddres=2 - [#] RemainingBenefitDedintletuo
Reguest Validations - [#] SubscriberCity - [#] RemainingBenefitDedintletwor
E E| T —— Suhscr!herSFate Rema!nfngElenef.rtDedOutNetw
[ sl - [#] Subscriber Zip - [#] RemainingBenefitDedOutet
.. F]RejectRessan - [#] SubscriberCourtry - [ AnnuslDedinietseorkiMD
. F] FollowlipCore - [#] Subscriber Subdivision - ] AnnualDedinietsorkF A
.. LoopiD - [#] SubscrinerSex - [#] AnnuaslDedOutietwarkikD
- B RejectserviceTyne - [#] SubscriberBithDate - ] AnnualDedOutietaorkF £
E I:I Eile itermation - [#] SubscriberProviderCode - ] CoPavintMetwarkcusl
=1 FilsName - [ SubscriberProviderDGual - ] CoPavintetwark
- [FlFileDate - [#] SubscriberProvider Taxanomy - |v] CoPayQutMetworkGual
T FilaTime ! fulhscrlher?aile?uaﬂ = tiu:u!:a':.fOutNetWDrk . =
<| | > <| | ’
Select All | Select Hone Select All Select Hone Select All Select Hone

The tab with the fields of the response tables

After filling in all the information, save the information and test the connection by
clicking on the "Test Connection” button.

After establishing a connection and the existence of your tables is verified you will see

a message
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5.3

Success |

& Success establishing connection
|

= Werifving Eligibility Tables:
Eligikility Header kable verified
Eligibility Dekails table verified

Yerifying Response Tables;
Response Header bable verified
Response Members table werified
Response Benefits kable verified
Reguest Validation table verified

Yerifying Membership Tables;

Covered Members kable verified
Covered Benefits table verified

The success message that the connection works and that all tables have been verified

You cannot export eligibility requests before this connection tests successfully.

Field selection

The field selection part of this form lists all the fields that the program works with
internally. They usually represent all the fields that can be in the EDI file. We recommend
to select all fields. But if you are an expert and know that there are fields you will never
use, you can deselect them and even remove them from the tables to obtain faster
performance for example.

When you first bring up this screen, all the fields are deselected. You can click on the
"Select All' button to check them all. Please do that for all 3 tabs and 8 tables.

You need to test the configuration first before you can save it. This will avoid later
errors.
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—Fields to be exported
Eligibility tahles | Response and Validation | Membership |
Request Header Reguest Details

- [#] Header Data & || = [ Elgibilty Details
- [#] TradingPartreril - ] Service TypeCode
- [#] TradingPartnerlDGusl - [¢] ProcedurelDoual
- [#] AppReceiveriD - [#] ProcedurelD
- [#] Filetame - [#] Modifier1
- [P FileDate i - [#] Moddifier2
- [#] FileTime - [#] Modifier3
- [P PracessDate - [#] Modditier4
- [#] ProcesaTime - [#] Coveragel evel
- [#] wersion - [¥] DisgnosisCodePairter1
- [P Purposetode - [#] DisanasisCodePairter 2
- [#] TransactioniC - [¥] DisgnosisCodePointer 3
— [ TranzactionType - [¥] DisgnosisCodePointer 4

- [#] Source Infarmatian - [¥] SpentDownimaurt
- [#] SourceEntityIC - [#] Billed&mount
- ] SourceMame - W] Facility TypeCode
- [#] SourceFirsthame - [¥] Referralumber
- [#] SourceMiddleMame - [#] Prior &uthorizationMumier
- [#] Sourcesuftix - [#] EligibilityDrateGual
- ] SourceiDoual - [#] EligibiltyDateFrom
- [ Sourcell - [#] BligiksilityDrateTo

- [#] Receiver Information
- [F] ReceiverErtitylD
- [¥] Rreceivertlame
- [P ReceiverFirsthame
- ] Receivermiddierame
- [l Receiver Sutfix b

Select All Select Hone Select All Select Hone
Test Configuration Save EField Configuration

selecting the fields to be exported

If you have errors with individual fields checking out, a screen comes up that lists the
fields in error and allows you to deselect them.

54 Renaming Fields

You can rename the fields listed for selection. The long field names that the HIPAA

Premium Payment Master uses for the data export might be too long for some
databases. IBM AS400, Clipper and other legacy databases cannot work with overly long

filenames.
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For this reason you can change the filenames to any name that you wish, as long as there
are no blank spaces in the name.

The HIPAA Claim Master lets you change the names of the columns that you select for
export. Al you have to do is

1. Click twice the field name. Do not double-click, but click slowly twice. You will see that
the field name is now editable.

2. Change the name to your value and leave the field by clicking somewhere else
3. Your field name has now been changed

4. Don't forget to save the new settings

RemittanceR efType
RermittanceR eference
Armount

Selecting a field

Click again, do not double click, on the label and you see that suddenly there is a frame
around the name and the curser is placed at the end of the label. Now you can edit the
label.

RemittanceR efType

B emittanceR ef
Aot

EIENCE

The field name in edit mode

RemittanceRefTppe

[(EREMITREF

Aot

The renamed field
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55 Field Errors

If fields don't exist in the database that you specified, you will see an error screen

ol SQL Errors = | &= S

- — - -

======= Table EDI_PremiumPayments =======
Imvalid celumn name Tota".

Invalid column name 'Effective’.

Invalid column name 'SenderAccounts’.

Invalid column name 'PaymentsMethod'.

[ Cancel | [ Help - What is going on | | Uncheck Fields in Eror

e

The error screen you will see if the field selection contains non-existing fields.

Study the errors in detail and see what went wrong. In this case for demonstration
purposes | changed a few names and of course that caused this error. My best option is
to click the "Uncheck the Fields in Error” button and return to the field selection screen.
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5.6

Felds to be exported
Header Table:
-] TradingPartnerlD
[ Traneaction Mo
[ Filename
-[¥] HandlingCode
-] Tota | Amourt
-[| Effective Date
-] SenderAccounts
-] ReceiverAccount
[ Payments Method
[ Masterfccount
-.[#] Coverage Period
.| ReceiverMame
[ ] ReceiverlD

The fields in error are now unchecked.

Exporting Eligibility Requests

Once the database connection and fields have been set up, you can export the data in
the 270 EDI files to the database.

On the main screen, open a file and select 'Data Export’

Counter
Files

[ 1
Records |:|

) Manual Process

@ Data Export

Choosing data export and the counters

Then, when you process the file you will see the counters increasing and when the file is
finished you will see a screen pop up with the processing results.
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f =

Processing Results

Frocessing of the file 270_5010_20000D_TEMNO3_HZ0627_ERROR. began at 1/2/2012
FE205Y P

J Becords have been exported to database
Frocessing ended at1/2/2012 3:29:08 Phd

L

The screen with the process results.

57 Database Errors

When you start exporting claims into the staging tables you might encounter errors at
first. This usually results from table definition issues. The HIPAA Eligibility Responder
displays a very detailed error message that tells you which claim failed, at what field and
if applicable, which line.

This information should help you to trouble shoot the problems. It sometimes takes
serious detective work to find and correct errors.

Below are some of the most common errors:
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Item cannot be found:

T — x|

Error while updating Claim header table 'EDI_Claims'
Error 3265: Item cannot be Found in the collection corresponding to the requested name or ordinal, in Sub “Write_3QL_Claim'

Claim Counter: 1, with Provider's Claim Mumber: '13235"
Field: ClaimMo
Walue: 13235

: Zancel |

This error happens when a column that was selected for export does not exist in the
Header table. In this particular case it is the field 'ClaimNo'. If you receive this error, go
back to your table admin tool and check the field ‘ClaimNo’

Multi-step OleDB Operation generated errors

T —— x|

Error while updating Claim header table 'EDI_Claims'
Error -2147217887: Multiple-step OLE DB operation generated errors, Check each OLE DE status value, if available, Mo work
was done, in Sub “Write_SCOL_Claim'

Claim Counter: 1, with Provider's Claim Mumber: 113235

Field: BillProwapecialty
Malue: 000000002331

I, I Zancel

This is typically the message when the field definition in the database is different from
the data. Here we see that the error occurred with the billing provider's specialty. The
field definition in the table was set as varchar(10) and the value here:000000002331 has
12 digits, causing the error message.

Field doesn't have a default value

Exportfror x|
Error while updating Claim header table 'EDI_Claims'
Error -2147217871; [My3QLI[ODBC 3.51 Driver[mysqld-5.0. 16-nt]Field 'Claimio’ doesn't have a default value in Sub
"“Wrike_S0L_Claim'

Claim Counter: 1, with Provider's Claim Mumber: '13235"

Field: Updating Claimheader Table
CK I Cancel
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The field 'ClaimNo’ is defined as ‘Not Null. But somehow this data was not present and
HIPAA Claim Master tried to update the table with a null ClaimNo.

Type mismatch:

ExportEror x|

Error while updating Claim header kable 'EDI_Claims'
Error -2147352571: Type mismatch. in Sub "Write_SJL_Claim'

Claim Counter: 1, with Pravider's Claim Murmber: '13235"

Field: BillProvLask
Walue: LEE T

(0] 4 I Cancel

This error occurrs when the HIPAA Claim Master tries to write a letter to a field that is
defined as 'Integer’ for example. The data type of the column does not match the data
type of the value.

Claim Detail Errors

T — x|

Error while updating claim detail table 'EDI_ClaimDetail
Error 3265 Item cannok be Found in the collection corresponding ta the requested name or ordinal, in Sub “Wrike_SOL_Claim'

Claim Counter: 1, with Provider's Claim Mumber: '13235'
Figld: LineMumber

Value: 1

Line Mumber: 1

(n] 4 I Zancel

The errors with the claim detail table are similar, only that the error message indicates
also at which line number it occurred.

5.8 Exported Requests

You can work with the data in the eligibility tables through the 'Exported Eligibilities”
screen.
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Eligibility Requests
SELECTTOP 20 *

2 FROM EDI_EligRequestHeader

—| _Execute Query
Clear Query

Stored Eligibility Requests | Define Query |

I [=1 3

TR
o i Query File Name: [DAEDIRoot\Outbox\ChangeHealthcare| query
Receiver ID: [1821040850 Query | Subscriber First Name: [DARNELL Query
Receiver Last Name: [PREMIER IMMEDIATE MEDICAL CAI] query | Subscriber Last Name: [SULLEY Query
Recsiver First Name Query | Principal Diagnesis Code Query
Eligibility Header: Eligibility Details:
Field [ Valug EligibilityDetailld | Eligbilityld | ProcedurelD@ual | ProcedurelD | Modifierl | Modifier? | Modifier3 | Modifierd | Coveragelevel | DiagnosisCodePoin
1
TradingPartnerDAual 3
TradingPartnerD 263086998
AppReceiverD 263086998
FileName DAEDIRootOutbox\Cha
FileDale
FilaTime
ProcessDate S1412017
ProcessTime 5:46 AM

“Wersion

004010X092A1

Purposetode

TransactionlD

bdbfi301-38a3-11e7-6b7 ..

TransactionType RT
SourceErtitylD PR
SourceName KTECHO BLOC
SourcsFirsthame

SourceMiddleName

SourceSufiix

SourcslDGQual FI

SourcelD XTECHO
ReceiverEntitylD 1P

ReceiverMame

PREMIER IMMEDIATE

ReceiverFirsthlame

ReceiverhiddleName

ReceiverSuffix

ReceiverlDQual B

ReceiverlD 1621040890
ReceiverOtherlDQuall 1

ReceiverOtherlD1 Douglassville
ReceiverOther DQual2

ReceiverOtherlD2

ReceiverOtherlDQual3

ReceiverOtherl D3

D. 1 1130 FRANICLIN DI

Stored Eligibility Request records

When you open the screen it shows you the first record in the database and the screen
would let you scroll through all the records. You can also enter your own SQL query to
select certain records only either as free form query if you are experienced in the

database query language or through the 'Define Query' tab
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-

s Stored Eligibilities

(=]@] =

|1

SELECT
FROM EDI_HligibilityHeader

Stored Eligibilitys| Define Query

Execute Query

Field Useinquery  Condition Criteria Or

»

Header

TradingPartnerlD

m

TradingPartnerlDQual

FileDate

FileTime

ProcessDate = | 232011

ProcessTime

Version

PurposeCode

TransactionType

Source

SourceEntitylD

SourceName

SourceFirstName

SourceMiddleMame

SourceSuffix

SourcelDCual

SourcelD

Receiver

ReceiverEntityld

000oOOoGEooooEooooDoDEDEoEEE
4

ReceiverMame

L%

Build your query

Here you can compose your query using the fields in the database and conditions that you

select

5.9 Creating Responses from the database

In the 'Stored Eligibility Requests’ screen is a button 'Create Response’

efine Query

a0 ko K |CreateRespDnse
a r

The 'Create Response’ button
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When you click this button the request is loaded from the database into the create
response screen.

5.10 Database Schema

Incoming 270 request information is stored in two tables named EDI_EligRequestHeader
and EDI_EligRequestDetail.

Request Tables schema.

edi_EligRequestHeader edi_EligRequestDetail

% EligRequestlD & | I % EligibilityDetailld
TradingPartnerIDQual i EligibilityId
TradingPartnerlD = ProcedureIDQual
FileMame ProcedureID
FileDate Modifier 1
FileTime Modifier2
ProcessDate Modifier 3
ProcessTime Modifier4
ersion Coveragelevel
PurposeCode DiagnosisCodePointer 1
TransactionID DiagnosisCodePointer2
TransactionType DiagnosisCodePointer3
SourceEntityID DiagnosisCodePointer4
SourceMame SpentDownAmount
SourceFirsthame BilledAmount
SourceMiddlieMame FadlityTypeCode
SourceSuffix ServiceTypeCode
SourcelDQual ReferralMumber
SourcelD PriorauthorizationMumber
ReceiverEntityID EligibilityDateQual
ReceiverMame EligibilityDateFrom
ReceiverFirsthame 1 EligibilityDateTo

Member/dependent identifying information is stored in EDI_EligResponseMembers and
any benefit or eligibility information on any given member or dependent is stored in
EDI_EligResponseBenefits.
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EDI_EligResponseMembers
? ID

EligibilityID
MemberMame
MemberFirstMame
MemberMiddleMame
MemberSuffix
MemberIDQual
MemberID
MemberQtherIDQual 1
MemberOtherID1
MemberCtherIDQual2
MemberOtherID2
MemberCtherIDQual3
MemberCtherID3
MemberaAddress1
MemberAddress2
MemberCity
MemberState
MemberZip
MemberCountry
MemberSubdivision
MemberSex
MemberBirthDate
BirthSequenceMumber
RelationshipToSubscriber
SubscriberID

s

m

Response tables Schema.

In terms of the outgoing EDI file, the table EDI_EligResponseMembers contain information

61

EDI_EligResponseBenefits
¥ ID

MemberID
BligibilityStatus
Coveragelevel
CoverageQutietwork
ServiceTypeCode
InsuranceTypeCode
PlanCoverageDescription
BenefitsInPlanMetwork
CertificationRequired
BenefitAvailability
BenefitAmount
BenefitPercent
BenefitQuantityQual
BenefitQuantity
RemainingAnnualDedInMetwork. ..
RemainingAnnualDedInMetwork, ..
RemainingAnnualDedQutietwo. ..
RemainingAnnualDedOutMetwo. ..
RemainingBenefitDedInMetwork. ..
RemainingBenefitDedInMetwork. ..
RemainingBenefitDedQutMetwo. ..
RemainingBenefitDedQuthetwo. ..
AnnualDedInMetworkIMD
AnnualDedInMetworkFAM

A =P A T U = s TRID

s

m

for loop Loop 2000C/2100C and 2000D/2100D respectively, while the table
EDI_EligResponseBenefits covers loops 2110C to 2120C and 2110D to 2120D. The loop

20004, information source detail, is generated dynamically from the Company Setup

table. The company setup form has fields reserved for this purpose.
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Company Setup l =N X

* Indicates Mandatory Fields

Company Information

Name TESTRESPONDER : ISA Segment Sender ldentifier  TESTRESPONDER :
Address1  ADDR1 Qualifier Z7 - Mutually Defined -
Address2  ADDR2? Application Sender's Code GS_2 TESTRESPONDER *
City cITy : Tax ID 321654987 :
State FL - Florida b ~ Plan ID @ Payor ID 999 *
Zip 99999 Plus 4 Entity Type Code 36 - Employer -

Three letter identifier to prepend
to all outgoing EDI files

Contact Information ISA 14 and 15
Contact Person  JUAN RIVERA * EDI Files will be:
Telephone (555) 555-5555 = Ext Fax () _ - @ Test - Production
E-Mail JUAN RIVERA@HIPAASUITE.COM * Acknowledgement (TAT) req.

Information Source for 270,276 and 278
Source Enitity ID PR Payer - Source Name TESTRESPONDER
Source ID Qualifier P1 Payor Identification - Source ID 987654321

Save Help Cancel

Company Setup screen. Emphasis on Information Source fields.

%

Loops 2000B/2100B are created from the incoming request's Information Receiver
Details.

5.11 Creating Tables
The HIPAA Eligibility Responder can create the tables needed for the export of the data.

Once you have the connection to the database configured and tested you can go to the
“Create the tables” screen.
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Create SQL Tables I ]

Database |
= Microsoft SOL Server ¢ MySCQU/Generic © Oracle © DB2

EDI_EligRequestHeader |EDI_EIigRequestDetai|| edi_EIigHesponseHeaderl EDI_EIigF{esponseMembersl EDI_EligF 1 | ’I

EligReguest Header Table script:

1 CREATE TABLE [edi_EligRequestHeader]( -
[EligRequestiD] [bigint] IDEMNTITY(1.1) NOT NULL.
[TradingPartnerlDQual] [char](2) NULL,
[TradingPartnerlD] [varchar](15) NULL,
[AppReceiverlD] [varchar](15) NULL.
[FileName] [varchar](140) NULL,
[FileDate] [date] NULL.

[FileTime] [varchar](8) MNULL,
[ProcessDate] [date] NULL.
[ProcessTime] [varchar](8) NULL,
[WVersion] [char](12) NLILL,
[PurposeCode] [char](2) NULL.
[TransactionlD] [varchar](50) NULL,
[TransactionType] [char](2) NULL.
[SourceEntitylD] [char](2) MULL.
[SourceMame] [varchar](60) NULL,
[SourceFirstName] [varchar](35) NULL,
[SourceMiddleName] [varchar](25) NULL,
19 [SourceSuffix] [varchar](10) NULL.

20 [SourcelDQual] [char](2) NULL.

21 [SourcelD] [varchar]{30) NULL,

ey
— D OO ) R P LD RS

—
P L3 B3

e
=] & M

ey
=]

22 [*Receiver/

23 [ReceiverEntitylD] [char](2) NULL.

24 [ReceiverName] [varchar](60) NULL, =
La | = MMhm mmir e e immd b | emm = T Ta e b e T2 C0 RN

Compare Script with existing Table Table already exists Save | Execute Script |

Cancel |

SQL scripts to create the eligibility tables, including the response tables

What you see is the SQL scripts to create the tables. The product comes with two
versions, one for Microsoft SQL Server, the other for mySQL. If you have a different
database you will have to manipulate the scripts until they work. You can change the
scripts in this window.

6 Populating Members and Benefits

6.1 Concepts

Every row in EDI_CoveredMembers represents a single Member or Dependent. Every row
in EDI_CoveredBenefits stores a single Benefit in its entirety. The Benefit itself is
identified by its Service Type Code and MemberlID, tying to a specific member; there will
be a single row for each Benefit (Service Type Code), of which many can be linked to a
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6.2

single Member or Dependent. This allows us to fully represent any Member's or
Dependent’s Eligibility and Benefit information in a database as compactly as possible
without losing information.

Members

Member and Dependent information is stored in the EDI_CoveredMembers table and can
be viewed easily using the HIPAA Eligibility Responder's Stored Covered Members screen.
To open it, select "Stored Covered Members/Benefits" from the Database menu option.

Eponder - 64hit
ks | Database | Log  Setup  EDIExchange  Hel

= Connection and Data Fields

Stared Eligibility Requests
Stored Eligibility Responses

:I | Stored Covered Members/Benefits
:I Table Creation

Fields Mapping

Stored Members and Benefits menu option.

The window below will appear. From it we can easily search for a member using his or
her first and last names and/or member ID.
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Stored Covered Members

1 SELECT TOP 20 * FROM EDI_CoveredMembers

Execute Query

6.3

65

I [=] e

- Clear Query
Response Tables | Build your own queryl
1 of 20 | b Kl
ID: 1 Query Mernber ID: 5643296 Query

Membar Last Name: |ARROJO Query Subscriber |D1|5543295 Guery

Member First Name: [ROLANDO Query

Covered Member: Stored Benefits:

Field | Walue = 0 | MemberlD EligibilityStatus Coveragelevel ServiceTypeCode Insurancel 2
" . . i »

EligibilityID 22 1 1 1

Memberdame ARROJO 23 1 1 13

temberFirstMame ROLAMDO 24 1 | 38

MemberdiddieMame A 25 1 1 43

emberSufiix 26 1 1 50

MemberDual il 27 1 1 &5

MemberlD 6432596 28 1 1 95

MermberOtherlDGuall 3H 28 1 1 a6

MemberOtherlD1 FOEGARE 30 1 | AL

MermberOther DGual2 [ Ell 1 1 2

MemberOtherl D2 32 1 1 4

temberOtherlDGual3 33 1 1 4

MemberOtherlD3 34 1 1 B

Memberdddress] 1 WAIN ST SUITE 1 35 1 1 7

MemberAddress2 36 1 1 g

MemberCity MNASHYILLE 37 1 | 12

MemberState T 35 1 1 13

Memberip 37207 39 1 | 18

MemberCountry An 1 1 an _ILI

A A 1| r

Help |

Cancel

%

Stored Members and Benefits window loaded with test bed Data example Frank Castillo.

The left side of the presented fields covers all Member information stored in the

EDI_CoveredMembers table. A Member's full name, address, gender and birth date are
stored along with any relevant identifiers such as the Member ID.

Benefits

The Stored Covered Members and Benefits window also presents all benefits and benefit
information specified for a single Member or Dependent. They can be viewed to the right
of the Member field and his or her benefits to the left.
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Stored Covered Members _ O] x|
1 SELECT TOP 20 * FROM EDI_CoveradMembers = Execute Query
- Clear Query
Response Tables | Build your own queryl
1 of20 | b Pl
ID: 1 Query Mernber ID: 5643296 Query
Mearmber Last Name: |ARROJO Quiry Subscriber |D1|5543295 Guery
Member First Name: [ROLANDO Query
Covered Member: Stored Benefits:
Field | Walue = 0 | MemberlD EligibilityStatus Coveragelevel ServiceTypeCode Insurancel 2
1 » 1 1 ]
EligibilityID 2 |1 1 1
Membertlame ARROJO 23 1 1 33
MemberFirsthame ROLAMDO 24 1 | 35
MemberhdiddlieMame A 25 1 1 45
MemberSuffix 2h 1 1 a0
MemberlDCual mal 27 1 1 o8
MemberlD SE432065 28 1 1 o8
MemberOtherlDQuall 3H 20 1 1 =I5
MemberOtherlD1 FDEGARE 0o |1 | AL
MemberOtherlDCualz2 | kil 1 1 2
MemberOtherlD2 32 1 1 4
MemberOtherlDCual3 33 1 1 5
MemberOtherlD3 34 1 1 1
Membersddress] 1 MAIN ST SUITE 1 35 1 1 7
Memberaddress2 36 1 1 g
MemberCity MASHYILLE 37 1 | 12
MemberState TH ] 1 1 13
Memberip 37207 39 1 | 18
MemberCountry o |4 Idﬂ 1 1 an _'ILI
Help |
=
Stored Members and Benefits window loaded with TestBed Data Member Frank Castillo.
All eligibility and benefit information is stored in the EDI_CoveredBenefits table. Each row
represents a single benefit for a single Member, identified by its Service Type Code and
MemberlD, respectively. The MemberlID is an internal field (i.e., this field is not read or
written to an EDI file) and corresponds to a single row in the EDI_CoveredMembers table.
In the case of a Dependent, who might not have his or her own Member ID, the
Subscriber ID field is filled with the subscribing Member's MemberID. Otherwise, it is left
blank to denote a subscribing Member.
6.4 Monetary Fields

Since every Benefit is represented by a single row in the EDI_CoveredBenefits table, we
need to make sure all possibilities are accounted for, the alternative being a multitude of
rows representing a single ServiceTypeCode and its various combinations of coverage
level, deductibles, co-pay and co-insurance amounts. This means all Family or Individual-
specific payment amounts and deductibles have to be represented, even those for
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different out of network coverage. A number of fields are provided for this and cover
Annual Deductible, Remaining Annual Deductible, and Remaining Benefit Specific
Deductible for both individual and family coverage both in and out of network. These
fields also include co-pay and co-insurance both in and out of network.

Below is an example of a testing data member’s eligibility and benefit information
grouped by each item’s Service Type Code.

Stored Benefits:

D MemberlD EligibilityStatus Coveragelevel CoverageOutMetwork SenviceTypeCode it
s [ 1 30

158 |4 1 Y 1

159 |4 1 Y 33 =

160 |4 I 35

161 |4 1 Y 48

162 |4 1 Y 50

163 |4 I 88

164 |4 1 Y 98

165 |4 1 Y 86

166 |4 I AL

167 |4 1 Y 2

168 |4 1 Y 4

169 |4 1 Y 5

170 |4 1 Y &

171 |4 1 Y 7

172 |4 1 Y 8

173 |4 1 Y 12

174 4 1 Y 13 T
4 L] 2

TestBed Data Member example Frank Castillo's Benefits.

Below is an excerpt highlighting the multiple benefit coverage option fields as would be
filed in a typical covered member's set of eligibility rows depicting the Status of each
benefit, its Service Type Code, and deductible information.

HigibiltyStatus ~ ServiceTypeCode  PlanCoverageDescription  RemainingAnnualDedIinMetworkIND  RemainingAnnualDedinNetworkFAM  AnnualDedinMetworkIND  AnnualDedinNetwork FAM

1 0 Tennessee PCN 50.00 300.00 250.00 500.00
1 1 NULL NULL NULL NULL NULL
1 33 NULL NULL NULL 15.00 20.00
| 35 NULL NULL NULL NULL NULL
1 43 NULL NULL NULL NULL NULL
1 50 NULL NULL NULL NULL NULL
1 83 NULL 25.00 50.00 2500 75.00
1 98 NULL NULL NULL NULL NULL
1 36 NULL NULL NULL NULL NULL
| AL NULL NULL NULL NULL NULL
1 2 NULL NULL NULL NULL NULL
1 4 NULL 0.00 0.00 0.00 0.00
1 5 NULL 0.00 0.00 0.00 0.00
1 6 NULL NULL NULL NULL NULL
1 7 NULL NULL NULL NULL NULL
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7.1

7.2

Deductibles for plan and benefits.

Automating File Processing
Using Command Line Arguments

The HIPAA Eligibility Responder can accept command line arguments. The following is the
list of the command line arguments; they must be separated by commas.

1. The first command line argument is the filename or the directory path.

2. The second argument contains the processing options. The following argument may be
used:

X - Export to database.

Example: To export an Eligibility Request to the database:

C:“Program Files“HIPAAsuite“HIPAA Eligibility Responder>HIPAAEligibilityResponde

.exe D:~EDI~278_1.edi,.X

Autoprocessing with the EDI Exchange Module

Autoprocessing the Inbox

When processing from the command line with the EDI Exchange module enabled, the
argument you need is "Auto”. The directory used to look for new files and the processing
options are defined in the setup screens for EDI Exchange. No further arguments are
needed.
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EDI Exchange | Help

i Check EDI File

Trading Partners
& Inbox Manager

FTP Client

SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup |I

Automatic Scheduler

EDI Receive Log
EDI Send Leg

Request EDI Exchange License

EDI Exchange License Information

To setup autoprocess options, go to EDI Exchange » Autoprocess Setup:

EDI Exchange | Help

i Check EDI File

Trading Partners
&] Inbox Manager

FTP Client

SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup |I

Automatic Scheduler

EDI Receive Log
EDI Send Leg

Request EDI Exchange License

EDI Exchange License Information

69
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7.3

Autoprocess Setup option in EDI Exchange menu

Any options selected for autoprocessing will carry over to the command line.

-

Automatic Processing Options l = | (] |&]1

Get Rles from Trading Partners

Check FTP servers for new files and place them into Inbox

Default Automatic Processing Options

Export in Database Create Autoresponse

Save to:

| Save | Cancel

b
EDI Exchange Automatic Processing options

Autoprocessing a Single File

To run a single file through the autoprocessor, add the full filename as second argument
to your command.

G=“Program Files“HIPAAsuite~HIPAA Eligibility Hesponder*HIPAAEligibilityResponde

r.exe auto. D:w\EDI~270_1 _edi
Command to autoprocess a single file.

Changing the Default Company

The default company is the identity you assume as the sender when creating EDI files.
This affects the ISA, GS, and NM1 sender segments. A single entity may have a need to
act as multiple sender identities and so has a need to change the information in the EDI
envelopes.

The default company can be changed using command line arguments, affecting the ISA
and GS sender ID segments.
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ISA Segment Sender Identifier HIFAASUITEN

Qualifier ZZ - Mutually Defined -
Application Sender's Code G5 2 HIPAASUITEN *
Tax ID 9876543210 :

Sender ID segments in Company Setup

To change the default company, a single argument is needed. "Setcompany" followed by
the company ID of the company you wish to set.

"set conpany <I D>"

The Company's ID in this case is not its EDI identifier, but the value of the ID row in the
COMPANY_SETUP table. It can also be found in the Company Setup window:

Current Company: “05Ea 0 IIE r| 4y Default company
1 - TESTRESPCOMNDER

12 - HIPAASUITE1

3 - HIFAASUITEZ
- Add company -

Company selection in Company Setup

Example

The command argument set conpany 3

C:“Program Filez~HIPAAsuite~HIPAA Eligibility Responder>*HIPAAEligibilityResponde

.exe setcompany 3

will set the default company to ID = 3, which is HIPAASUITE2 in the example picture
above. The log entry for this command will be

ISet default company with ID 3
Company # 3 iz 2et as a default company

Excerpt from log. Default company changed.

8 Automatic Responses

8.1 Introduction

As mentioned earlier, The HIPAA Eligibility Responder can autoprocess Eligibility Requests and
Functional Acknowledgments without the need to launch the program's User Interface. To do this, the
HIPAA Eligibility Responder can accept command line arguments. The following is a list of the command line
arguments; they must be separated by commas.
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1. First Argument - mode
a. “auto” will process a 270 file. If no other arguments are included, all 270 files in the EDI
Exchange Inbox directory will be processed. Any other files in the Inbox directory will be
ignored. If the filepath is included as a second argument, that file will be processed
individually.
b. “soap” will process a specific 270 or 999 file. A second and third argument containing the
file directory (including filename) and PayloadID are necessary.
C. If a filepath is used instead, only one more argument is necessary.
2. Second Argument - full filepath (auto, optional / soap)
a. Not necessary for “auto” process mode. If included will only autoprocess that file.
b. Necessary for “soap” mode.
c. If a filepath was used as a first argument, the following processing options may be used:
X - Import file to database.
3. Third Argument - PayloadID (soap only)
a. SOAP/MIME PayloadID tied to request/response transaction. Necessary to identify request,
response, and acknowledgements associated with a single transaction.
4, Fourth Argument - FileType (soap only, optional)

8.2

a. Used to differentiate between a request file and an acknowledgment file. If omitted, file
will be processed as a 270 request.

The HIPAA RealTime Server can also be used to run the Eligibility Responder without the need for user
interaction. It can accept 270 EDI Eligibility Request transactions, draw eligibility data stored in the
Eligibility tables, and send a 271 Eligibility Response in under 10 seconds.

RealTime Server

The HIPAA RealTime Server can be used in conjunction with any HIPAAsuite Responder
application to provide MIME/SOAP functionality as described in CAQH CORE Phase II. This
means the HIPAAsuite Eligibility Responder will be CAQH CORE compliant, being able to
answer 270 Real-Time and Batch mode messages in both SOAP and MIME formats.
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To respond to SOAP or MIME 270 Eligibility requests, the HIPAA RealTime Server must be
configured to use the same database as the HIPAA Eligibility Responder. This serves to
provide the RealTime Server with information such as the Trading Partner’s ID and
credentials. If the incoming SOAP/MIME request’s SenderlID is not the Trading Partner ID
associated with a username/password, the message will be rejected. The following is a
part of the RealTime Server's configuration window:

Database connection

Database Type Database Server Name Data Source Name (DSN)
|Micrnsoﬂ SQL Server Integrated Security j |.\sq|express |TestResponder
Usemame Password

| | Test Gonnection ¥ Checked

The Database used by the RealTime Server must be the same used by the Eligibility Responder.

The name specified in the HIPAA RealTime Server’s Server ID field is the name that will
be used to identify you or your organization in the SOAP and MIME Sender/Receiver ID

fields.
Server Endpoiniz
ServerlD | |TestChecker IP Address  [localhost Port [8011 Auto-Fill

Real Time MIME |Iocallwd:8l]11/MIME

Real Time SOAP |Iocdh:>d:8l]1 1/50AP

Batch MIME ||ocdh')d:3l]11/“|ME Batch SOAP ||ocdh')d:3l]1 1/MTOM
[~ Allow unsecured Connections (HTTP)

This will be your ID when sending/receiving SOAP or MIME messages.

8.3  Server Setup

In order for the HIPAA RealTime Server to know what to do with a particular incoming

270 request, an outgoing 271 response, or a 999 acknowledgment, it is necessary to use
the same database as the HIPAA Eligibility Responder.
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Database connection
Database Type

Database Server Name

Data Source Name (DSN)

|I‘u"|icrnsoﬂ SQL Server Integrated Securty

Usermname

|_‘tsqlexpress

|

Password

|TestResp0nder

RealTime Server Database configuration.

Database Server Setup for OLE/ODBC Connection

’—HIPAAsuite's igibil

—C

Properties
Database Connection

Database Type

IMS S0L Server Integrated Security
Database Server Name

Response Mermbers Table MNarme the

. tables
IEDI_EIlgRespunseMembers through
Response Benefits Table MName a
|EDI_EIigRespunseEeneﬂts separate

screen

Request Validation Table Name
|EDI_EllgRequest\fahdatlon

Save Connection Information |

[

|.\SQLExpress
Database
IHIF‘MSUHB Test Connection |
LUsername [~ Checked
Password

n + p Membership

v Save Responses in database

Response Header Table Name

You can
IEDI_EIlgResponseHeader create

Close |

Help |

TestConnection W Checked
=] B
[~ Fields to be exported
Eligibility tables | Membership | R and Validation |
Reguest Header Request Details
- A Header Data =l | B [AEkgitiity Detsits
- [#] TradingPartrieriD - [Fl ServiceTypeCode
- [w] TradingPartnerDQual ProceduralDiual
D AppReceverlD Procedurell
- [¥] FileMame: 2] tacifier
- [#] FileDate L A mociifierz
- s FileTime: Modifiers
ProcessDate Mocifierd
ProcessTime CoveragelLevel
- [#] Wersion DiagnosisCodePoirter
- [¥] PurposeCade DiagnosisCodePointer2
Transaction|Dr DisgnosisCodePoirter3
TransactionType DiagnosisCodePointerd
=1- (A Source Information SpertDawnAmournt
SaurceErtityil Billed&maurt
- [¥] Sourcetame - [FlFacility TypeCode
- SourceFirsthlame Referrallumber
Sourcehdicidlehlame Prior &uthorizationumber
SourceSutfiz EligikiltyDatetual
- [¥] SourceDGual - [#] EligikiltyDateFrom
- [#] Sourceln - [#] EligikilityDateTo
[=1- [#] Recsiver Information
ReceiverEntitylD
- [¢] Receiveriame
- [#] ReceiverFirsthiame
- [¥] ReceiverMiddieMame
[V ReceiverSuffic had
Select All ‘ Select Hone Select All Select Hone
Test Configuration | Save Field Configuration A

Eligibility Responder Database Configuration.

The server should also be using the desired Trading Partner ID to identify you or your
organization as the recipient when processing incoming messages and as a sender when

responding to messages.

Server Endpoiniz

ServerID | |TestChecker | 1P Address [localhost

Real Time MIME |Iocalhod:8l]11fMIME Real Time SDAP
Batch MIME llocalhost-8011/MIME Batch SOAP

[~ Allow unsecured Connections (HTTP)

Part of RealTime Server configuration. Emphasis on ServerlD.

Port [8011

Auto-Fill

llocalhost-8011/S0AP

llocalhost-8011/MTOM
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Finally, the full HIPAA Eligibility Responder path must be included in the HIPAAsuite
Applications section of the RealTime Server setup screen. If the default install location
was used, the HIPAA Eligibility Responder’s path will be C:\Program Files (x86)\HIPAASuite
\HIPAA Eligibility Responder\HIPAAELligibilityResponder.exe if the x64 bit version was
installed. For the x32 bit version C:\Program Files\HIPAAsuite\HIPAA Eligibility
Responder\HIPAAELligibilityResponder.exe will be the default directory.

HIPAAsuite Applicaions

HIPAA Eligibility Responder (270/271) |C-\Program Files\HIPAAsuite\HIPAA Higibility Responder\HIPAAHigibilityResponder exe [
HIPAA Claim Status Responder (276/277) | =
HIPAA Authorizer (278) | =
HIPAA Premium Payment Master (820) | ':'
HIPAA Enroliment Master (334) | =
HIPAA Claim Payment Master (835) | ':'
HIPAA Claim Master (837) | :

The Eligibility Responder's directory.

Trading Partners

To set up a Trading Partner to use your HIPAA RealTime Server, both the HIPAA Eligibility
Responder and HIPAA RealTime Server must be using the same database. In the Eligibility
Responder’s Trading Partner setup screen, select the desired Trading Partner or make a
new one.
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Trading Partners | o S
Name and Type List of Trading Partner
Name
* .
(Reguired)
Address Address 2
City State Zip
EDI File Exchange Method Status
*
Email &ddreszes to send process results Type
- -
EDI Identifiers | Options | Remote FTP | Contact | Encryption| Folders || GORE ||
CORE Settings
UserMame
Batch
Password MIME Submission Address
SSL Certificate MIME Retrieval Address
Real Time
-Test
MIME Address SOAP Submission Address
SOAP Address SOAP Retrieval Address
Deete
[ New |

New Trading Partner.

Having a Trading Partner selected, the CORE tab can be populated with the correct
values. Necessary fields to respond to a Trading Partner are a Username and Password.
These are set in the Eligibility Responder and read by the RealTime Server and serve as
the Trading Partner’s MIME/SOAP username key authentication credentials.
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9.1
9.11

Trading Partners | o S

Name and Type List of Trading Partner
Mame

& (Reguired)

Address Address 2

City State Zip

EDI File Exchange Method Status
*

-

Email &ddreszes to send process results Type

EDI Identifiers | Options | Remote FTP| Contact | Encryption| Folders || CORE

CORE Settings
UserMame
Batch
Password MIME Submission Address &J
S5L Certificate MIME Retrieval Address
Real Time =
est
MIME Address SOAP Submission Address
SOAP Address SOAP Retrieval Address
Delete Refresh
[ Save [ New | | Close

Username/Password fields are used by the RealTime Server to authenticate Trading Partners.

This is all the setup necessary on our end. Inform the Trading Partner of their username
key credentials and your RealTime Server's addressing and your Trading Partner will be
able to request and receive Eligibility information from your server.

EDI Exchange

Getting Started
About EDI Exchange

EDI Exchange is a module available in most HIPAAsuite EDI applications. It is an option
that you can purchase for an additional cost. Some of our products, such as HIPAA Claim
Master, process EDI files but do not receive or send EDI files to and from your trading
partners. EDI Exchange is created to do that. EDI Exchange is designed for those
organizations that have a large volume of EDI files, need more order and automation and
adhere to tougher compliance rules. The EDI Exchange is an EDI pre-processor that
handles FTP transport, encryption, HIPAA compliance check, trading partner
management, etc. Outgoing EDI files can be checked for compliance; individual records
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that do not pass the check can be withheld.

HIPAAsuite products with EDI Exchange module have a main menu item called "EDI
Exchange” with sub-menus to call the module’s functions.

,

File  View Database CodeSets Image Setup Log IEDIE:cchangeIHeIp

— = - Check EDI File
| s

— Enr! .

Vasar \enr 4 &

Trading Partners

D_dm Mode Inbox Manager

SR FTP Client

AT SEF Files

O Spreadsheet Fie EDI Exchange Setup

) ASCII File Encryption Setup

) Image File Create EDI Exchange Tables
Create 999 Files Tables

[ Data Export Autoprocess Setup

Counter . Automatic Scheduler

Files I:l N EDI Receive Log
Records [ | ‘@  EDISendlog

Request EDI Exchange License
F " EDI Exchange License Information

The "EDI &chaﬁée" menu in HIPAA Enrollment Master
EDI Exchange performs the following functions:

e Trading Partners Management — The following Trading Partner's parameters can
be stored and transparently managed with the help of EDI Exchange: name,
address, EDI identifiers, delivery methods, encryption parameters, FTP servers,
CORE-Compliant server addresses and credentials, communication numbers and
folders to keep files separated, special requirements specific to this trading
partner. Read more in Setting up Trading Partners.

¢ File Transport — EDI Exchange has a built-in FTP client that can securely connect to
your trading partner's FTP servers. If you employ your own FTP server, you can
utilize the folder structure that EDI Exchange uses to manage incoming files, users,
home directories and permissions so that your Trading Partners can drop off and
pick up EDI files. Supported are:

e Simple FTP
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e FTP Secure
e Implicit FTPS
e Explicit FTPS
¢ Secure Shell FTP or sFTP

Read more in Using FTP Client.

e Encryption — Many healthcare-related companies use encryption to cloak the
content of their EDI files. The prevalent method of encryption is PKI (Private Key
Infrastructure) that uses the product of two incredibly large prime numbers as
cipher. EDI Exchange supports PGP (Pretty Good Privacy), the leader in PKI products
as well as the open source GPG project with its Windows sub project PGP4Win. Both
are implementations of the same encryption mechanism. Read more in Using
Encryption.

¢ File Management — EDI Exchange uses a clear directory structure to store EDI files.
The structure is based on root directories for incoming files, outgoing files,
processed files and suspended files. Below these root directories, there are
subdirectories for each trading partner and then each transaction set. Read more
in Defining Root Directory and Initializing EDI Exchange.

e EDI Compliance Check — EDI standards are strict and precise; adherence to the
standards is very important so that any organization can work with them regardless
of their backend system software. EDI Exchange has a built-in compliance engine
that checks incoming files for compliance. The engine also generates a report listing
each problem with the exact location. Outgoing EDI files can also be checked and
you have an option to withhold individual records that violate the rules. Read more
in Checking EDI Files.

e EDI Control for Transactions — The EDI protocols have a few supporting transaction
sets that are useful to the smooth functioning of EDI exchanges. They provide the
sender with an instant feedback on receipt. The following transaction sets are
available:

e TA1 Acknowledgment
® 997/999 Functional Acknowledgment
e 277U/277CA Unsolicited Claim Status Response (in case of Claims)

e Logging — EDI Exchange has several logs that are instrumental to keep processing in
order and allows to forensically investigate mishaps. There are three logs in EDI
Exchange:
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9.1.2

¢ Incoming file log — See Accessing EDI Receive Log.

e Outgoing file log — See Accessing EDI Send Log.

¢ Daily transaction log

Requesting EDI Exchange License

If your trial has expired, you can request an extension to the trial.

If you purchased the product and need a final license key, you should request an EDI

Exchange license.

Follow the instructions below to request a trial or final license key.

1. Select "Request EDI Exchange license” under the "EDI Exchange" menu item.

File  View Database Codebets

law | > | [

Output Mode

@ Screen

() Printer
() Spreadshest File
(71 ASCII File

7 Image File

[7] Data Export
Counter

oo [

A menu item to request a license key

Image

A

|

Check EDI File

Trading Partners

Inbox Manager
FTP Client
SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Autornatic Scheduler

EDI Receive Log
EDI 5end Leg

Request EDI Exchange License

EDI Exchange License Information

2. Once you have clicked this menu item, your default email application appears. In our
case, it is Microsoft Outlook. All information necessary to produce the key is
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automatically filled out.

From ~ Martin.Scholl@HIPAASuite.com

-
To... info @HIPAAzUite com
Send 2 :
Ce...
BOC..
Subject: | [EDI Exchange] FEDCFEEF): Request for License

Request for License

Product: EDI Exchange
Volume ID: 7BDCFBEBF

Current Key:

Key: iobps. sme ow P P

Email message created by EDI Exchange

3. You can add a trial extension or a final key after purchasing or relocating the
software.

Once you receive the response with the key for EDI Exchange, you can bring the
"Registration Form" screen up again and click on "Register”. Enter the key to unlock EDI
Exchange. In the Result area, you will see that EDI Exchange has been registered.

T I ==
License Registration Form
EDI Exchange

License Key

[ Fegister ][ Close

Result

Thank you for evaluating EDI Exchange!
EDN Bxchange is fully functional with certain trial limitations.
This evaluation version expires in 14 days

Entering the license key
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9.1.3

Registering EDI Exchange

EDI Exchange is licensed separately from the host application, HIPAA Claim Master, for
example. The reason is that EDI Exchange will work on all HIPAAsuite Products that are
installed on your particular computer. For example, if you have HIPAA Claim Master and
HIPAA Enrollment Master licensed, only one license of EDI Exchange is needed and the
module will work across two products.

When you first install a HIPAAsuite product of your choice, a 15-day EDI Exchange trial is
included. Once the trial expires, EDI Exchange loses its functionality. The menu items
under "EDI Exchange"” become disabled except the last ones that allow you to license and
enable the product.

 oms om0

File Forms  View Search  Claim Entry/Edit  Data Base CodeSets Logs Image Setup | EDIExchange | Help
. AV~ = Check EDI File
@ > w L5 XQ O
— Trading Partners —
Output Mode Inbox Manager
(@) Printer FTP Client
® S SEF Files
® Image Fie EDI Exchange Setup
Encryption Setup
[ Data I Create EDI Exchange Tables
Create 999 Files Tables
Claim Type .
. Autoprocess Setup
() Professional )
- Automatic Scheduler
) Institutional
® Dertal EDI Receive Log
® Reporting - | EDI Send Log
Counter Request EDI Exchange License
ED| Files l:l EDI Exchange License Information
Total Amount

The "EDI Exchange” menu with menu items disabled

You can register the product by clicking on the "EDI Exchange License Information” option
under the "EDI Exchange" menu.
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setup | EDIExchange | Help

Check EDI File

— Trading Partners -

% Inbox Manager

FTP Client
SEF Files
EDI Exchange Setup
Encryption Setup
%‘_ Create EDI Exchange Tables
== Create 999 Files Tables
:;:-a:_ﬁ Autoprocess Setup
:E’; Automatic Scheduler
f EDI Receive Log
_ | EDISendlog
F--'- Request EDI Exchange License

: EDI Exchange License Information

"EDI Exchange License Information” option under the "EDI Exchange”

Then the license screen appears. In the lower left corner you can find the unique
registration number needed to create either trial extensions or final licensing.

EDI Exchange

1.0
Day{s) remaining for trial ]

This software is for evaluation purposes only and has limited
functionality

You will have to purchase this software if you want to continue using it
after a free evaluation has expired.

Registration Mumber:
3E76196D H Register ]

The license information screen
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9.2

921

9.2.2

Once you click on "Register,” you can enter the license key that you have previously
received via email from us (see Requesting EDI Exchange License.) Click on "Register” and
you will see the registration message in the "Result” area.

'i_'é Registration Form I,&J

License Registration Form
EDI Exchange

License Key

Reqister ] | Close

Result

Thank you for evaluating ED| Exchange!
EDN BExchange is fully functional with certain trial limitations.
This evaluation version expires in 14 days

L
Extending the trial by entering a license key

Close the "Registration Form" and continue using the EDI Exchange.

Configuring EDI Exchange (Obligatory Settings)

1 Setting up Database Connection

EDI Exchange work is based on the database connection that you define under Database »
Connection and Data Fields in the main menu of the HIPAA host application. Make sure
the connection has already been set up and tested before proceeding with EDI Exchange.

Then proceed to the next step: Creating Database Tables.

2 Creating Database Tables

Once you have configured the database connection (Setting up Database Connection),
follow the instructions below.

1. Select EDI Exchange » Create EDI Exchange Tables in the main menu.
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EDI Exchange
Check EDI File

Trading Partners
[% Inbox Manager

FTP Client

SEF Files

EDI Exchange Setup

Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables

Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDI Exchange License

EDI Exchange License Information

The menu item to create the necessary tables.

2. The "Create Tables for EDI_Exchange" screen will appear. Table creation and/or
modification for your database is handled here.
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F ™

Database
@ Microsoft SQAL Server ) MySQL/Generic

Trading Partner | TRANS_LOG | TRANS_LOG_ERRORS | SEND_LOG | comPany_seTup|

TradingPartner Table script:

1 CREATE TABLE [dba].[TradingPartner]( .
[TradingPartnerlD] [varchar](15) NOT NULL,
[TradingPartnerlD_QUAL] [char](2) NULL.
[ETINNo] [varchar]{15) NULL,
[NAME] [varchar]{40) NULL,
[Contact] [varchar]{100) NULL,
[Phone] [varchar](15) NULL.
|[Extension] [varchar](10) NULL,
[Email] [varchar]{75) NULL,
10 [Fax] [varchar](15) MULL,
11 [LocalFtpUser] [varchar](20) NULL,
12 [LocalFtpPassword] [varchar](20) NULL.
13 [Address1] [varchar](100) NULL,
4 [Address2] [varchar]{100) NULL.,
15 [City] [varchar](30) NULL,
16 [State] [char](2) NULL,
7 [Zip] [varchar](10) NULL,
18 [FtpAddress] [varchar](50) MULL.,
19 [PutDirectory] [varchar](50) MULL.
20 [GetDirectory] [varchar](50) NULL.
21 [FtpArchive] [varchar](20) MULL.,
22 [FtpUserName] [varchar](40) NULL.
23 [FtpPassword] [varchar](40) NULL.
24 [FTPPort] [varchar](12) NULL.

LD 00 s O 0N fe LIPS

25 [Outbox] [varchar](50) NULL, M
’ Compare Script with existing Table ] Save l [ Execute Script l

The screen to create the tables

3. Select the database type you use for your host HIPAA application.
e Database
e Microsoft SQL Server (SQL Server 2008 and above)
e MySQL

Note: In case your database is not listed, modify the scripts or ask your database administrator to
make the necessary modifications.

4. The following tables are part of EDI Exchange:

e TradingPartner — SQL statements to create the "TradingPartner” table in your
database. This table contains information about trading partners.

e Trans_Log — SQL statements to create the "TRANS_LOG" table in your database.
This table contains incoming file information, keeps track of all EDI files that you
receive and the compliance check report.

e Trans_Log_Errors — SQL statements to create the "TRANS_LOG_ERRORS" table in
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your database. This table collects the results of the compliance check and keeps
track of all sent files.

e Send_Log — SQL statements to create the "SEND_LOG" table in your database.
The table contains information about EDI files created and sent to trading
partners.

e Company_Setup — SQL statements to create the "COMPANY_SETUP" table in your
database. This table collects information about you, the sender of EDI
information.

5. You can modify the scripts so that they run on your specific database. Once you have
you modified the script, click "Save."

Tip: Every database system has their own little syntax idiosyncrasies and the scripts might require
tweaking. You can edit the table scripts in this screen and save your modified scripts. One example
are 'date’ and 'time’ or ‘'money' data types that do not exist in SQL Server 2005. You can just rename
those types to 'datetime’ and save you script and it will run fine.

F B

Database
@ Microsoft SQL Server ) MySQL/Generic

Trading Partner | TRANS_LOG | TRANS_LOG_ERRORS | SEND_LOG | COMPANY_SETUP|

TransLog Table script:

T CREATE TABLE [dbo] [TRANS_LOG]( R
2 [ID] [varchar](200) NOT NULL, B
[PayloadID] [varchar](200) NULL,
[TRADING_PARTNER] [varchar](15) NULL
[TRANSACTION_TYPE] [char](3) NULL.
[ORIG_TRANSACTION_TYPE] [char](3) NULL.
[PROCESS_DATE] [date] NULL,
[PROCESS_TIME] [time](0) NULL.
[OPERATOR] [varchar](20) NULL.
[RECORD_IDS] [varchar](2000) NULL.
[RECORD_COUNT] |bigint] I\{ULL.

WD 0O ~J M L B

prg—
J—

m

4 [CHECK_MESSAGES] [bigint] NULL,

15 [ResponseFile] [varchar] (300) NULL,

16 [AcknowledgementFile] [varchar] (300) NULL,

7 [ExitCode] [smallini] NULL.

18 CONSTRAINT [PK_TRANS_LOG] PRIMARY KEY CLUSTERED

20 - [ID]ASC

)
22 ) ON [PRIMARY]
23 =

-

[ Compare Script with existing Table ” Drop TRANS LOG schema [ Save ” Execute Script ]

The "Save" button

6. For each script on every tab, click "Execute Script” to create the corresponding table
in the database.
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F R

Database
@ Microsoft SQL Server ) MySQL/Generic

Trading Partner | TRANS_LOG | TRANS_LOG_ERRORS | SEND_LOG | COMPANY_SETUP |

TradingPartner Table script:

1 CREATE TABLE [dbo] [TradingPartner]( -
[TradingPartnerlD] [varchar](15) NOT NULL,
[TradingPartnerlD_QUAL] [char](2) NULL,
[ETINMo] [varchar]{15) MULL,

[NAME] [warchar](40) NULL.

[Contact] [varchar](100) NULL,

[Phene] [varchar](15) NULL.

[Extension] [varchar](10) NULL,

[Email] [varchar](75) NULL.

[Fax] [varchar](15) MULL, =m
[LocalFtpUser] [varchar](20) MULL.,

[LocalFtpPassword] [varchar](20) NULL,

[Address1] [varchar](100) NULL,

[Address2] [varchar](100) NULL,

[City] [varchar](30) NULL,

[State] [char](2) NULL,

[£ip] [wvarchar](10) NULL,

[FtpAddress] [varchar](50) NULL,

[PutDirectory] [varchar]|(50} MULL.

[GetDirectory] [varchar](50) MULL,

[FtpArchive] [varchar](20) NULL,

22 [FtpUserMame] [varchar](40) NULL.

23 [FtpPassword] [varchar](40) NULL.

24 [FTPPor] [wvarchar](12) NULL,

m

S — Y —————
L0 00 =] N N e L) RO — W0 00 ] O T e Ld P

Fa Pl
—1

25 [Qutbox] [varcharl(50) MULL. T
l Compare Script with existing Table ] Save l[ Execute Script ]

The "Execute Script” button

Notice: Creating tables means clicking the "Execute Script” button in all five tabs of the "Create Tables
for EDI_Exchange” window. Then close this window.

7.0nce the table has been created successfully, you will see the following notification:

R

Table 'TradingPartner' successfully created

The Create Table script success message

Warning: Double-execution of a script wipes out the previous table you have created. A prompt will
warn you before deleting an existing table. To Add/Remove fields use the "Compare Script..."
button. Remove the script files once you have created the tables so nobody can destroy the tables
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by accident.
. =

:] This action will wipe cut all your data in TradingPartner table, Proceed?

L¥s JL M |

. B 1
The double-execution warning message.

Make sure there are no error messages and the table creation has been completed
successfully.

Compare Script with existing Table

HIPAAsuite products go through continual development and improvements. Often these
changes lead to new fields in the database. While it is easy to drop a table and
regenerate it with the new fields, you will loose all the data in the table. To avoid this
trouble there is the button "Compare Script with existing Table". | you click this, the
table structure in your database will be compared with the script. There are two possible
outcomes. Your table is up to date

- ==

You have all the fields in your table.,
There is nothing to do

| |

Table is up to date

or if your table is missing recently added fields, you will see a window pop up that shows
an 'Alter Table' script with which you can add those fields to the table without interfering
with existing data.
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9.2.3

n'J Changes to your tab_ll LI_IQ

1 Alter Table TradingPartner

Add
[SourceEntitylD] [char](2) NULL.
[SourcelDQualifier] [char](2) NULL,
[SourceMame] [varchar]{50) NULL.
[SourcelD] [varchar](50) MULL

N LT ek L P

-

Execute Script ]

The 'Alter Table' script that shows as a result of missing fields

You can now click the "Execute Script” button and the field will be added and a message
will confirm your changes

. =)

Table successfully altered

| |

Alter Table statement successfully executed.

Once you have created the tables, you can start setting up the other application options.
See the next step: Defining Auto-Processing Options.

2b Creating 999 File Tables

Once you have configured the database connection (Setting up Database Connection),
follow the instructions below.

1. Select EDI Exchange » Create 999 Files Tables in the main menu.
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EDI Exchange | Help

Check EDI File

— Trading Partners -
é Inbox Manager
FTP Client
SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables

Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDI Exchange License

EDI Exchange License Information
g [ - — L | Smm—————

The menu item to create the necessary tables

2. The "Create Tables for 999 Files" screen will appear. Table creation and/or
modification for your database is handled here.

91
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F ™

Database
@ Microsoft SQL Server ) Oracle O MySQL/Generic

ImplementationAck |Transac1.ionF{espcmse | SegmentErrors | Elemenﬂ'\lutes|

ImplementationAck Table script:

1 CREATE TABLE ImplementationAck( -
[ID]int IDENTITY NOT NULL.
[FileName] varchar{100) NULL.
[SenderlD] varchar(15) MULL,
[SendTime] datetime NULL.
[GroupControlNo] varchar(9) NULL,
[TransactionControlNo] varchar(9) NULL,
[FuncitionallD] char(2) NULL,
[OnginalGroupControlMa] varchar(9) NULL,
10 [Version] varchar{12) NULL.
1 [AckCode] char(1) NULL,

[IncludedTS] int NULL.
13 [ReceivedTS] int NULL,

[AcceptedTS] int MULL.

LD 00 s O 0N fe LIPS

[ErrorCode1] char{3) MULL.

[ErrorCode?] char({3) NULL,
7 [ErrorCode3] char{3) MULL.

[ErrorCode4] char{3) NULL.
19 [ErrorCode5] char{3) NULL,
20 PRIMARY KEY ([1D])

’ Compare Script with existing Table Save l [ Execute Script l

The screen to create the tables
3.Select the database type you use for your host HIPAA application.
e Database
e Microsoft SQL Server (SQL Server 2008 and above)
e Oracle
e MySQL

Note: In case your database is not listed, modify the scripts or ask your database administrator to
make the necessary modifications.

1. The following tables are part of EDI Exchange:

¢ ImplementationAck — SQL statements to create the "ImplementationAck” table in
your database. This table contains information about Acknowledgments.

¢ TransactionResponse — SQL statements to create the "TransactionResponse” table
in your database. This table contains individual transactions contained in 999 files.
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e SegmentErrors — SQL statements to create the "SegmentErrors” table in your
database. This table contains individual segments in error contained in 999
transactions.

e ElementNotes — SQL statements to create the "ElementNotes" table in your
database. The table contains the elements in error in a specific segment.

5. You can modify the scripts so that they run on your specific database. Once you have
you modified the script, click "Save."

Tip: Every database system has their own little syntax idiosyncrasies and the scripts might require
tweaking. You can edit the table scripts in this screen and save your modified scripts. One example
are 'date’ and 'time’ or ‘'money' data types that do not exist in SQL Server 2005. You can just rename
those types to 'datetime’ and save you script and it will run fine.

F B

Database
@ Microsoft SQL Server ) Oracle @ MySQL/Generic

ImplementationAck |Transac1ionF{esponse | SegmentErrors | EIementhrtes|

ImplementationAck Table script:

1 CREATE TABLE ImplementationAck( »
[1D] int IDENTITY NOT NULL.
[FileName] varchar(100) NULL
[SenderlD] varchar(15) MULL.
[SendTime] 5 NULL.
[GroupContralMNo] varchar(9) NULL,
| TransactionCaontrolMo] varchar(9) NULL,
[FuncitionallD] char(2) NULL,
[CnginalGroupControlMNa] varchar(9) NULL,
10 [Version] varchar(12) NULL.
1 [AckCode] char{1) NULL,
12 [IncludedTS] int NULL.
13 [ReceivedTS] int MULL,
B lAcceptedTS] int MULL.
15 [ErrorCode1] char{3) NULL,
16 [ErrarCade2] char{3) NULL,
7 [ErrorCode3] char{3) NULL,
)
)

[Telye-TL ey A g RN - SN LN

18 [ErrarCade4] char{3) NULL,
19 [ErrorCodeb] char{3) NULL.
20 PRIMARY KEY ([ID])

21 :]j
[ Compare Script with existing Table Save ] [ Execute Script ]

The "Save" button

6. For each script on every tab, click "Execute Script” to create the corresponding table
in the database.
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F ™

Database
@ Microsoft SQL Server ) Oracle O MySQL/Generic

| ImplementationAck | TransactionResponse |SegmentError3| Elemenﬂ\lntes|

SegmentErrors Table script:

1 CREATE TAELE SegmentErmors( -
[ID] int IDENTITY NOT MULL,

[TS_ID] int NOT NULL,

[Ack_ID] int NOT NULL,

[SegmentlDCode] char(3) NULL.

[SegmentPosition] int NULL.

[LooplD] varchar{4) NULL.

[ErrorCode] varchar(9) NULL.

LD 0O ] O LT e La B

10 fFCTX

11 [CTX1_ContextName] varchar{35) NULL.

12 [CTX1_ContextReference] varchar(35) NULL,
13 [CTX1_SegmentlD] char(3) NULL,

14 [CTX1_LooplD] varchar(4) NULL,

15 [CTX1_SegmentPosition] int MULL,

16 [CTX1_ElementPosition] int NULL.

17 |[CTX1_ComponentDataElementPos] int NULL.
18 [CTX1_RepeatingDataElementPos] int MULL.
19 [CTX1_ElementReferencel] varchar(4) NULL,
20 [CTX1_ElementReference?2] varchar(4) NULL,

22 [CTX2_ContextName] varchar(35) NULL,

23 |[CTX2_ContextReference] varchar(35) NULL,

24 [CTX2_SegmentlD] char(3) NULL,

25 [CT*2_LooplD] varchar(4) NULL, -

[Compare Script with existing Table ] Save ] [ Execute Script ]

The "Execute Script” button

Notice: Creating tables means clicking the "Execute Script” button in all four tabs of the "Create
Tables for 999 Files" window. Then close this window.

7.0nce the table has been created successfully, you will see the following notification:

)

Table 'ElernentMotes’ successfully created

Ok

The Create Table script success message

Warning: Double-execution of a script wipes out the previous table you have created. A prompt will
warn you before deleting an existing table. To Add/Remove fields use the "Compare Script..."
button. Remove the script files once you have created the tables so nobody can destroy the tables
by accident.
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# ™
I -

:] This action will wipe out all your data in ElementMotes table, Proceed?

The double-execution warning message.

Make sure there are no error messages and the table creation has been completed
successfully.

Compare Script with existing Table

HIPAAsuite products go through continual development and improvements. Often these
changes lead to new fields in the database. While it is easy to drop a table and
regenerate it with the new fields, you will loose all the data in the table. To avoid this
trouble there is the button "Compare Script with existing Table". | you click this, the
table structure in your database will be compared with the script. There are two possible
outcomes. Your table is up to date

. )

You have all the fields in your table,
There is nothing to do

1 |

Table is up to date

or if your table is missing recently added fields, you will see a window pop up that shows
an ‘Alter Table' script with which you can add those fields to the table without interfering
with existing data. In the latter case, you can click the "Execute Script” button and the
field will be added and a message will confirm your changes
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[t

e

Table successfully altered

Alter Table statement successfully executed.

9.24 2c Updating Database Tables

To update an existing table (in the event of an update, for example), follow the
instructions below.

1. Start with the table creation script window of the table you want to update. In this
example, we will use the Trading Partner table.

F ™

Database
@ Microsoft SQAL Server ) MySQL/Generic

Trading Partner | TRANS_LOG | TRANS_LOG_ERRORS | SEND_LOG | comPany_seTup|

TradingPartner Table script:

1 CREATE TABLE [dba].[TradingPartner]( .
[TradingPartnerlD] [varchar](15) NOT NULL.
[TradingPartnerlD_QUAL] [char](2) NULL.
[ETINNg] [varchar](15) NULL,
[NAME] [warchar]({40) MULL,
[Contact] [varchar]{100) NULL,
[Phene] [varchar]({15) NULL.
[Extension] [varchar](10) NULL,
[Email] [varchar](75) NULL.
10 [Fax] [varchar](15) MULL,
11 [LocalFtpUser] [varchar](20) NULL,
12 [LocalFtpPassword] [varchar](20) NULL.
13 [Address1] [varchar](100) NULL,
4 [Address2] [varchar](100) NULL,
15 [City] [warchar](30) NULL,
16 [State] [char](2) NULL,
7 [Zip] [wvarchar](10) NULL,
18 [FtpAddress] [varchar](50) NULL,
19 [PutDirectory] [varchar|(50} MULL.
20 [GetDirectory] [varchar](50) NULL.
21 [FtpArchive] [varchar](20) NULL,
22 [FtpUserName] [varchar]{40) NULL.
23 [FtpPassword] [varchar](40) NULL.
24 [FTPPort] [varchar]({12) MULL,
25 [Outbox] [varcharl{50) NULL, -

’ Compare Script with existing Table ] Save l [ Execute Script l

[felye-RL s S PR FLY K )

The table creation script for the Trading Partner table.

2. In the case of modifying a table to include/exclude/change a field or fields required by
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a program update, the script will have been updated for you and clicking the Compare
Script with existing Table button will bring you to the next step. To modify the table
yourself in order to conform to your particular database, first edit the script text to
suit your database system, click the Save button, then the Compare Script with
existing Table button, and proceed to the next step.

Tip: Every database system has their own little syntax idiosyncrasies and the scripts might require
tweaking. You can edit the table scripts in this screen and save your modified scripts. One example
are 'date’ and 'time’ or ‘'money' data types that do not exist in SQL Server 2005. You can just rename
those types to 'datetime’ and save you script and it will run fine.

3. Having clicked Compare Script with existing Table, the script will be compared to the
existing table and any additional fields will be presented. In this example, the Trading
Partner table's Address fields will be added.

5! Changes to your table — O e

1 Alter Table TradingPartner

; Add
[Address1] [varchar]({100) NULL,
[Address2] [varchar]{100) NULL,
[City] [warchar](30) NULL,
[State2] [char]i2) NULL.
[Zip] [varchar](10) NULL

P o L P

Execute Script Cancel

Changes to be made to Trading Partner table.

4. Click Execute Scipt. This will perform the additions/changes stated in the alter table

script and a prompt will appear informing you of the change. The table has now been
modified.

Table successfully altered

Table has been altered.
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9.25

3 Defining Auto-Processing Options

In the "Auto-Process Setup” you can instruct the program on what to do after analyzing
and decrypting the received files in the Inbox Manager. The auto processing enables you
to combine and run multiple fulfilment steps together (for example, export, saving,
printing.) These options are important for the hand-over from EDI Exchange to the other
HIPAAsuite program that hosts EDI Exchange.

Follow the instructions below to specify the Auto Process Options.

1. Select EDI Exchange » Autoprocess Setup in the main menu.

Check EDI File

Trading Partners

Inbox Manager

FTP Client
SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables

Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Leg

Request EDI Exchange License

EDI Exchange License Information

The "Autoprocess Setup” menu item

2. The following screen will appear if the host HIPAA application is Enrollment Master.
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Automatic Processing Cptions ‘ l"':' (S] S

Get Rles from Trading Partners

[C] Check FTP servers for new files and place them into Inbox

Default Automatic Processing Options
[] Export in Database

[”] Print i

Saveto: [|Image  [C] Excel [T ASCII

Save Cancel
h. E - A
Defining the Auto Processing Options

3. The following options can be specified:
Check Path Options

e Check FTP servers for new files — If checked, EDI Exchange automatically looks for
new files for all trading partners that have FTP connection set up. Then the program
gets all the waiting files and puts them into the Inbox. In the second step, it goes
through every file.

Default Automatic Processing Options
e Export in Database — If selected, the module exports new files to the database.
¢ Print — If selected, the module prints files using the selected printer.

e Create Auto-Response — If selected, the module creates an auto-response to the
received files.

e Save to — If selected, the system automatically saves files as:
¢ Image
e Excel
e ASCII
4. Click "Save."
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Automatic Processing Options l = | (] |_i3-]
Get Rles from Trading Partners
/| Check FTP servers for new files and place them into Inbox
Default Automatic Processing Options
¥| Export in Database
4| Print  Use printer: Fax -
Save to: ¥l Image J| Excel < ASCI
Save | Cancel |
The "Save" button
Once you have saved the auto-processing options, the files will not only be analyzed but
also processed according to the defined settings. Proceed to the next step: Defining
Communications Directory.
9.2.6 4 Defining Communications Directory

EDI file directory is an obligatory setting you need to set up before starting using the EDI
Exchange. In order to keep track of the thousands of EDI files that accumulate over
time, EDI Exchange uses a folder structure which we call the "HIPAAsuite Communications
Directory” or "HIPAAsuiteCommDir” in short. In it, you will find all your EDI files sorted
into several categories:

¢ Inbox

e Outbox

¢ ProcessedFiles

¢ EncryptedFiles
e SuspendedFiles

Within these directories, there will be folders for each Trading Partner and type of
transaction. The location and names of the sub-folders are handled in the "Trading
Partner Setup.” See Setting up Trading Partners.

Follow the instructions below to specify EDI communications root directory.

1. Select "EDI Exchange Setup” under the "EDI Exchange"” menu item.

© <2006> ... Martin Scholl Consulting, Inc.



EDI Exchange 101

EDI Exchange
Check EDI File

Trading Partners
& Inbox Manager

FTP Client

SEF Files

EDI Exchange Setup

Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDI Exchange License

EDI Exchange License Information

The "EDI Exchange Setup” menu item

2. The following window will appear.

EDI Exchange Directory Setup

Root Directory Path Browse

Email Server Information Email Notification

SMTP Server Sender's email address [7] Send email notice of newly arrived Files?
Add

UserName Password Recipients
[C] SMTP server requires Logon P

[] Connectto the SMTP server via the SSL protocol Use Port
Outgoing Files Other options

[] Validate outgoing files [[] RejectIncoming Files with more errors than
. . (set Count below)
Halt records if EDI compliance

warnings are found

EDI Fles with Other Type in Inbox

® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ]

@ Leave file for other program

) Auto process if other program is available

The "EDI Exchange Setup” window

Note: The icon in the lower left corner indicates that EDI Exchange has not been initialized yet.

3. Under "EDI Exchange Directory Setup” specify the following setting:
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e Root Directory Path — Define the root path in the "Root Directory Path" text field.
The root path is the folder where all your EDI files reside. EDI Exchange will later
create sub-directories required to operate.

EDI Exchange Directory Setup

Root Directory Path Browse

The root communications directory setup

4. Click "Save."”

-
EDI Exchange Directory Setup
Root Directory Path  pAEDI Browse
Email Server Information Email Notification
SMTP Server Sender's email address [7] Send email notice of newly arrived Files?
Add
User Name Password Recipients
[7] SMTP server requires Logon B
[7] Connectto the SMTP server via the SSL protocol Use Port
Outgoing Files Other options
[[] Validate outgoing files [[] Reject Incoming Files with more errors than

. . (set Count below)
Haltrecords if EDI compliance

warnings are found

EDI Fles with Other Type in Inbox
@ Leave file for other program

©) Auto process if other program is available

® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ]

The "Save" button

After setting the root directory, you can click the "Initialize EDI Exchange" button. Read
more in Initializing EDI Exchange.

9.2.7 5lnitializing EDI Exchange

Before you can use EDI Exchange, and after you have configured the obligatory settings,
you have to perform the initialization. Follow the instructions below.

1. Select "EDI Exchange Setup” under the "EDI Exchange” menu item.
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EDI Exchange
Check EDI File

Trading Partners
& Inbox Manager

FTP Client

SEF Files

EDI Exchange Setup

Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDI Exchange License

EDI Exchange License Information

The "EDI Exchange Setup” menu item

2. The following window will appear.

EDI Exchange Directory Setup
Root Directory Path Browse

Email Server Information Email Notification
SMTP Server Sender's email address [] Send email notice of newly arrived Files?

UserName Password Recipients
[C] SMTP server requires Logon P

[] Connectto the SMTP server via the SSL protocol Use Port
Outgoing Files Other options

[] Validate outgoing files [[] RejectIncoming Files with more errors than
. . (set Count below)
Halt records if EDI compliance

warnings are found

EDI Fles with Other Type in Inbox

® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ]

@ Leave file for other program

) Auto process if other program is available

The "EDI Exchange Setup” window

Note: The icon in the lower left corner, indicating that EDI Exchange has not been initialized yet.

3. After setting the root directory (see the previous step Defining Communications
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Directory), you can initialize EDI Exchange module. Click the "Initialize EDI Exchange”
button to accomplish the process.

-
EDI Exchange Directory Setup
Root Directory Path  pEDI, Browse
Email Server Information Email Notification
SMTP Server Sender's email address [C] Send email notice of newly arrived Files?
Add
User Name Password Recipients
[C] SMTP server requires Logon
[[] Connectto the SMTP server via the S5L protocol Use Port
QOutgeing Files Other options
[] Validate outgoing files [[] RejectIncoming Files with more errors than

. . (set Count below)
Haltrecords if EDI compliance
warnings are found

EDI Fles with Other Type in Inbox

( 9 EDI Exchi is NOT initialized! Initialize EDI Exchange _
aness yet initia [ ] @ Leave file for other program

[ se= ] B

The "Initialize EDI Exchange" button

Once the "Initialize EDI Exchange” button is clicked, the system checks if all settings have
been configured correctly.

1. The first thing the initialization process checks is the connection to the database and
the presence of the necessary tables. EDI Exchange relies on the database connection
that is part of the HIPAAsuite application that you are using. EDI Exchange needs
Database Connectivity licensed and enabled. If this part is not yet set up, then you will
get an error like this:

Processing Results M=1E3
EDI Exchange intialization started

Checking SOL settings and tables:
Could not establish connection

EDI Exchange encountared the above arrors
EDI Exchange is not operational until everything checks out

Initialization failed because of SQL connection problems

Read more in Setting up Database Connection.

2. Once the connection is established, the program checks if the correct tables exist in
the database. See Creating Database Tables. Once the SQL part checks out, you will
see the following message.
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Checking SQL settings and tables:
Connection settings are checked. Trading Partners table is checked.
TRANS_LOG table is checked.
TRANS_LOG ERRORS table is checked.
SEND LOG table is checked.

3. The next step of the initialization processes — the program checks and, if necessary,
creates the root directory and five sub-directories. Within these root directories, there
will be folders for each Trading Partner and type of transactions. The location and
names of the sub-folders are handled in the "Trading Partner” setup. The root folder is
specified via the "EDI Exchange Setup” screen. Read more in Defining Root Directory.

The sub-directories that EDI Exchange creates are as follows:

<@ + Computer = WS2008 (C:) ~ 3 -

Organize * Indudeinlirary +  Sharewith +  New folder

- Favorites =1 Mame - Date modified Type
Encryptedtles 1/31,/2013 5:55 PM Fle folder
-« Libraries Inbeox 1/31/20135:56 PM  File folder
Outhox 1."3!]"2!] 13 5: 56 PM Fle folder
'zfclp'::; © ProcessecSies 1312013 5:56PM  File folder
_— ’ SuspendedFiles 1/31,/2013 5:55 PM File folder
g Data (D:)

The directory structure of EDI Exchange

4. The next step of the initialization — the program checks if the HIPAA EDI compliance
engine is properly installed.

5. The last thing checked by the system is if the Automatic File Processing options have
been set up. Read more in Defining Auto-Processing Options. The options are
important for the hand over from EDI Exchange to the other HIPAAsuite program that
hosts EDI Exchange.

Once all verifications have been completed successfully, you will see the following
message:
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Processing Results

EDI Exchange inibalization started

Checking SQL setings and tables:
Conneclion sellings are checked
Trading Parners table is checked.
TRAMNS_LOG table is checked.
TRANS_LOG_ERRORS table is checked.
SEND_LOG table is checked.
COMPANY_SETUP table is checked.
COMPANY _SETUFP data is validated.

Checking for Required Directories:
Inbox Directory is checked.
Outbox Directory is checked.
Processed Directory 15 checked.
Crypt Directory is checked,
Suspense Directory is checked.

Checking for EDIDev:
EdiDev is found.

EDI Exchange has been successfully iniialized and is ready for use.

Successful initialization of EDI Exchange

After that your EDI Exchange is initialized.

EDI Exchange Directory Setup

RootDirectory Path  p1EDI, Browse

Email Server Information Email Notification

SMTP Server Sender's email address [] Send email notice of newly arrived Files?
Add

UserName Password Recipients

[[] SMTP server requires Logon
[[] Connectto the SMTP server via the SSL protocol Use Port
Outgoing Fles Other options

[] Walidate outgoing files [ RejectIncoming Files with more errors than
. . (set Count below)
Haltrecords if EDI compliance

warnings are found

EDI Fles with Other Type in Inbox

J EDI Exchange is successfully initialized. Initialize EDI Exchange ]

@ Leave file for other program
Save () Auto process if other program is available

The "EDI Exchange is successfully initialized" message on the bottom of the "EDI Exchange Setup” window

Troubleshooting Initialization
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When you are going through the Initialization process of the EDI Exchange, you can

encounter the following message in the "Processing Results” window:

Checking for EDI Dev:

EDI Dev is not install ed!

Processing Results !EIE |

EDI Exchange inifialization started

Checking SOL setings and tables:
Conneclion setings are checked
Trading Farners table is chacked
TRAMS_LOG table is checked.
TRANS_LOG_ERRORS table is checked
SEMD_LOG table is checked.
COMPANY_SETUPR table is checked
COMPANY_SETUF data is vaelidated.

Checking for Reguired Directones:
Inbox Directory is checked.
Digthoee Directony is checked
Processed Directary is checked.
Crypt Directory is checked,
Suspense Directory is checked.

Checking for EDIDesw
|E|:IiDews not installed! |

EDI Exchange encountered the abowve errors
EDN Exchange is not operational until everything checks out,

The EdiDev component is not installed
To resolve this issue, do the following.

1. Go to the http://www.edidev.com/ediregis.htm site.

107

2. Some systems may require Microsoft Redistributable Package to be installed first. In
this case, download one of the following components according to your OS' bit depth.
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9.3

931

The recommendad minimum system requirement for Framework EDI:

« 256 MB RAM

s 1GB available disk space

« Windows 2000/2003/2008XPVista'7
L]

Prefequisit&s: Some Tystems may mquise Micmecd Redistribotabls Peckage 1o be installed fins o suppoet

O Prmnework EDIMNET (31 -bdt) - dowalead Microsodt Viegal €+ 200 Radisuitucsble Paclags (x88)
Franewiork EDI NET4 (32-bif) - dewnlead hlicosoll Vieoal O+ 2010 Radaseributabls Packaps (XBF)

Fomnework EDINET {§4-bif) - dowaload hicrosof Vissal O 2005 Redistriinstabls Package (264)

(= = R

Frenework EDI NET# (§d=bi) - dewnload hlicosof Visnal C+= 2010 Redistributable Packaee (x6d)

3. Download one of the following components you need according to your OS' bit depth:
e Framework EDI Enterprise evaluation 32-bit
e Framework EDI Professional evaluation 64-bit

4. Install downloaded components and start again the EDI Exchange initialization
procedure.

Configuring EDI Exchange (Optional Settings)

Setting up Email Notifications

EDI Exchange can send emails to operators and trading partners to notify them about files
and processing results. This functionality of EDI Exchange lies beyond the most basic
setup that the initialization checks for. For this feature to work properly, you need to set up
an email server which EDI Exchange communicates with. You can do this in the "Email
Server Information” frame of the setup screen. Follow the instructions below.

1. Select "EDI Exchange Setup” under the "EDI Exchange” menu item.
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EDI Exchange
Check EDI File

Trading Partners
& Inbox Manager

FTP Client

SEF Files

EDI Exchange Setup

Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDI Exchange License

EDI Exchange License Information

The "EDI Exchange Setup” menu item

2. The following window will appear.

EDI Exchange Directory Setup

Root Directory Path Browse

Email Server Information Email Notification

SMTP Server Sender's email address [7] Send email notice of newly arrived Files?
Add

UserName Password

Recipients
[C] SMTP server requires Logon ecipien

[] Connectto the SMTP server via the SSL protocol Use Port
Outgoing Files Other options

[] Validate outgoing files [[] RejectIncoming Files with more errors than
. . (set Count below)
Halt records if EDI compliance
warnings are found

EDI Fles with Other Type in Inbox

® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ]

@ Leave file for other program

) Auto process if other program is available

The "EDI Exchange Setup” window

3. Specify the following email options:
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Email Server Information
e SMTP server
¢ Sender's email address
e SMTP server requires logon
e Username
¢ Password
e Connect to the SMTP server via the SSL protocol

e Use port

EDI Exchange Directory Setup
Root Directory Path  D:\EDIy

Email Server Information Email Notification
SMTP Server Sender's email address [7] Send email notice of newly arrived Files?
smtp.gmail.com example@gmail.com Add

User Name Password
SMTP server requires Logon  yser R

Recipients

[] Connectto the SMTP server via the SSL protocol Use Port

Outgoing Fles Other options

[] Validate outgaing files [] RejectIncoming Files with more errors than
) ) (set Count below)
Halt records if EDI compliance

warnings are found

EDI Files with Other Type in Inbox

® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ]

@ Leave file for other program

) Auto process if other program is available

Setting up the email server

Note: If you do not have this information, please ask your administrator to set this portion up for you.

4. To configure email notifications, specify the following options:

Email Notification

e Send email notice of newly arrived files? — Use this checkbox to define if you want
to send email notice once new files have arrived.

e Recipients — You can add your staff's email(s) and the processing messages will be
sent to these emails.

Enter an email address and click "Add."
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. e
Browse

Email Notification
[] Send email notice of newly arrived Files?

example@email.com Add

Recipients

EDI Files with Other Type in Inbox
@ Leave file for other program

) Auto process if other program is available

Setting up the email recipients

The email address will appear in the list.

111

© <2006> ... Martin Scholl Consulting, Inc.




112 HIPAA Eligibility Responder

T -
Browse
Email Notification
Send email notice of newly arrived Files?

Add

Recipients

example@email.com

EDI Rles with Other Type in Inbox
@ Leave file for other program

) Auto process if other program is available

e
Added email recipient

5. Click on the "Test" button to verify your settings.

6. Click on the "Save" button.

EDI Exchange Directory Setup
RootDirectory Path  p1gDI, Browse

Email Server Information Email Notification
SMTP Server Sender's email address Send email notice of newly arrived Files?
smtp.gmail.com example@gmail.com Add

User Name Password
SMTP server requires Logon  yser i

Recipients

example@email.com
Connectto the SMTP server via the SSL protocol Use Port

Outgoing Files Other options

Validate outgoing files Reject Incoming Files with more errors than
. . (set Count below)
Haltrecords if EDI compliance =

warnings are found U

EDI Fles with Other Type in Inbox
® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ]

@ Leave file for other program
) Auto process if other program is available

he "Save" button
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Troubleshooting Email Settings

If you have problems with setting up the email server, please contact your administrator. He/
She should know values to specify and how to test the settings.

Below is an example of what happens when the email server does not respond.

[ 2]

Failure!

After a time out, you get a failure notice

After acknowledging the failure, you get a more detailed error message in the process
result screen.

,
ECER . e

Percent Done: |

Sending email to
There was a problem with the email. See the log below.

220 smtp .gmail.com ESMTP p190sm 14579205ywp .56 - gsmip
EHLO 2h0-smtp gmail com at your service,
280-51ZE 35882577
250-8BITMIME
280-5TARTTLS
250-ENHANCEDSTATUSCODES
280-PIPELINING
250-CHUMKING
250 SMTPUTF2
AUTH LOGIN<CRLF= 530 5.7.0 Must issue a STARTTLS command first. p150s
MAIL FROM:<e@mple@gmail com=<CRLF= RCPT TO:zexample @email com:=<C
530 5.7.0 Must issue a STARTTLS command first. p150sm14575805ywp 56 - gsmtp
530 5.7.0 Must issue a STARTTLS command first. p190sm14573805%wp 56 - gsmtp
RSET=CRLF= 250 2.1.5 Aushed p150sm 14575805wp .56 - gsmtp

The process result screen with a detailed error message
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9.3.2

Setting up Incoming and Outgoing Files Options

To check if your files are HIPAA-compliant, EDI Exchange can run a compliance check on
outgoing EDI files. For incoming files, you can specify an acceptable error level. These
settings are especially important with new trading partner relationships or with new
processes since it always takes a while until an EDI process runs without issues and
problems.

Follow the instructions below.

1. Select "EDI Exchange Setup” under the "EDI Exchange” menu item.

Check EDI File

Trading Partners

Inbox Manager
FTP Client
SEF Files

EDI Exchange Setup

Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
ECI Send Leg

Request EDI Exchange License

EDI Exchange License Information

:I'he "EDI Exchange Setup” menu item

2. The following window will appear.
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EDI Exchange Directory Setup
Root Directory Path Browse

Email Server Information Email Notification
SMTP Server Sender's email address [] Send email notice of newly arrived Files?

UserName Password

Recipients
[C] SMTP server requires Logon ecipien

[] Connectto the SMTP server via the SSL protocol Use Port
Outgoing Files Other options

[] Validate outgoing files [[] RejectIncoming Files with more errors than
. . (set Count below)
Halt records if EDI compliance
warnings are found

EDI Fles with Other Type in Inbox
® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ] P e T

) Auto process if other program is available

The "EDI Exchange Setup” window

3. Specify the following outgoing files options:
Outgoing Files

¢ Validate outgoing files — Select this checkbox to validate if the outgoing files are
HIPAA-compliant.

¢ Halt records if EDI compliance warnings are found — Select this checkbox to
suppress the sending of files with warnings or errors.

EDI Exchange Directory Setup
Root Directory Path  DAEDI Browse

Email Server Information Email Notification

SMTP Server Sender's email address [7] Send email notice of newly arrived Files?

smtp.gmail.com example@gmail.com m
User Name Password

Recipients
SMTP server requires Logon  yser P

example@email.com

[] Connectto the SMTP server via the SSL protocol Use Port

Outgoing Fles Other options

Validate outgoing files [] RejectIncoming Files with more errors than

set Count below

[T] Haltrecords if EDI compliance ¢ d
warnings are found

EDI Files with Other Type in Inbox

® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ]
() Auto process if other programis available

Validating outgoing files

@ Leave file for other program

4. Specify the following incoming files options:

Other Options
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¢ Reject incoming files with more errors than (set count below) — If checked, the
incoming files with more errors than defined will not be placed into the "Inbox"
folder.

EDI Exchange Directory Setup
Root Directory Path  pAEDI, Browse

Email Server Information Email Notification
SMTP Server Sender's email address [] Send email notice of newly arrived Files?

smtp.gmail.com example@gmail.com
Add

UserName Password Recipients
SMTP server requires Logon  yser P -
example@email.com

[] Connectto the SMTP server via the SSL protocol Use Port

Outgoing Files Other options

Validate outgoing files Reject Incoming Files with more errors than
. ) (set Count below)
[T Halt records if EDI compliance D

warnings are found

EDI Fles with Other Type in Inbox

® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ] P e T

) Auto process if other program is available

The "Reject incoming files with more errors than" option

5. Click on "Save."

EDI Exchange Directory Setup
Root Directory Path  pAEDI, Browse

Email Server Information Email Notification
SMTP Server Sender's email address [C] Send email natice of newly arrived Files?
smtp.gmail.com example@gmail.com Add

UserName Password

Recipients
SMTP server requires Logon  yser P

example@email.com

[] Connectto the SMTP server via the SSL protocol Use Port
Outgoing Files Other options

Validate outgoing files Reject Incoming Files with more errors than
. ) (set Count below)
[T Halt records if EDI compliance D

warnings are found

EDI Fles with Other Type in Inbox

® EDI Exchange is NOT yet initialized! Initialize EDI Exchange ]

@ Leave file for other program

) Auto process if other program is available

9.3.3 Running the Application via Scheduler

EDI Exchange integrates with the Windows Scheduler to allow the automation of the EDI
file exchange process. You can set up EDI Exchange to go out to the trading partner's
FTP server, download files, decrypt and compliance check them and further process them
with the appropriate HIPAAsuite application, for example load claims into a SQL
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database.
Follow the instructions below to schedule the EDI files exchange process.

1. Select "Automatic Scheduler” under the "EDI Exchange” menu.

EDI Exchange
Check EDI File

Trading Partners
Inbox Manager
FTP Client

SEF Files

EDI Exchange Setup

Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Autormatic Scheduler

EDI Receive Log
EDI Send Leg

Regquest EDT Exchange License

EDI Exchange License Information

The “Aufomatic Scheduler” menu item

2. In the opened window, right click and choose the "Scheduled Task” menu item.

, ,

File Action View Help
+==|:EHED
@ T_E;k Scheduler (Local) Name Status Triggers MNextRun Time Last Run Time Last Run Result  Author Created Acticns
4 [ Task Scheduler Library LIPAASuite R
& [ Microsoft
b 1 MysQL g Create Basic Task...
| HIPAASuite " Create Task...
Import Task...
Create Basic Task... [5 Display All Running Tasks
Create New Task... ] Enable All Tasks History
Loz e e ] MewFolder...
Refresh X Delete Folder
View 4
4 1 r G Refresh
ﬂ Help

Task Scheduler in Windows Vista onwards.
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934

9.4

941

In Windows XP, the Scheduled tasks directory looks like this:

File Edit View Favorites Tools Advanced Help ",.'
<. Back = > ? 7 Search Falders Z- (v‘} CHHEPORHBALHA NANKH
Address || 4] Schedued Tasks >l Eso
Name | Schedule | ext Run Time | Last Run Tie | Status | LastResult| crs
12| Add scheduled Task
Dther Places 3 Edms Every 2 howr(s) from 12:00 AM For ... 800:00PM ... 2:00:00 4M 1. Could nok start Oxc0000142  Ad
@ Conkrol Panel e o
) My Dacuments _—
[y Shared Documents Arrange lcons By b

Refresh

& My Network Flaces

Details ¥

i _r|

The "Scheduled Task” menu item in Windows XP.

See "Running the Application via Scheduler” in the help of the host HIPAA application for
detailed instructions on how to schedule a task.

Using the Command Line Arguments (CLI)

The only EDI Exchange specific command line argument is "Auto”

The Auto processing options are defined in another screen and, with the command line
argument "Auto,” they will be exercised. Make sure that you have configured them
according to your needs.

Working with Trading Partners

Setting up Trading Partners

With EDI Exchange you can keep track of your trading partners. You can set up their
identifiers to send them EDI files or 999 acknowledgment, send email notifications and
compliance check results, encryption keys and file transport mechanisms.

Once you have created the trading partner table (see Creating Database Tables) and
initialized EDI Exchange (see Initializing EDI Exchange), you can set up the relationships
with your trading partner. Follow the instructions below.

1. Select "Trading Partners" under the "EDI Exchange” menu.
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EDI Exchange | Help

Check EDT File

Trading Partners

& Inbox Manager
FTP Client
SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDI Exchange License

EDI Exchange License Information

The "Trading Partners” menu item

2. The following screen will appear.

119
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- B
Trading Partners lﬂlﬁlﬁ
Name and Type List of Trading Partner
DC EXCHANGE
CALHEERS
FEDERAL EXCHANGE ARKANSAS
| EDI Identifiers | Options ! Remote FTP Contact Encryption Folders
E0N Yersior
@ 4010 5010
i alif,
46
=
[ MNew | [ Cose |

%

The "Trading Partners” window

3. Click the "New" button to start entering the trading partner information.

4. Define the necessary options. They are described further.
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-
Trading Partners

Name and Type

EDI Identifiers and Qualifier

15A Identifier and Qualifier (Record Key)
*

ETIN Number and Qualifier Application Sender Code (G502)
46

Application Receiver Code (G503) Trading Paner Assigned ID

*

Name
* (Required)
Address
City State Zip
EDI File Exchange Method Status
*
- -
Email Addresses to send process results Type
- -
EDI Identifiers Options | Remote FTP Contact Encryption Folders
EDI Version
@ 4010 5010

[ESEEN™)
List of Trading Partner
DC EXCHANGE
CALHEERS

FEDERAL EXCHANGE ARKANSAS

%

5. Click on "Save."

L

The "Save" button

6. The newly added Trading Partner's name will appear in the right pane.

Trading Partner Options

The company information of a trading partner can be specified on the top of the form.
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Trading Partners
Name and Type
Name
¥ (Required)
Address
City State Zip
EDI File Exchange Methed Status
- ®
Email Addresses to send process results Type

&

Top area of the "Trading Partners” window

Name and Type

e Name — Trading partner's company name. Required field.

e Address — Trading partner's company address.

e City
e State

e Zip

e Status — Trading partner’s status. Choose one of the available options:

¢ |[nactive — No upload into a database system through ODBC will be done.

e Test Only — All outgoing EDI messages will be stamped with "Test” (ISA_15).
Records will only be exported to the test environment.

e Approved — All outgoing EDI messages will be stamped with
"Production” (ISA_15). Records will be exported to the Live system with ODBC.

e Type — There are five types of trading partners, select the necessary one:

¢ Providers — Hospitals, doctors or other health care providers.

e VANs — Value Added Networks like clearing houses or EDI Networks.

e Service bureaus — Third party entities such as repricing organizations.

e Sponsors — Entities that sponsor the benefits of subscribers such as MedicAid,

government agencies or large employers.
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e Payers — Entities that pay for health care benefits such as health insurers.

The next block on the form lists the communication methods and preferences.

e EDI File Exchange Method — Obligatory setting. HIPAAsuite supports three
communication methods. Choose a preferred mode of sending EDI communications
to the trading partner:

e FTP — Allows you to transmit files actively to the Trading Partner or his
Clearinghouse.

e Outbox — All files for Trading Partner are stored locally. The Trading Partner is
responsible for picking up files in his special directory of the local FTP or HTTP
server.

e SOAP - Allows you to transmit files to the Trading Partner or his Clearinghouse
using SOAP 1.2 (CORE) by default.

0 SOAP Version - Defaults to CAQH CORE "SOAP 1.2". "SOAP 1.1" is also provided
as a compatibility option for Trading Partners that are not yet CORE-Certified
but use SOAP services.

e MIME - Allows you to transmit files to the Trading Partner or his Clearinghouse
using MIME (CORE). This is one of two CORE options.

e Email Addresses — Enter the email address(es) into the text field.

EDI Identifiers Tab

This tab relates to the EDI identifiers and EDI Version.

EDI Identifiers | Options | Remote FTP| Contact |Encryption| Folders
EDI Identifiers and Qualifier

" . EDI Version
154 Identifier and Qualifier (Record Key)
* 4010 @ 5010
900737353 77
ETIMN Mumber and Qualifier Application Sender Code (G502) to use
46 900737353
Application Receiver Code (G503) to use Trading Partner Assigned D
*
CCHMP

The "EDI Identifiers” tab

e EDI Version — There are two standards for HIPAA:

CORE
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¢ 4010 — This standard was introduced in the original transaction from 2003 to

2011.

® 5010 — From 2012 on all HIPAA transactions must be conducted in the 5010

version.

¢ EDI Identifiers and Qualifier

¢ ISA Identifier and Qualifier (Record Key) — The ISA Identifier and Qualifier are

the unique key to the trading partner database file. The ISA identifier can be up
to 15 bytes long, the qualifier has to be 2 bytes. Approved qualifiers are:

e 01 — Duns (Dun and Bradstreet)

® 14 — Duns Plus Suffix

e 20 — Health Industry Number (HIN)

e 27 — Carrier Identification Number as assigned by HCFA

e 28 — Fiscal Intermediary Identification Number as assigned by HCFA

e 29 — Medicare Provider and Supplier Identification Number as assigned by
HCFA

e 30 — U.S. Federal Tax Identification Number
¢ 33 — National Association of Insurance Commissioners Company Code (NAIC)

e 77 — Mutually Defined. Many organizations use the ZZ qualifier with their
name as the ID, for example ZZ and HIPAASUITE.

e ETIN number — The Electronic Transmitter Identification Number established by

a Trading Partner Agreement. This number occurs only in the 837 transactions.
Often, the ETIN is same as the ISA ID.

Application Receiver Code (GS_02) — A code identifying a part that sends a
transmission or the specific application within the sender's organization. Codes
are agreed by Trading Partners. Again, usually this code is same as the ISA ID.
This code is placed in the GS_02 element in the Functional Group Header (GS).
Some Trading Partners want to send a specific code in GS_03, the application
receiver code. You can enter it into the corresponding field. Most of the time it
is not necessary.

Assigned ID - Some trading partners, like health insurance exchanges will give a

plan an ID that is different from the ISA identifier defined in the Company Setup
screen of the application. Especially in the creation of filenames is this Assigned

ID important.
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Options Tab

EDI Identifiers, Options |Remote FTP| Contact | Encryption| Folders CORE

¥| Send EDI Acknowledgement (397 or 999)
Send e-mail with compliance check and process results
Send e-mail notification when receiving Files
Send e-mail notification when sending Files
Reject Files with Compliance Errors (EDI Exchange)
Create a 277CA for 837 Claims
Cne ST-SE loop per claim

The "Options” Tab
You can choose one of the following options:

e Send EDI Acknowledgment (997 or 999) — This check-box allows sending
Functional Acknowledgment transactions to the Trading Partner.

e Send e-mail with compliance check and process results — This option allows
sending the compliance check results back to your contact at the Trading Partner
via email. No PMI will be transmitted. Adding an email address is important, even
when the Communication method is not "Email.”

¢ Send e-mail notification when receiving files — This option allows sending an
acknowledgment email of EDI files. This option is not necessary when you choose
997 or 999 acknowledgments.

¢ Send e-mail notification when sending files — This option allows sending a file to
the Trading Partner notifying them that a file has been created for them.

¢ Reject Files with Compliance Errors - This option will reject files that have
compliance warnings and move them into the suspended files directory. It also
determines whether the TA1 and 999 indicate acceptance or the 999 lists all the
errors and warning.

e Create a 277CA for 837 claims — This option only applies to 837 Claims. Checking
this option will produce a 277CA Claims Acknowledgment report for received 837
Claim files.

e One ST-SE loop per claim - This option separates all claims into individual
transactions enclosed by their own ST and SE segments.

Remote FTP Tab
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If your trading partner has an FTP Server, then you can set up here the connection
information. Read more in Using Built-in FTP Client.

EDI Identifiers | Options | Remote FTP | Contact | Encryption | Folders CORE

@ FTP Remote Connection and Directories Different Download S
Secure FTP FTP Address
Explicit FTPS fip_healinghospital.com
i
User Name
Implicit FTPS user
SFTP Password
|ser + password Auth e
private Key Auth Port:
After Download 21 . _
Delete Fil Put Directory Get Directory
@ Delete Files
DropOff PickUp

Move to Folder |

| Test Upload Connection | Test Download Connection

The "Remote FTP" tab

The file transfer protocol (FTP) is one of the first internet protocols and goes back to
the 1960's. Transporting electronic files was one of the great achievements of the
internet. During the last 50 years a lot of improvements to this protocol have been
made, mainly to increase the security of the transfer.

e FTP — For security reasons, EDI Exchange supports secure FTP or FTPs.

e Explicit FTPS Connection — The explicit method is a legacy compatible
implementation where FTPS aware clients can invoke security with an FTPS
aware server without breaking overall FTP functionality with non-FTPS aware
clients. In explicit mode (also known as FTPS), an FTPS client must "explicitly
request” security from an FTPS server and then step-up to a mutually agreed
encryption method. If a client does not request security, the FTPS server can
either allow the client to continue insecure or refuse/limit the connection.

¢ Implicit FTPS Connection — The implicit method requires that all clients of
the FTPS server be aware that SSL is to be used on the session, and thus is
incompatible with non-FTPS-aware clients. Negotiation is not allowed with
implicit FTPS configurations. A client is immediately expected to challenge the
FTPS server with a TLS/SSL ClientHello message. If such a message is not
received by the FTPS server, the server should drop the connection. In order
to maintain compatibility with existing non-TLS/SSL aware FTP clients,
implicit FTPS was expected to listen on the IANA Well Known Port 990/TCP for
the FTPS control channel and 989/TCP for the FTPS data channel. This allowed
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administrators to retain legacy compatible services on the original 21/TCP FTP
control channel.

e SFTP — also known as FTP over SSH is deemed the most secure form of FTP and
uses encryption certificates. There are 3 different ways to authenticate a SFTP

connection,
= With user name and password, just like a regular FTP connection,
= User name and a certificate
= User name, certificate and password

Remote Connection and Directories

You need the FTP address, the user name and password to establish the connection
and the directory information where files are picked up and where dropped off. Fill in
the following fields:

e FTP Address - This is usually the IP address of the server

¢ User Name

e Password

e Put Directory - This is the directory where you drop off files

e Get Directory - This is the directory where you download files from

It is possible that a trading partner has two FTP servers, one for ‘put’ and another
one for ‘'get’. If so, check "Different Download Server" and additional fields will
become visible so you can specify the those connection parameters.

After Download: You have two choices. Files on the server will be either deleted or
moved to another folder of your choice

Contact Tab

The Contact Tab stores contact information for your selected Trading Partner.
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EDI Identfiers | Remote FTP ( Contact | Encryption | Foldes |

r Contact Information
Name Communication Numbers

Communication Type Number

I =

1234567
1111

[ A | Fax 9876543
~ Local Acces=s for FTP and HIPAAsuite Web
User Name merﬂd Users

Password

_ A |

The "Contact" tab
Contact Information

Enter the name and the number into the corresponding fields and select the
communication type from the drop-down list.

e Contact Name
e Communication Numbers — Valid Communication number qualifiers are:
e TE — Stands for Telephone.
e FX — Stands for Fax.
e EX — Stands for Extension.
e EM — Stands for email.

Click the "Add" button and the contact will appear in the "Communication
Numbers” table.

Note: The information that you fill in goes also into EDI files in the "PER" segment.

Local Access for FTP and HIPAAsuite Web

To register a user, enter the user name and the password into the corresponding fields
and click the "Add" button. The user will appear in the "Registered Users" table.

e User Name
¢ Password

¢ Registered Users
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Encryption Tab

EDI Exchange supports PKI encryption. Encryption keys are defined by the email address
of the owner. Both supported products, PGP and GnuGP use this logic. Read more in

Using Encryption.

You can set up the encryption parameters for a Trading Partner on the "Encryption” tab.

EDI Identifiers | Options | Remote FTP| Contact @ Encryption | Folders CORE

Encryption Setup
Asymetrical Encryption

Private Key Infrastructure (PGP)

ey (email address of key owner)

@ Mo Encryption

The "Encryption” tab

Encryption Setup
e Asymmetrical Encryption
¢ Private Key Infrastructure (PGP)

Key (email address of key owner)

¢ No Encryption

Folders Tab

Within the HIPAAsuite Communications Directory, each Trading Partner has his own
folder. This keeps files finely separated and in order. Here is where you can set this up.
Read more in Defining Communications Directory.
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 EDI Identifiers | Options | Remote FTP

Contact | Encryption| Folders CORE

Local Directory Settings
Cutgoing Files Root
DAEDNOutbox
Processed Files Root

DAEDNProcessedFiles

File Maming Convention

Trading Fartner's Qutbox
Y TXEBS

Trading Partner's Repository
Y\ TXEBS

Create Folders Using Trading Partner 1D I

CMS

:I'he "Folders” tab

e Outgoing Files Root — This field has a pre-generated path. You can change this
path by changing the EDI Root Directory.

¢ Trading Partner's Outbox — Mandatory setting. Click on the three-dots button to
access the "Select Folder” window. There you choose an existing folder or create a
new one.

¢ Processed Files Root — This field has a pre-generated path. You can change this
path by changing the EDI Root Directory.

e Trading Partner's Repository — Mandatory setting. Click on the three-dots button
to access the "Select Folder” window. There you choose an existing folder or create
a new one.

Once you have specified the directory settings, click on the "Create Folders Using Trading
Partner ID."

 EDI Identifiers | Options | Remote FTP | Contact | Encryption| Folders | CORE
Local Directory Settings

Trading Fartner's Qutbox
Y TXEBS

Cutgoing Files Root
DAEDNOutbox

Trading Partner's Repository
Y\ TXEBS

Processed Files Root

DAEDNProcessedFiles

File Maming Convention
CM5

Create Folders Using Trading Partner 1D

:I'he "Create Folders Using Trading Partner ID" button

¢ File Naming Convention - Health Insurance Exchanges (HIX) demand that a carrier
adheres to more or less complex File naming conventions. Since these conventions
are often really complicated we decided to hard code several schemes. California,
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Maryland, DC and the CMS scheme are among those currently configured and we will
add other schemes if needed.

Rle Naming Convention

Filenaming dropdown menu options

The Custom File Naming Convention option requires some additional setup. This is

covered in Custom File Naming Conventions.

CORE Tab

This tab stores settings for the use of CORE-Compliant SOAP- and MIME-enveloped
transactions. When using a Requester or similar application, these settings apply to the
information source. When using a Responder or similar application, these settings apply
to the information requester/receiver. Soap 1.2 or 1.1 will use the same options.

| EDI Identifiers | Options | Remote FTP | Contact | Encryption| Folders

CORE [

CORE Settings
UzerMame

Password

S5L Certificate

Real Time
MIME Address

SOAP Address

Batch

MIME Submission Address

MIME Retrieval Address

SOAP Submission Address

SOAP Retrieval Address

-CO RE settings tab
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9.4.2

e UserName - UserName portion of the username authentication token. Used to verify a
Trading Partner's Username token's Username or in your own Username token
authenticate yourself to a Trading Partner's CORE-compliant servi e.

e Password - Password portion of the username authentication token. Used to verify a
Trading Partner's Username token's Password or in your own Username token to
authenticate yourself to a Trading Partner's CORE-compliant service.

e SSL Certificate - Instead of Username tokens, use an SSL certificate to verify a
Trading Partner’s identity or access a Trading Partner's CORE-compliant service. Not
currently implemented.

¢ RealTime
0 MIME Address - Trading Partner's web address for MIME Real-Time transactions.
0 SOAP Address - Trading Pertner's web address for SOAP Real-Time transactions.
e Batch

0 MIME Submission Address - Trading Partner's web address for MIME Batch
transactions.

0 MIME Retrieval Address - Some Trading Partners may use a different address to
submit or retrieve batch transactions. Use this field for a retrieval-specific address.

0 SOAP Submission Address - Trading Partner's web address for SOAP Batch
transactions.

0 SOAP Retrieval Address - Some Trading Partners may use a different address to
submit or retrieve batch transactions. Use this field for a retrieval-specific address.

Custom File Naming Conventions

Health Insurance Exchanges (HIX) demand that a carrier adheres to File naming
conventions. These file naming conventions enable a reader to quickly determine the
date, time, sender, recipient, etc. of a particular file among other files without the need
to open them individually. The custom File Naming Convention option enables you to
create a file naming convention scheme tailored to your (or your trading partner’s)
requirements.
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Rle Maming Convention

-_ m _—
CA
CMS
DC
MD
FHH
OR

Custom File Naming Convention option highlighted

Selecting the Custom option in the File Naming Convention dropdown menu option and
clicking the Custom File Naming button below it:

Rle Naming Convention

= 7]

| Custom File Maming |

Custom File Naming button enabled

will bring up the screen pictured below. This screen is used to create file naming
conventions for a particular trading partner. These examples will use the 835 file type as
an example, but all file types the HIPAASuite product represents (as well as TA1s and
999s) can have their own file naming convention applied to each trading partner. The

following picture shows the file name customization screen with the default building
blocks for an 835 EDI file.

gl Customize File Name

- o x
File Name for: [835 v]
Company Fie ID_|X | [ Datein YryymmpD' [ | [ Time in hhmmss' | || Fie Type ||| File Version [x ] | Trading Pattner ID x|
Available additional file name parts:
Yearin YYYY format | X | | Time in ‘hhmssf' [ | [ Company ID [ | [ Company EIN [ | Transaction ID ] | Transaction Type x|
Save file name Close

File Naming Customization screen with default custom file naming convention

Filetype
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Here we can create a custom file naming convention for a specific file type. The file
types available will depend on the HIPAASuite product used to create the file naming
convention. To change the file type, select it from the file type dropdown menu:

o5 Cuctomize File Mame

File Name for: |5 v Resh
]

Compary Fle ID ] 1539 L Tx E
TA1

Changing the filetype

Creating the file naming convention

A coherent file naming convention can be created by clicking and dragging elements into
order. Present elements can be reordered by clicking and dragging them into position:

g5 Customize File Mame

File Name for: |B35

Company File ID | X | | Datein Wﬁ;ﬁmmmss | x| | Fie Type |

Available additional file name parts:

[ Yearin vy fomat | x | | Tmein hhmmsst' | | | Company ID | x | | company EIN

Click-dragging an element into position

Existing elements can be removed by clicking the X to the right of the element:

o5l Custormize File Mame

File Name for: 835 | Restore default fi

Compariy File 10 |}( | | Time in ‘hhmmss’ | X - | File Type |}( | | File Version | X

Available additional file name parts:

Yearin YYYY fornat | | | Time in hhmmssi* | | | Company ID | x| | Comp
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Deleting an element

The greyed-out elements towards the bottom of the screen can be added to the custom
file naming convention by clicking and dragging them into place:

o5 Customize File Mame

File Name for: 835 v|

| Compary File |D |X| | Time in ‘hhmmss’ |)(| | File Type

Available additional file name paris:

| Timein ‘hhmmsst* | % | [ Company 1D | x | | Transactior

Adding a file name element

To discard the current changes and start over with the default file naming convention,
click the Restore default file name button.

o) Customize File Name

File Name for: |335 V| Restore default file name

Company Fie ID_[X | [ Date in "vyyYMMDD' [X ][ File Type [ [ File Version || | Trading Pariner D [ ]

Available additional file name parts:

Time in hmmssf’ | X | | Compary ID [ | | Transaction ID [X ] | Transaction Type || | Company EIN [ ] [ Yearin Y¥¥ fomat ] X | | Time in ‘hhamss' [

Save file name Close

Restore default file name button

Saving or discarding

Finally, the custom file naming convention can be saved by clicking Save file name or
discarded by clicking Close.
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gl Customize File Name — O %

File Name for: |335 v| Restore default file name

Company Fie ID_|X | [ Datein YryymmpD' [ x| [ Time in hhmmss' | || Fie Type | X || File Version [x] | Trading Pattner ID x|

Available additional file name parts:

I Save file name I Close

Save button on file name customization screen

9.4.3 Using Built-in FTP Client

EDI Exchange has a built-in FTP client. This utility allows you to drop-off and pick-up files
from a trading partner that you have defined in the "Trading Partners” menu (see Setting
up Trading Partners.)

Follow the instructions below to exchange EDI files with your Trading Partner.

1.To access the FTP client, select "FTP Client” under the "EDI Exchange” menu item.

EDI Exchange
Check EDI File

Help

Trading Partners
Inbox Manager
FTP Client

SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 399 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Leg

Request EDI Exchange License

EDI Exchange License Information

The "FTP Client" menu item

2. The following window will appear.
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o

! FTP Server User Password Directory |
@ FTP Secure FTP Port 21 i
I Connect Te Trading Partner ” Connect " Disconnect ) SFTP
Remote FTP Server: Local:
Decrypt &3 My Computer
Files Sca

—Get— a 0o

Not Connected

The built-in FTP client

3. Click the "Connect to Trading Partner” button on the FTP client window.

o
! FTP Server User Password Directory
@ FTP Secure FTP Port 21
Connect Te Trading Partner I Connect “ Disconnect @ SFTP
Remote FTP Server: Local:
il | 7 Decrypt [ 11 Compier I i

The "Connect to Trading Partner” button

4. The following screen opens.

Trading Partner dmﬂ

~ List of Trading Partner
Partner 1

Upload Download Close

Selecting a Trading Partner for FTP transfer

5. Highlight the trading partner that you want to connect to.
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6. Click on the "Upload” button to connect to the "Put” directory that you set up in the
trading partner screen.

~1o(x]
~ List of Trading Partner
Parner 1
Updoad | Download Close

The "Upload” button

Or click on the "Download” button to connect to the "Get" directory that you set up in
the trading partner screen.

_Ioix]
 List of Trading Partner
Partner 1

The "Download” button

5. Once you have chosen a trading partner, the following fields will contain values derived
from the trading partner's properties. You can change them manually if you need.

e FTP server — IP Address or URL of the FTP server.

e Username

¢ Password

e Directory — If you leave this value blank, the FTP root directory will be opened.

e Secure FTP — If you enable this option, then you can select between implicit
and explicit FTPs. See Setting up Trading Partners for an explanation of the two
secure methods:

e Explicit FTPS Connection

¢ Implicit FTPS Connection

Note: You can also fill in the connection information manually. In this case, the entered credentials
will not be saved once you close the FTP client window. Click on the "Connect” button to establish
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connection to the FTP server.

FTP Server

139

i

& FTP | Secure FTP

© SFTP

|+

Decrypt
r Files
—>Get—>

<—Put<—

e

4. Once connected, the content of the folder on the server is displayed. On the right

side, you can browse your local PC.

5. To upload a file to the server, select the file on your local PC and click on the "Put”

button.
=10 x|
FTP Server User Password Directory
|ftp://example con |example @gmail com
& FTP | [ Secure FTP
Connect To Trading Partner | Connect | Disconnect |  SFTP
Ri FTP Server: Local: DAEDNnbox
= ! Ramate Directory / = Decrypt 3 My Computer 1bd
@ fipqueta Files &ca B34 edi
B hteccess = DA 234_09ed
[B) emoriog —>Get—> ) SRECYCLEBIN
S oot = G
[3 index pho «—Pue- || =0 EDI
[®) cense 2 'S €3 EncoyptedFies
= i)
== put €5 Outbox
[3) 834 09ed 3 ProcessedFiles
[B) test_test edi €2 SuspendedFiles
[® readme himi £ EN

The file will appear in the remote folder. You will receive the "File <filename>
successfully uploaded” message on the bottom status bar of the FTP client.

[ 834 09edi
[B) test_test ed

|+

Files
—>Get—>

Local: DAEDNnbox

B3 My Computer
Gca
25 DA
£ SRECYCLE BIN
€ dvd
= EDI
&3 EncryptedFies

Carnected Fle 834,00 sucessly ulooded
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6. To download a file from the server, select a file in the left side, and then click on the

"Get" button.

=101 |

FTP Server User Password: Directory

[ﬂp;ffmcm Imc@hmil.ml I

| & FTP | SecureFTP

Connect To Trading Partner | Connect | Disconnect « SFTP |

Local: DAEDNnbox

B3 My Computer ;;1
Files _.g g 834 09ed
—>Get—> | | [ SRECYCLEBIN
£ dvd

<—Put<— =28 EDI

3 EncryptedFiles
& Inbox

3 Outbax

€ Processedfies
2 SuspendedFiles

-%

The file will appear in the local folder. You will receive the "File <filename> successfully

downloaded" message on the bottom status bar of the FTP client.

Remote FTP Server: Local: DAEDNnbox
= T Remote Direclory / - Decrypt 3 My Computer Tt
B fipqueta | Files &ca B edi
[B) htaccess 218 DA £34 09ed
@ emorlog —>Gel—> £ SRECYCLEBIN Jrysars
ot £ dvd
B ndexprp <Pute— =63 EDI
3 hicense bt €3 EncryptedFiles
(m = lnbax
EQ put £ Outbax
() 834_09edi € ProcessedFies
[2) test_tested 3 SuspendedFiles
£ Galery

Connected File test_test.edi successfully downloaded

9.4.4 Creating a Trading Partner Automatically

When you process a file with EDI Exchange the sender’s ID is compared to the trading

partners on file. If the trading partner does not exist you have the opportunity to create
a rudimentary new trading partner record. Now you have the choice to either create this

new record, process the file without the trading partner record or to abort the

operation.

%

MNew Trading Partner

The sender of this file with the |D of 'MDSCRIPTS' is not setup as Trading
Partner. Do youwantto create a new record?

| Yes | No | | AbortProcessing

The "New Trading Partner” dialog box

© <2006> ... Martin Scholl Consulting, Inc.




EDI Exchange 141

If you abort the process, you still will get the EDI file analysis.

- -
Inbox Manager o

Loading EDI Files into Inbox Processing Inbox
Download from FTP Server l [ Process Inbox l

Allfiles in Inbox have been processed

Activity Log and Wamings

m

Filename: keyhealth. 837
SEF file "HIPAAClaimMaster. SEF_Files 837_X098A1_SemRef . SEF’ loaded for transaction set: "004010X098A1" |
The Transaction type is 837 . Version: 004010X098A1
The Trading Partner with the ID "MDSCRIFTS' is not set up.

The file's further processing is suspended
346 warming messages were given.
The following Wamings with the X12 implementation were found:
Waming in Line 2 —» GS*HC*MDSCRIPTS*KEYHEALTH*20121012* 1607*00001*X*004010X098A1 at Position: 6: [DESCRIPTION:Lea
Waming in Line 6 —> REF*ZZ*264101398: [DESCRIFTION:Unexpected data segment 'REF" encountered in transaction setimessage '
Wam Line 11 —> NM1*85*2*KEY HEALTH DEMO****** at Position: 8: [DESCRIPTION:No data in mandatory data element "66" ir
Waming in Line 11 —> NM1*85*2*KEY HEALTH DEMO****** at Position: 9: [DESCRIPTION:No data in mandatory data element 67" ir
Waming in Line 14 —> REF* 1J* at Position: 2: [DESCRIPTION:No data in mandatory data element 127" in Data Segment "REF"_J[COL
Warning in Line 14 —> REF* 1J* at Position: 2: [DESCRIPTION:Conditional data element missing. Element="127", Position="2"][CODE:
Waming in Line 14 —> REF* 1J* at Position: 3: [DESCRIPTION:Conditional data element missing. Element="352", Position="3"][CODE:
Waming in Line 14 —> REF* 1J*: [DESCRIPTION:The REQUIRED rule syntax for data segment REF has been violated. At least one of
Wamning in Line 14 —> REF*1J*: [DESCRIPTION:Conditional syntax check failed for segment 'REF’. Buffer="REF*1J*" ][CODE:12459]
Waming in Line 15 —> PER*IC**TE* at Position: 2: [DESCRIPTION:No data in mandatory data element "93" in Data Segment "PER'_J[(
Waming in Line 15 —> PER*IC**TE* at Position: 4: [DESCRIPTION:No data in mandatory data element "364" in Data Segment 'PER".]
Wamning in Line 15 —> PER*IC**TE* at Position: 4: [DESCRIPTION:Conditional data element missing. Element="364", Position="4"][C({
Waming in Line 15 —> PER*IC**TE*: [DESCRIFPTION:The PAIRED rule syntax for data segment PER has been violated. All of the dat:z
Waming in Line 15 —> PER*IC**TE*: [DESCRIPTION:Conditional syntax check failed for segment 'PER’. Buffe="PER*IC**TE*"_]J[CODI
Warning in Line 24 —> NM1*QC* 1*"DEMO*JOHN***MI* 123456789 at Position: 8: [DESCRIPTION-Value 123456789 not found in Datz _
_ Waminn in Lina 24 s MATEO0 T5NEAMC INLIKE S0 17ARRE TR0 =t Broitinn: 8- IMESCRIDTION-Mavimom lanath of d=ts alamant ic
4 1 +

1 Files processed

EDI compliance check results after further processing was aborted.

Files without a valid trading partner will be placed into the "suspended files” directory.
The final action taken after the analysis is recorded at the end of the results.

WaIMINgG In LINE 10/ — LIN N4~ 030,Y 1. £0UU3 8l FOSIIOoN: 12 [UEDLHIF HIUNIUEE SleMment 30U gesignaed Mol Used COon@Ein aaE
Waming in Line 167 —> LIN*N4**63629126003 at Position: 2: [DESCRIPTION:No data in mandatory data element "235" in Data Segm
Wamning in Line 168 —> SE*166*031111112 at Position: 2: [DESCRIPTION:Transaction set/Message header control number "0001" ds
Warmning in Line 169 —> GE*1*1 at Position: 2: [DESCRIPTION:Functional group header control number "00001" does not match traile

The file has 1 Interchanges. 1 Functional Groups and 1 Transaction Sets

The file contains 4 Claims

The file was mowved to: H:\HIPAAsuite\HIPAAsuiteCommDir\Suspense\83keyhealth 837
on 10/17/2012 at 9:50 AM

m

This file's processing was aborted. The file was moved to the suspended files folder

945 Certificate based authentication in SFTP

SFTP or FTP over secure shell as it is also known is deemed to be the most secure method
of file transport. There are 3 methods of authentication in Sftp.

1. with a user name and password
2. with a user name and a private key cryptographic certificate and

3. with a user name, a certificate and a password
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When you select SFTP as the FTP protocol, you will see two check boxes appear.

@ SFTP
|User + password Auth

private Key Auth

& Fy s 1 L

The sub choices when you select SFTP

Leaving both check boxes unchecked will result in the first option: Authentication with
user name and password. You can also check just the user name and password with the
same result.

In order to use the certificate based authentication you need to create and link to your
own certificate. The certification module that HIPAAsuite employs uses a so called private
key SSH2 certificate in pem format.

How do you create such a certificate? Here is one way:

The free secure shell program putty has the necessary tools. Download putty from
www. putty.org When you install the program you will see several program installed on
your computer.

Organize = Include in library = Share with + Burn MNew folder

. Mozilla Maintenance Service * Name : Date modified Type Size
S [ LICENCE 8/6/2013612PM  File 2KB
il 'Q pageant.exe 8/6/2013 6:12 PM Application 144 KB
 MyFree Codec £ plink.exe 8/6/2013612PM  Application 304 KB
) :qi::rSDQL @ pscp.ene 8/6/2013 6:12 PM Application 316 KB
o @ psftp.exe 8/6/2013 6:12 PM Application 328 KB
| Nitre PDF |'_?Q putty.chm 8/6/20132 6:12 PM Compiled HTML ... 438 KB
| Notopad:-< [ putty.cnt 8/6/2013612PM  CNT File 32KB
| Ores @' putty.exe 8/6/20132 6:12 PM Application 484 KB
| PGP @ putty.hip 8/6/2013612PM  Help file 644 KB
L PulTY @ puttygen.exe 8/6/2013 6:12 PM Application 180 KB
T T e [ README 6t 1/ Text Dacument 2KB
} QuickTime %3 unins000.dat GOM Media file(.d... 4KB
s _ & unins000.exe Application 705 KB
S LS ] website 11/16/2004 11:14 ...  Internet Shortcut 1KB
/ Samsung

The programs and files that come with putty

One of the programs is puttygen.exe. This program creates the necessary keys. When
you start it up, you can generate a key pair.
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.
E PuTTY Key Generator ? 2

File Key Conversions Help

Key
Public: key for pasting into Open55H authorzed_keys file:

zshsa -
AAAARINzaC lyc 2EAAAABJQAAAG EAGIBLNBRIKMOMOFP Sysh5CPhle TINENzo DHS |T:' |
" w3 TulScearsV =
+0rTr2Two3u5¥C In 8D Lpa Dor e Ald ULbedVCip TRXmnfg sV 3Basa Rgwf SRy TOm
OHm/ghulaGrMRVPjnZrkb SCFp0Ve PArWh RH Ta 26ub¥mXSEODHGgbuhikjOIkJJFHE -

Key fingerprint: sshsa 2048 69:2e:37:48:93:90:c2:33:39:2:0ab1:cc: 1 2:ed a3
Key comment: rsadeey-20131230
Key passphrase: Ty

Confimn passphrase: esssssssss

Actions

(Generate a public/private key pair [ Generate ]
Load an existing private key file [ Load ]
Save the generated key Save public key ] [ Save private key ]
Parameters

Type of key to generate:

(71 S5H-1 (R5A) i@ 55H-2 RSA (71 55H-2 DSA

Mumber of bits in a generated key: 2048

Creating a public/private key pair with puttygen

You can save the public and private keys separately as .ppk files but that is not what we
need. But puttygen has also tool to convert the keys to pem files. The top menu has a

g PuTTY Key Generator
File Key [ Conversions | Help
Ky Import key
Public e Exmort OenSSH k vz file:
ssh{sa port pen il
AAAABS Export ssh.com key N ]|
u3VTulA rvll
" . " +0rTr2 Twg3u5¥C Ind 80 Lpa Derl e Aled U dVCip TRXmnfg
tab "Conversions MHm b Na G RV PR Prkh GT FrW= P AR RH T 20 R

Converting the SSH key into a pem certificate

When we click on "Export OptnSSH key" we can then save the key with an .pem ending
and that is it.
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9.5

951

9.5.2

Using Encryption

About Encrytion

EDI Exchange supports the Private Key Infrastructure (PKIl) encryption method. This
type of encryption is the most generally accepted method of protecting EDI Files from
being pried upon by unauthorized persons. Without going further into the details of PKI,
Public-key encryption is a cryptographic technique which enables users to securely
communicate on an insecure public network, and reliably verify the identity of a user via
digital signatures. Read more in Private Key Infrastructure.

A public-key infrastructure (PKI) is a system for the creation, storage, and distribution of
digital certificates which are used to verify that a particular public key belongs to a
certain entity. The PKI creates digital certificates which map public keys to entities,
securely stores these certificates in a central repository, and revokes them if needed.

A PKI consists of:
e A certificate authority (CA) that both issues and verifies the digital certificates.

¢ A registration authority which verifies the identity of users requesting information
from the CA.

e A central directory is a secure location to store and index keys.
e A certificate management system.

EDI Exchange relies on other software to establish the PKI. It only uses the capabilities of
these programs through their Application Programming Interface (APl). You need to
separately install either PGP Desktop or the open source GPG4Win programs and set them
up with the public keys of your trading partners and your own private key.

Setting up Encryption
EDI Exchange allows you to set up the encryption for your EDI files. Follow the steps
below.

1. Access the "Encryption Setup” window by selecting "Encryption Setup” under the "EDI
Exchange” menu.
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EDI Exchange
Check EDI File

Help

Trading Partners
& Inbox Manager

FTP Client

SEF Files

EDI Exchange Setup

Encryption Setup
Create EDI Exchange Tables
Create 999 Files Tables

Autoprocess Setup

Automatic Scheduler

EDI Receive Log
ECI Send Leg

Request EDI Exchange License

ECI Exchange License Information

The encryption setup menu

2. The following window will appear.
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P ™

General Encryphion Options

Original Unencrypted Outbound Files Key Pair Information
Mame (e-mail) for Public Key

@ Keepacopyinan 'UnEnCrypted' Folder
) Delete the original File Pasz Phrase for Private Key

Crypto Program
@ GnuPG ) PGP Desktop
GnuPG

Path to gpg.exe E

The program didn't find GnuPG executable. Please specify path manually
or download GnuPG installation from hitp:"www.gnupg.org/

SFTP Client
Path to private key file

Pass Phrase for Private Key

The encryption setup screen

3. In this window define the following options:

General Encryption Options
¢ Original Unencrypted Outbound Files

e Keep a Copy in an 'Unencrypted’ Folder — When the HIPAAsuite program
creates an EDI file for a trading partner that has selected encryption, you can
keep an unencrypted copy in the "Outbox/[trading partner]/Unencrypted”
folder. This is useful when you need to go back to the file and check on
problems.

Note: Once you encrypt a file with the public key of your trading partner, you will not be able to
open it again. Only the owner of the private key can decrypt it and read it.

e Delete the Original File — If you do not want to keep the unencrypted copy,
select this option.

¢ Key Pair Information
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e Name (e-mail) for Public Key — Enter name or e-mail that will be used to
encrypt files for you by your trading partners.

e Pass Phrase for Private Key — Enter passphrase here to decrypt files encrypted
previously with the pass phrase.

Note: The keys are identified by the email address of their owner.

e Crypto Program

e GnuPG — Select this option if you have already installed the GnuPG software and
want to use it.

— Crypto Program
& |lGnuPG " PGP Deskiop

GnuPG
Path to gpg.exe | |C-\Program Files (x86)\GNU\GnuPG\gpg2.exe

_ save | _ Cancel | y

The configuration using GnuPG

Note: When you select GnuPG, the program checks if the executable gpg. exe/ gpg2. exe is present
on your computer. If it is not found, you will have to specify the path manually or install the program

first.

e PGP Desktop — Select this option if you have already installed the PGP Desktop
program and want to use it. You will see a different lower half of the screen,
where you can indicate the location of the keys. PGP Desktop uses "key rings”
encrypted folders that contain all your keys. The location of these two files is
very important for PGP Desktop.

— Crypto Program -
C GnuPa [ /PGP Deskiop

Key Rings
Public | |
Private | |
Save Cancel
_ save | _ome |

The configuration using PGP Desktop

4. Once the settings are done, click the "Save" button.

-

( Save
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953

The "Save" button

5. The following notification will appear. Click the "OK" button.

Records Saved

Notification window

Using PGP Desktop

Pretty Good Privacy (PGP) is a data encryption and decryption computer program that
provides cryptographic privacy and authentication for data communication. PGP is often
used for signing, encrypting and decrypting texts, e-mails, files, directories and whole
disk partitions to increase the security of e-mail communications. PGP and similar
products follow the OpenPGP standard (RFC 4880) for encrypting and decrypting data.
For more information, see How PGP works.

EDI Exchange supports PGP encryption and works seamlessly with PGP Desktop and open
source Gpg4Win applications.

PGP Desktop (Symantec’s encryption solutions) is a comprehensive suite of encryption

applications which provides flexible, multi-layered encryption by bundling Drive Encryption
to secure the files stored on local hard drives, and Desktop Email Encryption to secure
confidential data in email. For more information, see PGP Desktop documentation.

PGP Desktop key features:

1. Hard drive encryption software locks down the entire contents of a laptop, desktop,
external drive, or USB flash drive, including boot sectors, system, and swap files.

2. Enables encrypted email and secure AIM® Instant Messages.

3. Creates storage-independent encrypted containers for transport and sharing of specific
files using included utilities; PGP Self-Decrypting Archive, PGP Virtual Disk, and PGP
Zip.

4. Includes PGP Shredder which can completely destroy unwanted disk-based files and
folders.

5. Drive Encryption can be centrally deployed and managed by Symantec Encryption
Management Server.
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PGP Desktop key benefits:

1. Secures email without burdening users, to improve compliance with policies and
regulations without hindering productivity.

2. Allows users to easily and transparently share encrypted files and folders, improving
data security without impacting user productivity.

3. Management by Encryption Management Server centralizes creation, deployment and
management of data security policies and reporting.

PGP Desktop bundles the following products:

1. Drive Encryption. See System Requirements.

2. Desktop Email Encryption. See System Requirements.

3. Encryption Management Server. See System Requirements.

9.54 Using GnuPG

GnuPG is an Open Source project for the implementation of the OpenPGP (Pretty Good
Privacy) protocols of encryption. GnuPG allows to encrypt and sign your data and
communication, features a versatile key management system as well as access modules
for all kinds of public key directories. GnuPG, also known as GPG, is a command line tool
with features for easy integration with other applications. Front-end applications and
libraries are also available. Version 2 of GnuPG also provides support for S/MIME.

GnuPG is a free software, so it can be freely used, modified and distributed under the
terms of the GNU General Public License.

We recommend Gpg4Win for encrypting of your files and emails. Gpg4Win supports both
relevant cryptography standards, OpenPGP and S/MIME (X.509), and is the official GhuPG
distribution for Windows. Gpg4Win contains Kleopatra as one of its Free Software
components. For more information, see Gpg4Win documentation available both in PDF
and HTML versions.
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rﬂ' Kleopatra | =B &% .|1
B = e W o)
Import Certificates  Export Certificates Redisplay Stop Operation Lookup Certificates on Server
Find: Wy Certificates - ]
My Certificates | Trusted Certificates | Other Certificates | E
Name E-Mail Valid From Valid Until Details Key-ID
Martin Sc... Martin.5chol... 2011-12-10 OpenPGP C1F4C4Cs

Kleopatra, a certificate manager for OpenPGP and X.509 (S/MIME) and common crypto dialogs

With Kleopatra, it is easy to manage your certificates and create your own ones. It
seamlessly integrates with GnuPG. You can manage the key that you receive from your
trading partners, because there is a screen to view the details of a key.

-

M Certificate Details ? P

Cwerview | User-IDs and Certifications | Technical Details | Chain | Dump|

This certificate is currently valid.
User-ID: Chiffaengine Co <chiffaengine@gmail com:=
Validity: from 2011-08-19 12:09 until forever
Certificate type: 2,045-bit RSA
Certificate usage: Signing EMails and Files, Encrypting EMails and Files, Certifying other Certificates
Key-ID: B399D4A0
Fingerprint: BC3FE3157D02D23E12DB8CADIABCBE922B399D4A0
Ownertrust:  unknown

Stored: on this computer
Photo Actions
At the moment, Kleopatra does not support photos Trust Certifications made by this Certificate. ..

in certificates. It has no support for adding, nor for
displaying them. This is for the following reasons:

* Photos give a false sense of security.
* Photos increase the size of certificates.

Close ] l Help

L A

Certificate details with Kleopatra

© <2006> ... Martin Scholl Consulting, Inc.



EDI Exchange 151

9.6 Using EDI Exchange Features

9.6.1 Accessing Inbox Manager

Using the Inbox Manager you can access the most important functions of EDI Exchange.
Inbox Manager allows you to download EDI files into the "Inbox" folder and process these
files. This screen handles the post-processing of the EDI files, their compliance check and
auto-processing options.

1. To access the Inbox Manager, click the "Inbox Manager” under the "EDI Exchange”
menu.

EDCI Exchange | Help

Check EDI File

- Trading Partners -
& Inbox Manager
FTP Client
SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Autormatic Scheduler

EDI Receive Log
EDI Send Leg

Reguest EDI Exchange License

EDI Exchange License Information

D] | T T

The "Inbox Manager” menu item

2. The following screen will come up.
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9.6.2

& Inbox Manager C=RAcY X

Check EDI File Loading EDI Files into Inbox Processing Inbox
| Selectand Check EDIFile | | Download from FTP Server | | Process Inbox |

Activity Log and Wamings

The "Inbox Manager” window
Read more in:

e Downloading EDI Files From FTP Server

¢ Processing EDI Files

e Selecting and Checking EDI Files

Checking EDI Files

EDI file analysis based on the HIPAA standards. Compliance with HIPAA EDI rules is an
essential part of the exchange of EDI documents. The standards are the only agreed upon
rules that sender and receiver use to exchange data from completely different backend
systems. Strict adherence is therefore necessary to guarantee frictionless operation.

Unfortunately, HIPAA compliance is difficult and the truth is that many HIPAA EDI files
are truly bad. Syntax errors, omitted loops, missing elements, wrongly formatted
elements — these are the most common EDI errors. Without a true analysis, it is difficult
to say what data ends up in your system.

EDI Exchange has a built-in compliance engine that analyzes each incoming and outgoing
EDI transaction. Line by line, element by element, error reporting provides a powerful
tool to determine the quality of the incoming and outgoing EDI files. All HIPAA file
versions are supported. The compliance check creates a detailed report that lists every
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compliance issue. Outgoing files can also be checked and individual transaction in
violation of HIPAA rules can be held back.

Note: You can enable automatic compliance check on outgoing and incoming EDI files. See Setting up
Incoming and Outgoing Files Options.

Follow the instructions below to check EDI files for compliance.
1. Select "Check EDI File" under the "EDI Exchange” menu item.

.
EDI Exchange | Help

Check EDI File

Trading Partners
é] Inbox Manager

FTP Client

SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDT Exchange License

EDI Exchange License Information

The "Check EDI File" menu item

Alternatively, you can click on the "Select and Check EDI File" button in the Inbox
Manager window. Read more in Accessing Inbox Manager.
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e T

Check EDI File Loading EDI Files into Inbox
| Selectand CheckEDIFile | Download from FTP Server

Activity Log and Wamings

Filename: 140123142208h.x12
SEF file "HIPAACIaimMaster. SEF_Files.837_005010X222A1 SemRef. SEF loaded for transaction set: "005010X222A1"
The Transaction type is 8§37 ., Version: 005010X222A1
Passed. No Errors. No Wamings
The file has 1 Interchanges. 1 Functional Groups and 1 Transaction Sets
The file contains 4 Claims

The "Select and Check EDI File" button
2. In the opened file selection dialog, select an EDI file and click "Open.”

3. In the Inbox Manager, you can see the result messages for the operation. The details
are displayed in the "Activity Log and Warnings" area.

Check EDI File Loading EDI Files into Inbox
_ Selectand Check EDIFile | Download from FTP Server

Activity Log and Wamings

Filename: 140123142208h.x12
SEF file "HIPAAClaimMaster SEF_Files 837_005010X222A1 SemRef SEF" loaded for transaction set: "005010X222A1"
The Transaction type is 837 . Version: 005010X222A1
Passed. No Errors. No Wamings
The file has 1 Interchanges. 1 Functional Groups and 1 Transaction Sets
The file contains 4 Claims

The "Activity Log and Warnings" area displaying log messages

9.6.3 Downloading EDI Files From FTP Server

EDI Exchange Inbox Manager allows you to load EDI files into the "Inbox" folder and
process these files. Be sure you have setup FTP settings in the "Remote FTP" tab of the
Trading Partner window (see Setting up Trading Partners).

Follow the instructions below to upload EDI files into the "Inbox" folder.
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1. Access the Inbox Manager by clicking the "Inbox Manager” under the "EDI Exchange”
menu.

EDI Exchange | Help

Check EDI File

- Trading Partners -
& Inbox Manager
FTP Client
SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log

Request EDI Exchange License

EDI Exchange License Information

e — -
il - T ]

The "Inbox Manager” menu item

DAE®

2. Click the "Download from FTP Server” button.

Check EDI File ~ Loading EDI Files into Inbox — — Processing Inbox

[ Selectand Check EDIFile |  Download from FTP Server | Process Inbox |
| |

~ Activity Log and Wamings

The "Download from FTP Server” button
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3. When the process has been finished, the "Activity Log and Warnings" area displays the

report.
Inbox Manager M=
Check EDI File —— " [~ Loading EDI Filez into Inbox ~ Pro 1 Inbox
Select and Check EDI File | | Download from FTP Server I Process Inbox |

Activity Log and Wamings

Checking FPT servers at 3:40:15 PM
1 Trading Partners are sel up for FTP transfer
Checking for files at Trading Pariner PARTNER 1
Successfully connected to PARTHNER1s FTP directory
File: test_test edi deleted on server.
1 Files mowed from FTP Servers into Inbox

ChProgramData\HIPAAsuite\HIPAA Enrollment M 1 Files moved from FTP Servers into Inbox

Activity Log and Warnings information

9.6.4 Processing EDI Files

EDI Exchange Inbox Manager allows you to process EDI files downloaded to the "Inbox"
folder beforehand.

Note: Once you have saved the auto-processing options (see Defining Auto-Processing Options), the
files will not only be analyzed but also processed according to the defined settings. The auto
processing enables you to combine and run multiple fulfillment steps together (for example, export,
saving, printing.)

1. Once Downloading EDI Files From FTP Server is completed, and no errors are displayed,
click on the "Process Inbox" button. This will autoprocess all files present in the EDI
inbox directory.
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Inbox Manager M= E
CheckEDIFile — Loading EDI Files into Inbox ~ Pro ing Inbaox
Select and Check EDIFile | [  Download from FTP server | Process Inbox o)

Activity Log and Warmings
Checlkang FPT zservers at 3:40:15 PM
1 Trading Pariners are set up for FTP transfer
Checking for files at Trading Partner PARTNER1
Successfully connected to PARTNER 1 s FTP directory

File: test_test edi deleted on server.
1 Files moved from FTP Servers into Inbox

ChProgramData\HIPAAsuite\HIPAA Enraliment v 1 Files mowed fram FTP Servers into Inbox

The "Process Inbox" button

2. Once the processing is completed, review the Activity Log and Warnings information.

Inbox Manager HEE
Check EDIFile — [ Loading EDI Files into Inbox ~ Pro ing Inbax
Select and Check EDI File | Download from FTP Server ‘ [ Process Inbox I
Al files in Inbox have been processed
Activity Log and Wamings

Filename: B34_09 edi
SEF file "HIPAAEnrolimentMaster SEF_Files 834_X095A1_SemRef SEF loaded for transaction set: "004010X095A1°

Filename: test_test edi

The file was not recognized as a valid EDI file.

Parser Error: Segment - ISA: Error - ISA segment has not enough elements.
It will not be processed

The file was moved to: CAS\SuspendedFiles\Otheritest_test edi

on 2/15/2013 at 3:58 PM

2 Files processed

Activity Log and Warnings information

9.6.5 Accessing EDI Receive Log

EDI Exchange has a file log. Each processed file creates an entry in the Trans_Log table.
You can access the "EDI Log" window to query this table and see what files came in and

how they were processed. You can access the EDI Receive Log once the application has
been initialized. Follow the instructions below.

1. To open the "EDI Log" window, select "EDI Receive Log" under the "EDI Exchange” menu
item.
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Check EDI File

Trading Partners
& Inbox Manager
FTP Client

SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDT Send Log

Request EDI Exchange License

EDI Exchange License Information

The menu for the EDI Receive Log
2. To display data, specify the time period and select trading partner.

e Time Period — Period of time when the file was processed. Choose one of the
available options:

¢ Receive Date
¢ Load Date

¢ Trading Partner Name — You can select your trading partner from the list. If
you select "---All---", all your trading partners will be included.

3. Click on the "Find Log Files" button to see the list of log files corresponding to your
query.
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eoton ~=loix|

— EDI Files

Specify the time period in which the file

was processed

 Time Pesiod

From | 2/26/2013 ~| & Raceive Date

To |z,rzs.'2c|13 -I " Load Date

~ Trading Partner Name

Find Log Files

Specifying the time period

4. The log will be displayed in form of a tree.

eottog =lojx

 EDI Rles:

8 Query

Specify the time period in which the file
was processed
~ Time Period
From | 2/26/2013 *| & Raceive Date

To IZ,I‘ZBJ'ZEHS vI " Load Date

Displayed log

5. You can open the folder icons and see details related to each file.
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1= E
D! Flles Specify the time peniod in which the file
-2 Quesy was processed
=& 1902930005  irt_claim_missing_DTP096.ed

Trans Type: 837 - Time Period
Trading Partner: ~PLEASE FILL THIS RECORD- B = & .
Compliance Check Date: 04/27/2012 From | 2/26/20 Receive Date
Complance Check Time: 1:30 PM To | 22612013 vI  Load Date

Result: Waming in Line 16 => : [DESCRIPTION:Missing mandatory segment in EDI file. Segment PAT is eopecte
Waming in Line 21 -» CLM"A37YH556°3025.0013:A:1 & Pesition: 6: [DESCRIPTION:Mo data in mand
Waming in Line 21 -> CLM™A3TYHS5673025.00™13:A:1 &t Postion: 8 [DESCRIPTION:No data inmand Find Log Files
Waming in Line 21 -> CLM"A3TYH556°3025.00™13:A:1 at Pesition: 9: [DESCRIPTION:Ma data inmand | Trading Partner Mame
Waming in Line 21 -> CLM"A37YHS56"3025.0013:A:1 2 Pesttion: 18: [DESCRIPTION:He data in man
Waming in Line 25 -> HI"BK:T840°ZZ: at Posttion: 2 at SubBlement: 2 [DESCRIPTION:Mo data in mand:
Waming in Line 2B —> NMT71°17"0{" 1285740290 2t Pestion: 3: [DESCRIPTION: Mo data in mandatc
Waming in Line 25 ~> NM1-72*1=="5{"1285740230 at Postion: 3: [DESCRIPTION:No data in mandatc
Waming in Line 25 ~> NM1°72* 175" 1285740230 2t Postion: 4: [DESCRIPTION:No data in mandatc
Waming in Line 37 > SBR™P=Group Name™ 38910 at Position: 3: [DESCRIPTION Value 38910 not f
Waming in Line 37 ~> SBR*F~"Group Name™ 38510 at Position: 3: [DESCRIPTION: Maximum length of
Waming in Line 41 > DMG"DE™19330706°F~RE:E2 &t Postion: 5: [DESCRIPTION: Non-compaste data
Warming in Line 41 > DMG"DE™19330706°F~RE5:E2 at Position: 5: [D

Load Date:

Load Time:

Operator:

[ 0 Records. from to
m-C 310747539 “TEST_EBMC_p_50101x
€3 411479417 Tep0302p

e

Details of the EDI Receive Log

If the records have been exported to the database, you can see the time, date and
record count.

9.6.6 Accessing EDI Send Log

This page contains instructions on how to access the "EDI Send Log" window. It becomes
available once EDI Exchange has been initialized.

1. Select "EDI Send Log" under the "EDI Exchange” menu.
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EDI Exchange | Help
Check EDI File

Trading Partners
é Inbox Manager

FTP Client

SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Log I

Request EDI Exchange License

EDI Exchange License Information

The "EDI Send Log" menu

2. The following window will appear:

EDI Send Log o] o 3

Specify the time period in which the file
was processed

Time Period
From &/ 52015 ~

To 8/ /2015~

The "EDI Send Log" screen
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3. To display the log data, select the time period and a trading partner.

e Time Period — Period of time when the file was processed. Choose one of the
available options:

e Receive Date
¢ Load Date

e Trading Partner Name — Select a trading partner in the list. If you select "---
All---", all trading partners will be included.

4. Click on the "Find Log Files" button to display the list of log files corresponding to your
query.

9.6.7 Listing SEF Files

SEF (Standards Exchange Format) files are repositories of standards information that
define the format of EDI documents. SEF files are the basis for the compliance check
engine that EDI Exchange uses. These files contain all rules of the implementation guide
of a transaction. There is a SEF file for each transaction that EDI Exchange is licensed
for. For example, for 837 transactions we have SEF files for institutional, professional
and dental claims in 4010, 4010A1 and 5010A1 version and the 997 and 999 transactions.

1. To access the list of available SEF Files, select "SEF Files" under the "EDI Exchange”
menu.
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EDI Exchange
Check EDI File

Help

Trading Partners
,% Inbox Manager

FTP Client

SEF Files

EDI Exchange Setup
Encryption Setup

Create EDI Exchange Tables
Create 999 Files Tables
Autoprocess Setup

Automatic Scheduler

EDI Receive Log
EDI Send Leg

Request EDI Exchange License

EDI Exchange License Information

The "SEF Files" menu item

2. The "SEF Files" window will appear.

P ™

Awailable Standard Exchange Format (SEF) Rles

834_005010X220A1 SemRef.SEF
834_X095.5EF
834_X095A1_SemRefSEF
997_4010.5EF
999_0050M10X231A1.5EF

A list of SEF files

10 Issue Tracking
10.1 Reporting anissue

HIPAAsuite likes to make bug fixes fast and transparent. For this purpose we include a
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Bug tracker with the HIPAA Eligibility Responder. btnet, Bugtracker in ASP.Net is an open
source project. HIPAAsuite implemented Bugtracker.Net in all its products to track bugs
and enhancements. One of the reasons we liked btnet was the screen capture
capabilities. We adapted and included this facility

You can reach the Issue Tracker under the Help menu

eftinguiry o T
Database  Setup | Help

~5 8, 8% | &) Help Documentation
W40 |

+  View Manual

About
Check For Updates

Report an Issue

The menu for the issue tracker

Please remember the shortcut Ctrl + | to call the Issue tracker. Some screens do not give
you access to the menu while they are open, but the key combination Crtl + I will call up
the issue tracker report screen.
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r 2
E BugTracker.NET Screen Capture | = |l = |
- |
i Saveas... | Copy te Clipboard | Draw with mouse while pressing any key | red arrow ~| UndoLine About...
@ Select area

() Foreground window
() Cumert screen

k| seconds

Description:

Your email Address

(@ Create new bug
Update existing bug

S I

Send

\

The BugTracker.Net screen capture facility

If you click on 'Capture’ you can snap a picture of your screen
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r 2
E BugTracker.NET Screen Capture | = i = |
- o
i Saveas... Copy to Clipboard | Draw with mouse while pressing any key | red arrow »| UndoLine
e s s o I
@ Select area

() Foreground window
() Cumert screen

Delay Seconds

Description:

Your email Address

@ Create new bug
() Update existing bug
Eug ID#

HH

\

With a section from the underlying screen

Enter as much information into the description as possible. You can enhance your screen shot with
drawings. By pressing any key and holding down the mouse while over the canvas, you either highlight in

yellow, free draw in red or make red arrows:

You can high light sections

25331 {0z/2472001 |

"""""" 00902 | D02/21/2001
"""""" 99489 | D2/21/2001

High lighting a section

You can draw circles
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-
Draw with mouse while pressing any key | red marker | Unde
pl |
o5 SarvDaas | 26 Sarvin
0212112001 | 1 (UN)
022172001 [ 1 (UN)
0212172001 | 1 {UN)
Circling a section
You can point arrows to pinpoint your concerns
Save as.. Copyto Clipbeard | Draw with mouse while pressing any key | red arrow &
ELEE N Pt Bl |
£RedCd | 43Descripion L HCRCS R SsavDams | 455w
0212172001 |1 [UN)
02/21/2001 [ 1 (UN)
0272172001 | 1 {UN)

P T R -

Drawing an arrow

167

Now please enter your email address so that we can get in contact with you and indicate

whether this is a new bug or a follow up on an existing issue. Then click on 'Send'

Thank you

Posted your description and screenshot to Bug ID# 8

Figure 7: Acknowledgement of Issue submission
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Now this bug has been submitted, we will be notified by email and you will get updates

on the issue.
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